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 -o appli
ation .... -lpam -ldlIn addition to libpam, there is a library of mis
ellaneous fun
tions that make the job of writing PAM-awareappli
ations easier (this library is not 
overed in the DCE-RFC for PAM and is spe
i�
 to the Linux-PAMdistribution):...#in
lude <se
urity/pam_mis
.h>

 -o appli
ation .... -lpam -lpam_mis
 -ldl1.2 Des
riptionLinux-PAM (Pluggable Authenti
ation Modules for Linux) is a library that enables the lo
al system ad-ministrator to 
hoose how individual appli
ations authenti
ate users. For an overview of the Linux-PAMlibrary see the Linux-PAM System Administrators' Guide.It is the purpose of the Linux-PAM proje
t to liberate the development of privilege granting software fromthe development of se
ure and appropriate authenti
ation s
hemes. This is a

omplished by providing ado
umented library of fun
tions that an appli
ation may use for all forms of user authenti
ation manage-ment. This library dynami
ally loads lo
ally 
on�gured authenti
ation modules that a
tually perform theauthenti
ation tasks.From the perspe
tive of an appli
ation developer the information 
ontained in the lo
al 
on�guration ofthe PAM library should not be important. Indeed it is intended that an appli
ation treat the fun
tionsdo
umented here as a �bla
k box� that will deal with all aspe
ts of user authenti
ation. �All aspe
ts�in
ludes user veri�
ation, a

ount management, session initialization/termination and also the resetting ofpasswords (authenti
ation tokens).2 OverviewMost servi
e-giving appli
ations are restri
ted. In other words, their servi
e is not available to all and everyprospe
tive 
lient. Instead, the applying 
lient must jump through a number of hoops to 
onvin
e the servingappli
ation that they are authorized to obtain servi
e.The pro
ess of authenti
ating a 
lient is what PAM is designed to manage. In addition to authenti
ation,PAM provides a

ount management, 
redential management, session management and authenti
ation-token(password 
hanging) management servi
es. It is important to realize when writing a PAM based appli
ationthat these servi
es are provided in a manner that is transparent to the appli
ation. That is to say, whenthe appli
ation is written, no assumptions 
an be made about how the 
lient will be authenti
ated.The pro
ess of authenti
ation is performed by the PAM library via a 
all to pam_authenti
ate(). Thereturn value of this fun
tion will indi
ate whether a named 
lient (the user) has been authenti
ated. If thePAM library needs to prompt the user for any information, su
h as their name or a password then it will doso. If the PAM library is 
on�gured to authenti
ate the user using some silent proto
ol, it will do this too.(This latter 
ase might be via some hardware interfa
e for example.)It is important to note that the appli
ation must leave all de
isions about when to prompt the user at thedis
retion of the PAM library.The PAM library, however, must work equally well for di�erent styles of appli
ation. Some appli
ations, likethe familiar login and passwd are terminal based appli
ations, ex
hanges of information with the 
lient inthese 
ases is as plain text messages. Graphi
ally based appli
ations, however, have a more sophisti
ated
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e. They generally intera
t with the user via spe
ially 
onstru
ted dialogue boxes. Additionally,network based servi
es require that text messages ex
hanged with the 
lient are spe
ially formatted forautomated pro
essing: one su
h example is ftpd whi
h pre�xes ea
h ex
hanged message with a numeri
identi�er.The presentation of simple requests to a 
lient is thus something very dependent on the proto
ol that theserving appli
ation will use. In spite of the fa
t that PAM demands that it drives the whole authenti
ationpro
ess, it is not possible to leave su
h proto
ol subtleties up to the PAM library. To over
ome this potentialproblem, the appli
ation provides the PAM library with a 
onversation fun
tion. This fun
tion is 
alledfrom within the PAM library and enables the PAM to dire
tly intera
t with the 
lient. The sorts of thingsthat this 
onversation fun
tion must be able to do are prompt the user with text and/or obtain textual inputfrom the user for pro
essing by the PAM library. The details of this fun
tion are provided in a later se
tion.For example, the 
onversation fun
tion may be 
alled by the PAM library with a request to prompt the userfor a password. Its job is to reformat the prompt request into a form that the 
lient will understand. In the
ase of ftpd, this might involve pre�xing the string with the number 331 and sending the request over thenetwork to a 
onne
ted 
lient. The 
onversation fun
tion will then obtain any reply and, after extra
ting thetyped password, will return this string of text to the PAM library. Similar 
on
erns need to be addressed inthe 
ase of an X-based graphi
al server.There are a number of issues that need to be addressed when one is porting an existing appli
ation to be
omePAM 
ompliant. A se
tion below has been devoted to this: Porting lega
y appli
ations.Besides authenti
ation, PAM provides other forms of management. Session management is provided with
alls to pam_open_session() and pam_
lose_session(). What these fun
tions a
tually do is up to thelo
al administrator. But typi
ally, they 
ould be used to log entry and exit from the system or for mountingand unmounting the user's home dire
tory. If an appli
ation provides 
ontinuous servi
e for a period of time,it should probably 
all these fun
tions, �rst open after the user is authenti
ated and then 
lose when theservi
e is terminated.A

ount management is another area that an appli
ation developer should in
lude with a 
all topam_a

t_mgmt(). This 
all will perform 
he
ks on the good health of the user's a

ount (has it expiredet
.). One of the things this fun
tion may 
he
k is whether the user's authenti
ation token has expired - insu
h a 
ase the appli
ation may 
hoose to attempt to update it with a 
all to pam_
hauthtok(), althoughsome appli
ations are not suited to this task (ftp for example) and in this 
ase the appli
ation should denya

ess to the user.PAM is also 
apable of setting and deleting the users 
redentials with the 
all pam_set
red(). This fun
tionshould always be 
alled after the user is authenti
ated and before servi
e is o�ered to the user. By 
onvention,this should be the last 
all to the PAM library before the PAM session is opened. What exa
tly a 
redentialis, is not well de�ned. However, some examples are given in the glossary below.3 The publi
 interfa
e to Linux-PAMFirstly, the relevant in
lude �le for the Linux-PAM library is <se
urity/pam_appl.h>. It 
ontains thede�nitions for a number of fun
tions. After listing these fun
tions, we 
olle
t some guiding remarks forprogrammers.3.1 What 
an be expe
ted by the appli
ationBelow we do
ument those fun
tions in the Linux-PAM library that may be 
alled from an appli
ation.
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 interfa
e to Linux-PAM 53.1.1 Initialization of Linux-PAMextern int pam_start(
onst 
har *servi
e_name, 
onst 
har *user,
onst stru
t pam_
onv *pam_
onversation,pam_handle_t **pamh);This is the �rst of the Linux-PAM fun
tions that must be 
alled by an appli
ation. It initializes theinterfa
e and reads the system 
on�guration �le, /et
/pam.
onf (see the Linux-PAM System Administra-tors' Guide). Following a su

essful return (PAM_SUCCESS) the 
ontents of *pamh is a handle that provides
ontinuity for su

essive 
alls to the Linux-PAM library. The arguments expe
ted by pam_start are asfollows: the servi
e_name of the program, the username of the individual to be authenti
ated, a pointerto an appli
ation-supplied pam_
onv stru
ture and a pointer to a pam_handle_t pointer .The pam_
onv stru
ture is dis
ussed more fully in the se
tion 3.2.1 (below). The pam_handle_t is a blindstru
ture and the appli
ation should not attempt to probe it dire
tly for information. Instead the Linux-PAM library provides the fun
tions pam_set_item and pam_get_item. These fun
tions are do
umentedbelow.3.1.2 Termination of the libraryextern int pam_end(pam_handle_t *pamh, int pam_status);This fun
tion is the last fun
tion an appli
ation should 
all in the Linux-PAM library. Upon return thehandle pamh is no longer valid and all memory asso
iated with it will be invalid (likely to 
ause a segmentationfault if a

essed).Under normal 
onditions the argument pam_status has the value PAM_SUCCESS, but in the event of anunsu

essful appli
ation for servi
e the appropriate Linux-PAM error-return value should be used here.Note, pam_end() un
onditionally shuts down the authenti
ation sta
k asso
iated with the pamh handle. Thevalue taken by pam_status is used as an argument to the module spe
i�
 
allba
k fun
tions, 
leanup()(see the Linux-PAM Module Developers' Guide). In this way, the module 
an be given noti�
ation of thepass/fail nature of the tear-down pro
ess, and perform any last minute tasks that are appropriate to themodule before it is unlinked.3.1.3 Setting PAM itemsextern int pam_set_item(pam_handle_t *pamh, int item_type,
onst void *item);This fun
tion is used to (re)set the value of one of the following item_types:PAM_SERVICEThe servi
e name (whi
h identi�es that PAM sta
k that libpam will use to authenti
ate the program).PAM_USERThe username of the entity under whose identity servi
e will be given. That is, following authenti
ation,PAM_USER identi�es the lo
al entity that gets to use the servi
e. Note, this value 
an be mapped fromsomething (eg., "anonymous") to something else (eg. "guest119") by any module in the PAM sta
k.As su
h an appli
ation should 
onsult the value of PAM_USER after ea
h 
all to a pam_*() fun
tion.PAM_USER_PROMPTThe string used when prompting for a user's name. The default value for this string is �Please enterusername: �.
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e to Linux-PAM 6PAM_TTYThe terminal name: pre�xed by /dev/ if it is a devi
e �le; for graphi
al, X-based, appli
ations thevalue for this item should be the $DISPLAY variable.PAM_RUSERThe requesting entity: user's username for a lo
ally requesting user or a remote requesting user - gen-erally an appli
ation or module will attempt to supply the value that is most strongly authenti
ated (alo
al a

ount before a remote one. The level of trust in this value is embodied in the a
tual authenti
a-tion sta
k asso
iated with the appli
ation, so it is ultimately at the dis
retion of the system administra-tor. It should generally mat
h the 
urrent PAM_RHOST value. That is, "PAM_RUSER�PAM_RHOST" shouldalways identify the requesting user. In some 
ases, PAM_RUSER may be NULL. In su
h situations, it isun
lear who the requesting entity is.PAM_RHOSTThe requesting hostname (the hostname of the ma
hine from whi
h the PAM_RUSER entity is requestingservi
e). That is "PAM_RUSER�PAM_RHOST" does identify the requesting user. "luser�lo
alhost" or"evil�evil
om.
om" are valid "PAM_RUSER�PAM_RHOST" examples. In some appli
ations, PAM_RHOSTmay be NULL. In su
h situations, it is un
lear where the authenti
ation request is originating from.PAM_CONVThe 
onversation stru
ture (see se
tion 3.2.1 (below)).PAM_FAIL_DELAYA fun
tion pointer to redire
t 
entrally managed failure delays (see se
tion 3.1.6 (below)).For all item_types, other than PAM_CONV and PAM_FAIL_DELAY, item is a pointer to a <NUL> terminated
hara
ter string. In the 
ase of PAM_CONV, item points to an initialized pam_
onv stru
ture (see se
tion 3.2.1(below)). In the 
ase of PAM_FAIL_DELAY, item is a fun
tion pointer: void (*delay_fn)(int retval,unsigned use
_delay, void *appdata_ptr) (see se
tion 3.1.6 (below)).A su

essful 
all to this fun
tion returns PAM_SUCCESS. However, the appli
ation should expe
t at least onethe following errors:PAM_SYSTEM_ERRThe pam_handle_t passed as a �rst argument to this fun
tion was invalid.PAM_PERM_DENIEDAn attempt was made to repla
e the 
onversation stru
ture with a NULL value.PAM_BUF_ERRThe fun
tion ran out of memory making a 
opy of the item.PAM_BAD_ITEMThe appli
ation attempted to set an unde�ned or ina

essible item.3.1.4 Getting PAM itemsextern int pam_get_item(
onst pam_handle_t *pamh, int item_type,
onst void **item);
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e to Linux-PAM 7This fun
tion is used to obtain the value of the indi
ated item_type. Upon su

essful return, *item 
ontainsa pointer to the value of the 
orresponding item. Note, this is a pointer to the a
tual data and should notbe free()'ed or over-written!A su

essful 
all is signaled by a return value of PAM_SUCCESS. However, the appli
ation should expe
t oneof the following errors:PAM_SYSTEM_ERRThe pam_handle_t passed as a �rst argument to this fun
tion was invalid.PAM_PERM_DENIEDThe value of item was NULL.PAM_BAD_ITEMThe appli
ation attempted to set an unde�ned or ina

essible item.In the 
ase of an error, the 
ontents of item is set to NULL.3.1.5 Understanding errorsextern 
onst 
har *pam_strerror(pam_handle_t *pamh, int errnum);This fun
tion returns some text des
ribing the Linux-PAM error asso
iated with the argument errnum. Ifthe error is not re
ognized �Unknown Linux-PAM error� is returned.3.1.6 Planning for delaysextern int pam_fail_delay(pam_handle_t *pamh, unsigned int mi
ro_se
);This fun
tion is o�ered by Linux-PAM to fa
ilitate time delays following a failed 
all topam_authenti
ate() and before 
ontrol is returned to the appli
ation. When using this fun
tion the appli-
ation programmer should 
he
k if it is available with,#ifdef PAM_FAIL_DELAY....#endif /* PAM_FAIL_DELAY */Generally, an appli
ation requests that a user is authenti
ated by Linux-PAM through a 
all topam_authenti
ate() or pam_
hauthtok(). These fun
tions 
all ea
h of the sta
ked authenti
ation moduleslisted in the relevant Linux-PAM 
on�guration �le. As dire
ted by this �le, one of more of the modulesmay fail 
ausing the pam_...() 
all to return an error. It is desirable for there to also be a pause beforethe appli
ation 
ontinues. The prin
ipal reason for su
h a delay is se
urity: a delay a
ts to dis
ourage brutefor
e di
tionary atta
ks primarily, but also helps hinder timed (
overt 
hannel) atta
ks.The pam_fail_delay() fun
tion provides the me
hanism by whi
h an appli
ation or module 
an suggest aminimum delay (of mi
ro_se
 mi
ro-se
onds). Linux-PAM keeps a re
ord of the longest time requestedwith this fun
tion. Should pam_authenti
ate() fail, the failing return to the appli
ation is delayed by anamount of time randomly distributed (by up to 25%) about this longest value.Independent of su

ess, the delay time is reset to its zero default value when Linux-PAM returns 
ontrolto the appli
ation.For appli
ations written with a single thread that are event driven in nature, libpam generating this delay maybe undesirable. Instead, the appli
ation may want to register the delay in some other way. For example, in a
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e to Linux-PAM 8single threaded server that serves multiple authenti
ation requests from a single event loop, the appli
ationmight want to simply mark a given 
onne
tion as blo
ked until an appli
ation timer expires. For thisreason, Linux-PAM supplies the PAM_FAIL_DELAY item. It 
an be queried and set with pam_get_item()and pam_set_item() respe
tively. The value used to set it should be a fun
tion pointer of the followingprototype:void (*delay_fn)(int retval, unsigned use
_delay, void *appdata_ptr);The arguments being the retval return 
ode of the module sta
k, the use
_delay mi
ro-se
ond delaythat libpam is requesting and the appdata_ptr that the appli
ation has asso
iated with the 
urrent pamh(pam_handle_t). This last value was set by the appli
ation when it 
alled pam_start or expli
itly withpam_set_item(... , PAM_CONV, ...). Note, if PAM_FAIL_DELAY is unset (or set to NULL), then libpamwill perform any delay.3.1.7 Authenti
ating the userextern int pam_authenti
ate(pam_handle_t *pamh, int flags);This fun
tion serves as an interfa
e to the authenti
ation me
hanisms of the loaded modules. The singleoptional �ag, whi
h may be logi
ally OR'd with PAM_SILENT, takes the following value,PAM_DISALLOW_NULL_AUTHTOKInstru
t the authenti
ation modules to return PAM_AUTH_ERR if the user does not have a registeredauthorization token�it is set to NULL in the system database.The value returned by this fun
tion is one of the following:PAM_AUTH_ERRThe user was not authenti
atedPAM_CRED_INSUFFICIENTFor some reason the appli
ation does not have su�
ient 
redentials to authenti
ate the user.PAM_AUTHINFO_UNAVAILThe modules were not able to a

ess the authenti
ation information. This might be due to a networkor hardware failure et
.PAM_USER_UNKNOWNThe supplied username is not known to the authenti
ation servi
ePAM_MAXTRIESOne or more of the authenti
ation modules has rea
hed its limit of tries authenti
ating the user. Donot try again.If one or more of the authenti
ation modules fails to load, for whatever reason, this fun
tion will returnPAM_ABORT.
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e to Linux-PAM 93.1.8 Setting user 
redentialsextern int pam_set
red(pam_handle_t *pamh, int flags);This fun
tion is used to set the module-spe
i�
 
redentials of the user. It is usually 
alled after the user hasbeen authenti
ated, after the a

ount management fun
tion has been 
alled but before a session has beenopened for the user.A 
redential is something that the user possesses. It is some property, su
h as a Kerberos ti
ket, or asupplementary group membership that make up the uniqueness of a given user. On a Linux (or UN*Xsystem) the user's UID and GID's are 
redentials too. However, it has been de
ided that these properties(along with the default supplementary groups of whi
h the user is a member) are 
redentials that should beset dire
tly by the appli
ation and not by PAM.This fun
tion simply 
alls the pam_sm_set
red fun
tions of ea
h of the loaded modules. Valid flags, anyone of whi
h, may be logi
ally OR'd with PAM_SILENT, are:PAM_ESTABLISH_CREDSet the 
redentials for the authenti
ation servi
e,PAM_DELETE_CREDDelete the 
redentials asso
iated with the authenti
ation servi
e,PAM_REINITIALIZE_CREDReinitialize the user 
redentials, andPAM_REFRESH_CREDExtend the lifetime of the user 
redentials.A su

essful return is signalled with PAM_SUCCESS. Errors that are espe
ially relevant to this fun
tion arethe following:PAM_CRED_UNAVAILA module 
annot retrieve the user's 
redentials.PAM_CRED_EXPIREDThe user's 
redentials have expired.PAM_USER_UNKNOWNThe user is not known to an authenti
ation module.PAM_CRED_ERRA module was unable to set the 
redentials of the user.3.1.9 A

ount managementextern int pam_a

t_mgmt(pam_handle_t *pamh, int flags);This fun
tion is typi
ally 
alled after the user has been authenti
ated. It establishes whether the user'sa

ount is healthy. That is to say, whether the user's a

ount is still a
tive and whether the user is permittedto gain a

ess to the system at this time. Valid �ags, any one of whi
h, may be logi
ally OR'd withPAM_SILENT, and are the same as those appli
able to the flags argument of pam_authenti
ate.
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e to Linux-PAM 10This fun
tion simply 
alls the 
orresponding fun
tions of ea
h of the loaded modules, as instru
ted by the
on�guration �le, /et
/pam.
onf.The normal response from this fun
tion is PAM_SUCCESS, however, spe
i�
 failures are indi
ated by thefollowing error returns:PAM_AUTHTOKEN_REQDThe user is valid but their authenti
ation token has expired . The 
orre
t response to this return-valueis to require that the user satis�es the pam_
hauthtok() fun
tion before obtaining servi
e. It may notbe possible for some appli
ations to do this. In su
h 
ases, the user should be denied a

ess until su
htime as they 
an update their password.PAM_ACCT_EXPIREDThe user is no longer permitted to a

ess the system.PAM_AUTH_ERRThere was an authenti
ation error.PAM_PERM_DENIEDThe user is not permitted to gain a

ess at this time.PAM_USER_UNKNOWNThe user is not known to a module's a

ount management 
omponent.3.1.10 Updating authenti
ation tokensextern int pam_
hauthtok(pam_handle_t *pamh, 
onst int flags);This fun
tion is used to 
hange the authenti
ation token for a given user (as indi
ated by the state asso
iatedwith the handle, pamh). The following is a valid but optional �ag whi
h may be logi
ally OR'd withPAM_SILENT,PAM_CHANGE_EXPIRED_AUTHTOKThis argument indi
ates to the modules that the users authenti
ation token (password) should only be
hanged if it has expired.Note, if this argument is not passed, the appli
ation requires that all authenti
ation tokens are to be 
hanged.PAM_SUCCESS is the only su

essful return value, valid error-returns are:PAM_AUTHTOK_ERRA module was unable to obtain the new authenti
ation token.PAM_AUTHTOK_RECOVERY_ERRA module was unable to obtain the old authenti
ation token.PAM_AUTHTOK_LOCK_BUSYOne or more of the modules was unable to 
hange the authenti
ation token sin
e it is 
urrently lo
ked.PAM_AUTHTOK_DISABLE_AGINGAuthenti
ation token aging has been disabled for at least one of the modules.
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e to Linux-PAM 11PAM_PERM_DENIEDPermission denied.PAM_TRY_AGAINNot all of the modules were in a position to update the authenti
ation token(s). In su
h a 
ase noneof the user's authenti
ation tokens are updated.PAM_USER_UNKNOWNThe user is not known to the authenti
ation token 
hanging servi
e.3.1.11 Session initializationextern int pam_open_session(pam_handle_t *pamh, int flags);This fun
tion is used to indi
ate that an authenti
ated session has begun. It is used to inform the modulesthat the user is 
urrently in a session. It should be possible for the Linux-PAM library to open a sessionand 
lose the same session (see se
tion 3.1.12 (below)) from di�erent appli
ations.Currently, this fun
tion simply 
alls ea
h of the 
orresponding fun
tions of the loaded modules. The onlyvalid �ag is PAM_SILENT and this is, of 
ourse, optional .If any of the required loaded modules are unable to open a session for the user, this fun
tion will returnPAM_SESSION_ERR.3.1.12 Terminating sessionsextern int pam_
lose_session(pam_handle_t *pamh, int flags);This fun
tion is used to indi
ate that an authenti
ated session has ended. It is used to inform the modulesthat the user is exiting a session. It should be possible for the Linux-PAM library to open a session and
lose the same session from di�erent appli
ations.This fun
tion simply 
alls ea
h of the 
orresponding fun
tions of the loaded modules in the same order thatthey were invoked with pam_open_session(). The only valid �ag is PAM_SILENT and this is, of 
ourse,optional .If any of the required loaded modules are unable to 
lose a session for the user, this fun
tion will returnPAM_SESSION_ERR.3.1.13 Setting PAM environment variablesThe libpam library asso
iates with ea
h PAM-handle (pamh), a set of PAM environment variables . Thesevariables are intended to hold the session environment variables that the user will inherit when the sessionis granted and the authenti
ated user obtains a

ess to the requested servi
e. For example, when loginhas �nally given the user a shell, the environment (as viewed with the 
ommand env) will be what libpamwas maintaining as the PAM environment for that servi
e appli
ation. Note, these variables are not theenvironment variables of the login appli
ation. This is prin
ipally for two reasons: login may want tohave an environment that 
annot be seen or manipulated by a user; and login (or whatever the servingappli
ation is) may be maintaining a number of parallel sessions, via di�erent pamh values, at the same timeand a single environment may not be appropriately shared between ea
h of these. The PAM environmentmay 
ontain variables seeded by the appli
ant user's 
lient program, for example, and as su
h it is notappropriate for one appli
ant to interfere with the environment of another appli
ant.
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e to Linux-PAM 12extern int pam_putenv(pam_handle_t *pamh, 
onst 
har *name_value);This fun
tion attempts to (re)set a Linux-PAM environment variable. The name_value argument is asingle NUL terminated string of one of the following forms:�NAME=value of variable�In this 
ase the environment variable of the given NAME is set to the indi
ated value: �value ofvariable�. If this variable is already known, it is overwritten. Otherwise it is added to the Linux-PAM environment.�NAME=�This fun
tion sets the variable to an empty value. It is listed separately to indi
ate that this is the
orre
t way to a
hieve su
h a setting.�NAME�Without an `=' the pam_putenv() fun
tion will delete the 
orresponding variable from the Linux-PAMenvironment.Su

ess is indi
ated with a return value of PAM_SUCCESS. Failure is indi
ated by one of the following returns:PAM_PERM_DENIEDname given is a NULL pointerPAM_BAD_ITEMvariable requested (for deletion) is not 
urrently setPAM_ABORTthe Linux-PAM handle, pamh, is 
orruptPAM_BUF_ERRfailed to allo
ate memory when attempting update3.1.14 Getting a PAM environment variableextern 
onst 
har *pam_getenv(pam_handle_t *pamh, 
onst 
har *name);Obtain the value of the indi
ated Linux-PAM environment variable. On error, internal failure or theunavailability of the given variable (unspe
i�ed), this fun
tion simply returns NULL.3.1.15 Getting the PAM environmentextern 
onst 
har * 
onst *pam_getenvlist(pam_handle_t *pamh);The PAM environment variables (see se
tion 3.1.13 (above)) are a 
omplete set of enviroment variables thatare asso
iated with a PAM-handle (pamh). They represent the 
ontents of the regular environment variablesof the authenti
ated user when servi
e is granted.Th fun
tion, pam_getenvlist() returns a pointer to a 
omplete, mallo
()'d, 
opy of the PAM environment.It is a pointer to a dupli
ated list of environment variables. It should be noted that this memory will neverbe free()'d by libpam. On
e obtained by a 
all to pam_getenvlist(), it is the responsibility of the
alling appli
ation to free() this memory.
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e to Linux-PAM 13The format of the memory is a mallo
()'d array of 
har * pointers, the last element of whi
h is set toNULL. Ea
h of the non-NULL entries in this array point to a NUL terminated and mallo
()'d 
har string ofthe form: "name=value".It is by design, and not a 
oin
iden
e, that the format and 
ontents of the returned array mat
hes thatrequired for the third argument of the exe
le(3) fun
tion 
all.3.2 What is expe
ted of an appli
ation3.2.1 The 
onversation fun
tionAn appli
ation must provide a �
onversation fun
tion�. It is used for dire
t 
ommuni
ation between a loadedmodule and the appli
ation and will typi
ally provide a means for the module to prompt the user for apassword et
. . The stru
ture, pam_
onv, is de�ned by in
luding <se
urity/pam_appl.h>; to be,stru
t pam_
onv {int (*
onv)(int num_msg,
onst stru
t pam_message **msg,stru
t pam_response **resp,void *appdata_ptr);void *appdata_ptr;};It is initialized by the appli
ation before it is passed to the library. The 
ontents of this stru
ture areatta
hed to the *pamh handle. The point of this argument is to provide a me
hanism for any loaded moduleto intera
t dire
tly with the appli
ation program. This is why it is 
alled a 
onversation stru
ture.When a module 
alls the referen
ed 
onv() fun
tion, the argument *appdata_ptr is set to the se
ondelement of this stru
ture.The other arguments of a 
all to 
onv() 
on
ern the information ex
hanged by module and appli
ation.That is to say, num_msg holds the length of the array of pointers, msg. After a su

essful return, the pointer*resp points to an array of pam_response stru
tures, holding the appli
ation supplied text. Note, *resp isan stru
t pam_response array and not an array of pointers.The message (from the module to the appli
ation) passing stru
ture is de�ned by <se
urity/pam_appl.h>as: stru
t pam_message {int msg_style;
onst 
har *msg;};Valid 
hoi
es for msg_style are:PAM_PROMPT_ECHO_OFFObtain a string without e
hoing any textPAM_PROMPT_ECHO_ONObtain a string whilst e
hoing textPAM_ERROR_MSGDisplay an error



3. The publi
 interfa
e to Linux-PAM 14PAM_TEXT_INFODisplay some text.The point of having an array of messages is that it be
omes possible to pass a number of things to theappli
ation in a single 
all from the module. It 
an also be 
onvenient for the appli
ation that related things
ome at on
e: a windows based appli
ation 
an then present a single form with many messages/prompts onat on
e.In passing, it is worth noting that there is a des
repen
y between the way Linux-PAM handles the 
onststru
t pam_message **msg 
onversation fun
tion argument from the way that Solaris' PAM (and deriv-itives, known to in
lude HP/UX, are there others? ) does. Linux-PAM interprets the msg argument asentirely equivalent to the following prototype 
onst stru
t pam_message *msg[℄ (whi
h, in spirit, is 
on-sistent with the 
ommonly used prototypes for argv argument to the familiar main() fun
tion: 
har **argv;and 
har *argv[℄). Said another way Linux-PAM interprets the msg argument as a pointer to an array ofnum_meg read only 'stru
t pam_message' pointers . Solaris' PAM implementation interprets this argumentas a pointer to a pointer to an array of num_meg pam_message stru
tures. Fortunately, perhaps, for mostmodule/appli
ation developers when num_msg has a value of one these two de�nitions are entirely equivalent.Unfortunately, 
asually raising this number to two has led to unanti
ipated 
ompatibility problems.For what its worth the two known module writer work-arounds for trying to maintain sour
e level 
ompati-bility with both PAM implementations are:
• never 
all the 
onversation fun
tion with num_msg greater than one.
• set up msg as doubly referen
ed so both types of 
onversation fun
tion 
an �nd the messages. That is,makemsg[n℄ = & (( *msg )[n℄)The response (from the appli
ation to the module) passing stru
ture is de�ned by in
luding

<se
urity/pam_appl.h> as:stru
t pam_response {
har *resp;int resp_ret
ode;};Currently, there are no de�nitions for resp_ret
ode values; the normal value is 0.Prior to the 0.59 release of Linux-PAM, the length of the returned pam_response array was equal to thenumber of prompts (types PAM_PROMPT_ECHO_OFF and PAM_PROMPT_ECHO_ON) in the pam_message array withwhi
h the 
onversation fun
tion was 
alled. This meant that it was not always ne
essary for the module tofree(3) the responses if the 
onversation fun
tion was only used to display some text.Post Linux-PAM-0.59. The number of responses is always equal to the num_msg 
onversation fun
tionargument. This is slightly easier to program but does require that the response array is free(3)'d afterevery 
all to the 
onversation fun
tion. The index of the responses 
orresponds dire
tly to the prompt indexin the pam_message array.The maximum length of the pam_msg.msg and pam_response.resp 
hara
ter strings is PAM_MAX_MSG_SIZE.(This is not enfor
ed by Linux-PAM.)PAM_SUCCESS is the expe
ted return value of this fun
tion. However, should an error o

ur the appli
ationshould not set *resp but simply return PAM_CONV_ERR.
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urity issues of Linux-PAM 15Note, if an appli
ation wishes to use two 
onversation fun
tions, it should a
tivate the se
ond with a 
all topam_set_item().Notes: New item types are being added to the 
onversation proto
ol. Currently Linux-PAM supports:PAM_BINARY_PROMPT and PAM_BINARY_MSG. These two are intended for server-
lient hidden information ex-
hange and may be used as an interfa
e for ma
hing-ma
hine authenti
ation.3.3 Programming notesNote, all of the authenti
ation servi
e fun
tion 
alls a

ept the token PAM_SILENT, whi
h instru
ts themodules to not send messages to the appli
ation. This token 
an be logi
ally OR'd with any one of thepermitted tokens spe
i�
 to the individual fun
tion 
alls. PAM_SILENT does not override the prompting ofthe user for passwords et
., it only stops informative messages from being generated.4 Se
urity issues of Linux-PAMPAM, from the perspe
tive of an appli
ation, is a 
onvenient API for authenti
ating users. PAM modulesgenerally have no in
reased privilege over that possessed by the appli
ation that is making use of it. Forthis reason, the appli
ation must take ultimate responsibility for prote
ting the environment in whi
h PAMoperates.A poorly (or mali
iously) written appli
ation 
an defeat any Linux-PAM module's authenti
ation me
ha-nisms by simply ignoring it's return values. It is the appli
ations task and responsibility to grant privilegesand a

ess to servi
es. The Linux-PAM library simply assumes the responsibility of authenti
ating theuser; as
ertaining that the user is who they say they are. Care should be taken to anti
ipate all of thedo
umented behavior of the Linux-PAM library fun
tions. A failure to do this will most 
ertainly lead toa future se
urity brea
h.4.1 Care about standard library 
allsIn general, writers of authorization-granting appli
ations should assume that ea
h module is likely to 
allany or all `lib
' fun
tions. For `lib
' fun
tions that return pointers to stati
/dynami
ally allo
ated stru
tures(ie. the library allo
ates the memory and the user is not expe
ted to `free()' it) any module 
all to thisfun
tion is likely to 
orrupt a pointer previously obtained by the appli
ation. The appli
ation programmershould either re-
all su
h a `lib
' fun
tion after a 
all to the Linux-PAM library, or 
opy the stru
ture
ontents to some safe area of memory before passing 
ontrol to the Linux-PAM library.Two important fun
tion 
lasses that fall into this 
ategory are getpwnam(3) and syslog(3).4.2 Choi
e of a servi
e nameWhen pi
king the servi
e-name that 
orresponds to the �rst entry in the Linux-PAM 
on�guration �le,the appli
ation programmer should avoid the temptation of 
hoosing something related to argv[0℄. It is atrivial matter for any user to invoke any appli
ation on a system under a di�erent name and this should notbe permitted to 
ause a se
urity brea
h.In general, this is always the right advi
e if the program is setuid, or otherwise more privileged than the userthat invokes it. In some 
ases, avoiding this advi
e is 
onvenient, but as an author of su
h an appli
ation,you should 
onsider well the ways in whi
h your program will be installed and used. (Its often the 
asethat programs are not intended to be setuid, but end up being installed that way for 
onvenien
e. If yourprogram falls into this 
ategory, don't fall into the trap of making this mistake.)
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urity issues of Linux-PAM 16To invoke some target appli
ation by another name, the user may symboli
ally link the target appli
ationwith the desired name. To be pre
ise all the user need do is,ln -s /target/appli
ation ./preferred_nameand then run ./preferred_nameBy studying the Linux-PAM 
on�guration �le(s), an atta
ker 
an 
hoose the preferred_name to be thatof a servi
e enjoying minimal prote
tion; for example a game whi
h uses Linux-PAM to restri
t a

ess to
ertain hours of the day. If the servi
e-name were to be linked to the �lename under whi
h the servi
e wasinvoked, it is 
lear that the user is e�e
tively in the position of di
tating whi
h authenti
ation s
heme theservi
e uses. Needless to say, this is not a se
ure situation.The 
on
lusion is that the appli
ation developer should 
arefully de�ne the servi
e-name of an appli
ation.The safest thing is to make it a single hard-wired name.4.3 The 
onversation fun
tionCare should be taken to ensure that the 
onv() fun
tion is robust. Su
h a fun
tion is provided in the librarylibpam_mis
 (see 5 (below)).4.4 The identity of the userThe Linux-PAM modules will need to determine the identity of the user who requests a servi
e, and theidentity of the user who grants the servi
e. These two users will seldom be the same. Indeed there is generallya third user identity to be 
onsidered, the new (assumed) identity of the user on
e the servi
e is granted.The need for keeping tabs on these identities is 
learly an issue of se
urity. One 
onvention that is a
tivelyused by some modules is that the identity of the user requesting a servi
e should be the 
urrent uid (userid)of the running pro
ess; the identity of the privilege granting user is the euid (e�e
tive userid) of the runningpro
ess; the identity of the user, under whose name the servi
e will be exe
uted, is given by the 
ontents ofthe PAM_USER pam_get_item(3). Note, modules 
an 
hange the values of PAM_USER and PAM_RUSER duringany of the pam_*() library 
alls. For this reason, the appli
ation should take 
are to use the pam_get_item()every time it wishes to establish who the authenti
ated user is (or will 
urrently be).For network-serving databases and other appli
ations that provide their own se
urity model (independentof the OS kernel) the above s
heme is insu�
ient to identify the requesting user.A more portable solution to storing the identity of the requesting user is to use the PAM_RUSERpam_get_item(3). The appli
ation should supply this value before attempting to authenti
ate the userwith pam_authenti
ate(). How well this name 
an be trusted will ultimately be at the dis
retion of thelo
al administrator (who 
on�gures PAM for your appli
ation) and a sele
ted module may attempt to over-ride the value where it 
an obtain more reliable data. If an appli
ation is unable to determine the identityof the requesting entity/user, it should not 
all pam_set_item(3) to set PAM_RUSER.In addition to the PAM_RUSER item, the appli
ation should supply the PAM_RHOST (requesting host) item. Asa general rule, the following 
onvention for its value 
an be assumed: <unset> = unknown; lo
alhost =invoked dire
tly from the lo
al system; other.pla
e.xyz = some 
omponent of the user's 
onne
tion originatesfrom this remote/requesting host. At present, PAM has no established 
onvention for indi
ating whetherthe appli
ation supports a trusted path to 
ommuni
ation from this host.
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ellaneous helper fun
tions 174.5 Su�
ient resour
esCare should be taken to ensure that the proper exe
ution of an appli
ation is not 
ompromised by a la
kof system resour
es. If an appli
ation is unable to open su�
ient �les to perform its servi
e, it should failgra
efully, or request additional resour
es. Spe
i�
ally, the quantities manipulated by the setrlimit(2)family of 
ommands should be taken into 
onsideration.This is also true of 
onversation prompts. The appli
ation should not a

ept prompts of arbitrary lengthwith out 
he
king for resour
e allo
ation failure and dealing with su
h extreme 
onditions gra
efully and ina mannor that preserves the PAM API. Su
h toleran
e may be espe
ially important when attempting totra
k a mali
ious adversary.5 A library of mis
ellaneous helper fun
tionsTo aid the work of the appli
ation developer a library of mis
ellaneous fun
tions is provided. It is 
alledlibpam_mis
, and 
ontains fun
tions for allo
ating memory (se
urely), a text based 
onversation fun
tion,and routines for enhan
ing the standard PAM-environment variable support.5.1 RequirementsThe fun
tions, stru
tures and ma
ros, made available by this library 
an be de�ned by in
luding
<se
urity/pam_mis
.h>. It should be noted that this library is spe
i�
 to Linux-PAM and is notreferred to in the de�ning DCE-RFC (see 10 (the bibliography)) below.5.2 Ma
ros supplied5.2.1 Safe dupli
ation of stringsx_strdup(
onst 
har *s)This ma
ro is a repla
ement for the xstrdup() fun
tion that was present in earlier versions of the libraryand whi
h 
lashed horribly with a number of appli
ations. It returns a dupli
ate 
opy of the NUL terminatedstring, s. NULL is returned if there is insu�
ient memory available for the dupli
ate or if s is NULL to beginwith.5.3 Fun
tions supplied5.3.1 A text based 
onversation fun
tionextern int mis
_
onv(int num_msg, 
onst stru
t pam_message **msgm,stru
t pam_response **response, void *appdata_ptr);This is a fun
tion that will prompt the user with the appropriate 
omments and obtain the appropriateinputs as dire
ted by authenti
ation modules.In addition to simply slotting into the appropriate stru
t pam_
onv, this fun
tion provides some time-outfa
ilities. The fun
tion exports �ve variables that 
an be used by an appli
ation programmer to limit theamount of time this 
onversation fun
tion will spend waiting for the user to type something.The �ve variables are as follows:
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tions 18extern time_t pam_mis
_
onv_warn_time;This variable 
ontains the time (as returned by time()) that the user should be �rst warned that the
lo
k is ti
king. By default it has the value 0, whi
h indi
ates that no su
h warning will be given.The appli
ation may set its value to sometime in the future, but this should be done prior to passing
ontrol to the Linux-PAM library.extern 
onst 
har *pam_mis
_
onv_warn_line;Used in 
onju
tion with pam_mis
_
onv_warn_time, this variable is a pointer to the string that willbe displayed when it be
omes time to warn the user that the timeout is approa
hing. Its default valueis �..\a.Time is running out...\n�, but this 
an be 
hanged by the appli
ation prior to passing 
ontrolto Linux-PAM.extern time_t pam_mis
_
onv_die_time;This variable 
ontains the time (as returned by time()) that the 
onversation will time out. By defaultit has the value 0, whi
h indi
ates that the 
onversation fun
tion will not timeout. The appli
ation mayset its value to sometime in the future, this should be done prior to passing 
ontrol to the Linux-PAMlibrary.extern 
onst 
har *pam_mis
_
onv_die_line;Used in 
onju
tion with pam_mis
_
onv_die_time, this variable is a pointer to the string that will bedisplayed when the 
onversation times out. Its default value is �..\a.Sorry, your time is up!\n�, but this
an be 
hanged by the appli
ation prior to passing 
ontrol to Linux-PAM.extern int pam_mis
_
onv_died;Following a return from the Linux-PAM libraray, the value of this variable indi
ates whether the
onversation has timed out. A value of 1 indi
ates the time-out o

urred.The following two fun
tion pointers are available for supporting binary prompts in the 
onversation fun
tion.They are optimized for the 
urrent in
arnation of the libpam
 library and are subje
t to 
hange.extern int (*pam_binary_handler_fn)(void *appdata, pam
_bp_t *prompt_p);This fun
tion pointer is initialized to NULL but 
an be �lled with a fun
tion that provides ma
hine-ma
hine (hidden) message ex
hange. It is intended for use with hidden authenti
ation proto
ols su
has RSA or Di�e-Hellman key ex
hanges. (This is still under development.)extern int (*pam_binary_handler_free)(void *appdata, pam
_bp_t *delete_me);This fun
tion pointer is initialized to PAM_BP_RENEW(delete_me, 0, 0), but 
an be rede�ned as de-sired by the appli
ation.5.3.2 Trans
ribing an environment to that of Linux-PAMextern int pam_mis
_paste_env(pam_handle_t *pamh,
onst 
har * 
onst * user_env);This fun
tion takes the supplied list of environment pointers and uploads its 
ontents to the Linux-PAMenvironment. Su

ess is indi
ated by PAM_SUCCESS.5.3.3 Liberating a lo
ally saved environmentextern 
har **pam_mis
_drop_env(
har **env);This fun
tion is de�ned to 
omplement the pam_getenvlist() fun
tion. It liberates the memory asso
iatedwith env, overwriting with 0 all memory before free()ing it.
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y appli
ations 195.3.4 BSD like Linux-PAM environment variable settingextern int pam_mis
_setenv(pam_handle_t *pamh, 
onst 
har *name,
onst 
har *value, int readonly);This fun
tion performs a task equivalent to pam_putenv(), its syntax is, however, more like the BSD stylefun
tion; setenv(). The name and value are 
on
atenated with an �=� to form a name_value and passed topam_putenv(). If, however, the Linux-PAM variable is already set, the repla
ement will only be applied ifthe last argument, readonly, is zero.6 Porting lega
y appli
ationsThe following is extra
ted from an email. I'll tidy it up later.The point of PAM is that the appli
ation is not supposed to have any idea how the atta
hed authenti
ationmodules will 
hoose to authenti
ate the user. So all they 
an do is provide a 
onversation fun
tion that willtalk dire
tly to the user(
lient) on the modules' behalf.Consider the 
ase that you plug a retinal s
anner into the login program. In this situation the user would beprompted: "please look into the s
anner". No username or password would be needed - all this information
ould be dedu
ed from the s
an and a database lookup. The point is that the retinal s
anner is an ideal taskfor a "module".While it is true that a pop-daemon program is designed with the POP proto
ol in mind and no-one ever
onsidered atta
hing a retinal s
anner to it, it is also the 
ase that the "
lean" PAM'i�
ation of su
h adaemon would allow for the possibility of a s
anner module being be atta
hed to it. The point being thatthe "standard" pop-authenti
ation proto
ol(s) [whi
h will be needed to satisfy in�exible/lega
y 
lients℄ wouldbe supported by inserting an appropriate pam_qpopper module(s). However, having rewritten popd on
ein this way any new proto
ols 
an be implemented in-situ.One simple test of a ported appli
ation would be to insert the pam_permitmodule and see if the appli
ationdemands you type a password... In su
h a 
ase, xlo
k would fail to lo
k the terminal - or would at best bea s
reen-saver, ftp would give password free a

ess to all et
.. Neither of these is a very se
ure thing to do,but they do illustrate how mu
h �exibility PAM puts in the hands of the lo
al admin.The key issue, in doing things 
orre
tly, is identifying what is part of the authenti
ation pro
edure (howmany passwords et
..) the ex
hange proto
ol (pre�xes to prompts et
., numbers like 331 in the 
ase of ftpd)and what is part of the servi
e that the appli
ation delivers. PAM really needs to have total 
ontrol in theauthenti
ation "pro
edure", the 
onversation fun
tion should only deal with reformatting user prompts andextra
ting responses from raw input.7 Glossary of PAM related termsThe following are a list of terms used within this do
ument.Authenti
ation tokenGenerally, this is a password. However, a user 
an authenti
ate him/herself in a variety of ways.Updating the user's authenti
ation token thus 
orresponds to refreshing the obje
t they use to authen-ti
ate themself with the system. The word password is avoided to keep open the possibility that theauthenti
ation involves a retinal s
an or other non-textual mode of 
hallenge/response.



8. An example appli
ation 20CredentialsHaving su

essfully authenti
ated the user, PAM is able to establish 
ertain 
hara
teristi
s/attributesof the user. These are termed 
redentials . Examples of whi
h are group memberships to performprivileged tasks with, and ti
kets in the form of environment variables et
. . Some user-
redentials, su
has the user's UID and GID (plus default group memberships) are not deemed to be PAM-
redentials.It is the responsibility of the appli
ation to grant these dire
tly.8 An example appli
ationTo get a �avor of the way a Linux-PAM appli
ation is written we in
lude the following example. It promptsthe user for their password and indi
ates whether their a

ount is valid on the standard output, its return
ode also indi
ates the su

ess (0 for su

ess; 1 for failure)./*This program was 
ontributed by Shane Watts[modifi
ations by AGM℄You need to add the following (or equivalent) to the /et
/pam.
onf file.# 
he
k authorization
he
k_user auth required /usr/lib/se
urity/pam_unix_auth.so
he
k_user a

ount required /usr/lib/se
urity/pam_unix_a

t.so*/#in
lude <se
urity/pam_appl.h>#in
lude <se
urity/pam_mis
.h>#in
lude <stdio.h>stati
 stru
t pam_
onv 
onv = {mis
_
onv,NULL};int main(int arg
, 
har *argv[℄){ pam_handle_t *pamh=NULL;int retval;
onst 
har *user="nobody";if(arg
 == 2) {user = argv[1℄;}if(arg
 > 2) {fprintf(stderr, "Usage: 
he
k_user [username℄\n");exit(1);}retval = pam_start("
he
k_user", user, &
onv, &pamh);if (retval == PAM_SUCCESS)retval = pam_authenti
ate(pamh, 0); /* is user really user? */if (retval == PAM_SUCCESS)



9. Files 21retval = pam_a

t_mgmt(pamh, 0); /* permitted a

ess? *//* This is where we have been authorized or not. */if (retval == PAM_SUCCESS) {fprintf(stdout, "Authenti
ated\n");} else {fprintf(stdout, "Not Authenti
ated\n");}if (pam_end(pamh,retval) != PAM_SUCCESS) { /* 
lose Linux-PAM */pamh = NULL;fprintf(stderr, "
he
k_user: failed to release authenti
ator\n");exit(1);}return ( retval == PAM_SUCCESS ? 0:1 ); /* indi
ate su

ess */}9 Files/usr/in
lude/se
urity/pam_appl.hheader �le for Linux-PAM appli
ations interfa
e/usr/in
lude/se
urity/pam_mis
.hheader �le for useful library fun
tions for making appli
ations easier to write/usr/lib/libpam.so.*the shared library providing appli
ations with a

ess to Linux-PAM./et
/pam.
onfthe Linux-PAM 
on�guration �le./usr/lib/se
urity/pam_*.sothe primary lo
ation for Linux-PAM dynami
ally loadable obje
t �les; the modules.10 See also
• The Linux-PAM System Administrators' Guide.
• The Linux-PAM Module Writers' Guide.
• The V. Samar and R. S
hemers (SunSoft), �UNIFIED LOGIN WITH PLUGGABLE AUTHENTICA-TION MODULES�, Open Software Foundation Request For Comments 86.0, O
tober 1995.11 NotesI intend to put development 
omments here... like �at the moment this isn't a
tually supported�. At releasetime what ever is in this se
tion will be pla
ed in the Bugs se
tion below! :)
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• pam_strerror() should be internationalized....
• Note, the resp_ret
ode of stru
t pam_message, has no purpose at the moment. Ideas/suggestionswel
ome!
• more se
urity issues are required....12 Author/a
knowledgmentsThis do
ument was written by Andrew G. Morgan (morgan�kernel.org) with many 
ontributions from ChrisAdams, Peter Allgeyer, Tim Baversto
k, Tim Berger, Craig S. Bell, Derri
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t greatly a

elerated the development of Linux-PAM.13 Bugs/omissionsThis manual is hopelessly un�nished. Only a partial list of people is 
redited for all the good work they havedone.14 Copyright information for this do
umentCopyright (
) Andrew G. Morgan 1996-9,2000-1. All rights reserved.Email: <morgan�kernel.org>Redistribution and use in sour
e and binary forms, with or without modi�
ation, are permitted providedthat the following 
onditions are met:
• 1. Redistributions of sour
e 
ode must retain the above 
opyright noti
e, and the entire permissionnoti
e in its entirety, in
luding the dis
laimer of warranties.
• 2. Redistributions in binary form must reprodu
e the above 
opyright noti
e, this list of 
onditions andthe following dis
laimer in the do
umentation and/or other materials provided with the distribution.
• 3. The name of the author may not be used to endorse or promote produ
ts derived from this softwarewithout spe
i�
 prior written permission.Alternatively, this produ
t may be distributed under the terms of the GNU General Publi
 Li
ense (GPL),in whi
h 
ase the provisions of the GNU GPL are required instead of the above restri
tions. (This 
lauseis ne
essary due to a potential bad intera
tion between the GNU GPL and the restri
tions 
ontained in aBSD-style 
opyright.)THIS SOFTWARE IS PROVIDED �AS IS� AND ANY EXPRESS OR IMPLIED WARRANTIES, IN-CLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
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