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Preface

Thisis the Reference Manual for the MySQL Database System. It documents MySQL up to Version
5.0.3-alpha, but is also applicable for older versions of the MySQL software (such as 3.23 or
4.0-production) because functional changes are indicated with reference to a version number.

XX



Chapter 1. General Information

The MySQL (R) software delivers a very fast, multi-threaded, multi-user, and robust SQL

(Structured Query Language) database server. MySQL Server is intended for mission-critical,

heavy-load production systems as well as for embedding into mass-deployed software. MySQL is a

registered trademark of MySQL AB.

The MySQL software is Dual Licensed. Users can choose to use the MySQL software as an Open

Source product under the terms of the GNU General Public License (http://www.fsf.org/licenses) or

can purchase a standard commerciad license from MySQL AB. See ht-

tp://www.mysgl.com/company/legal/licensing/ for more information on our licensing policies.

The following list describes some sections of particular interest in this manual:

» For adiscussion about the capabilities of the MySQL Database Server, see Section 1.2.2, “The
Main Features of MySQL".

e For installation instructions, see Chapter 2, Installing MySQL.

» For tips on porting the MySQL Database Software to new architectures or operating systems,
see Appendix E, Porting to Other Systems.

» For information about upgrading from a Version 4.0 release, see Section 2.10.2, “Upgrading
fromVerson4.0to4.1".

e For information about upgrading from a Version 3.23 release, see Section 2.10.3, “Upgrading
from Version 3.23t0 4.0".

» For information about upgrading from a Version 3.22 release, see Section 2.10.4, “Upgrading
from Version 3.22to 3.23".

» For atutorial introduction to the MySQL Database Server, see Chapter 3, MySQL Tutorial.

» For examples of SQL and benchmarking information, see the benchmarking directory (sql -
bench inthedistribution).

» For ahistory of new features and bugfixes, see Appendix D, MySQL Change History.

e For alist of currently known bugs and misfeatures, see Section 1.5.7, “Known Errors and
Design Deficienciesin MySQL”.

* For future plans, see Appendix C, MySQL and the Future (the TODO).

e For alist of all the contributors to this project, see Appendix B, Credits.

Important:

Reports of errors (often called “"bugs'), as well as questions and comments, should be sent to ht-
tp://bugs.mysgl.com. See Section 1.4.1.3, “How to Report Bugs or Problems’.

If you have found a sensitive security bug in MySQL Server, please let us know immediately by
sending an email messageto <security@ysql . conp.

1.1. About This Manual

Thisis the Reference Manual for the MySQL Database System. It documents MySQL up to Version
5.0.3-alpha, but is also applicable for older versions of the MySQL software (such as 3.23 or
4.0-production) because functional changes are indicated with reference to a version number.
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1.1.1.

General Information

Because this manual serves as a reference, it does not provide general instruction on SQL or rela
tional database concepts. It also does not teach you how to use your operating system or command-
line interpreter.

The MySQL Database Software is under constant development, and the Reference Manual is up-
dated frequently as well. The most recent version of the manual is available online in searchable
form at http://dev.mysqgl.com/doc/. Other formats also are available, including HTML, PDF, and
Windows CHM versions.

The primary document is the Texinfo file. The HTML version is produced automatically using a
modified version of texi2html. The plain text and Info versions are produced with makeinfo. The
PostScript version is produced using texi2dvi and dvips. The PDF version is produced with pdftex.

If you have any suggestions concerning additions or corrections to this manual, please send them to
the documentation team at <docs @rysql . conp.

This manual was initially written by David Axmark and Michael “"Monty" Widenius. It is main-
tained by the MySQL Documentation Team, consisting of Paul DuBois, Stefan Hinz, Mike Hillyer,
Jon Stephens, and Russell Dyer. For the many other contributors, see Appendix B, Credits.

The copyright (2004) to this manual is owned by the Swedish company MySQL AB. MySQL and
the MySQL logo are (registered) trademarks of MySQL AB. Other trademarks and registered trade-

marks referred to in this manual are the property of their respective owners, and are used for identi-
fication purposes only.

Conventions Used in This Manual

This manual uses certain typographical conventions:

* constant
Constant-width font is used for command names and options; SQL statements; database, table,

and column names; C and Perl code; and environment variables. Example: "~ To see how mysqgl-
admin works, invoke it with the - - hel p option."

e constant italic

Italic constant-width font is used to indicate variable input for which you should substitute a
value of your own choosing.

e filenane

Constant-width font with surrounding quotes is used for filenames and pathnames. Example:
“Thedigtribution isinstalled under the/ usr /| ocal / directory."

* Cc

Constant-width font with surrounding quotes is also used to indicate character sequences. Ex-
ample: "To specify awildcard, use the '% character."

+ italic
Italic font is used for emphasis, like this.
* boldface

Boldface font is used in table headings and to convey especially strong emphasis.

When commands are shown that are meant to be executed from within a particular program, the pro-
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gram is indicated by a prompt shown before the command. For example, shel | > indicates a com-
mand that you execute from your login shell, and mysql > indicates a statement that you execute
from the mysq| client program:

shel | > type a shell conmand here
nysqgl > type a nysql statenent here
The ““shell" is your command interpreter. On Unix, thisistypically a program such as sh or csh. On

Windows, the equivalent program is command.com or cmd.exe, typically run in a console window.

When you enter a command or statement shown in an example, do not type the prompt shown in the
example.

Database, table, and column names must often be substituted into statements. To indicate that such
substitution is necessary, this manual uses db_nane, t bl _name, and col _nane. For example,
you might see a statement like this;

nysqgl > SELECT col _nane FROM db_nane.t bl nane;

This means that if you were to enter a similar statement, you would supply your own database, ta-
ble, and column names, perhaps like this:

nysgl > SELECT aut hor_nane FROM bi blio_db. author i st;

SQL keywords are not case sensitive and may be written in uppercase or lowercase. This manual
USES uppercase.

In syntax descriptions, square brackets ([ ' and ] ') are used to indicate optional words or clauses.
For example, in the following statement, | F EXI STSis optional:

DROP TABLE [I F EXI STS] tbhl _nane
When a syntax element consists of a number of alternatives, the alternatives are separated by vertic-

a bars (| ). When one member from a set of choices may be chosen, the alternatives are listed with-
in square brackets ([ "and '] "):

TRIM[[BOTH | LEADING | TRAILING [remstr] FROM str)

Wge? ;)ne member from a set of choices must be chosen, the alternatives are listed within braces ({ '
and'}"):

{DESCRIBE | DESC} tbl_nane [col _nanme | wild]

An dlipsis (. . . ) indicates the omission of a section of a statement, typically to provide a shorter

version of more complex syntax. For example, | NSERT ... SELECT is shorthand for the form
of | NSERT statement that is followed by a SELECT statement.

An dllipsis can aso indicate that the preceding syntax element of a statement may be repeated. In
the following example, multipler eset _opt i on values may be given, with each of those after the
first preceded by commas:

RESET reset _option [,reset_option]
Commands for setting shell variables are shown using Bourne shell syntax. For example, the se-
guence to set an environment variable and run a command looks like thisin Bourne shell syntax:

shel | > VARNAME=val ue sone_comrand
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If you are using csh or tcsh, you must issue commands somewhat differently. You would execute
the sequence just shown like this:

shel | > setenv VARNAME val ue
shel | > some_conmand

1.2. Overview of the MySQL Database Man-
agement System

MySQL, the most popular Open Source SQL database management system, is developed, distrib-
uted, and supported by MySQL AB. MySQL AB isacommercial company, founded by the MySQL
developers. It is a second generation Open Source company that unites Open Source values and
methodology with a successful business model.

The MySQL Web site (http://mwww.mysqgl.com/) provides the latest information about MySQL soft-
ware and MySQL AB.

MySQL is a database management system.

A database is a structured collection of data. It may be anything from a simple shopping list to a
picture gallery or the vast amounts of information in a corporate network. To add, access, and
process data stored in a computer database, you need a database management system such as
MySQL Server. Since computers are very good at handling large amounts of data, database
management systems play a central role in computing, as standalone utilities or as parts of other
applications.

MySQL isarelational database management system.

A relational database stores data in separate tables rather than putting all the datain one big stor-
eroom. This adds speed and flexibility. The SQL part of "MySQL" stands for " Structured
Query Language." SQL is the most common standardized language used to access databases and
is defined by the ANSI/ISO SQL Standard. The SQL standard has been evolving since 1986 and
several versions exist. In this manual, ~"SQL-92" refers to the standard released in 1992,
TSQL:1999" refers to the standard released in 1999, and ~ SQL:2003" refers to the current ver-
sion of the standard. We use the phrase “"the SQL standard" to mean the current version of the
SQL Standard at any time.

MySQL software is Open Source.

Open Source means that it is possible for anyone to use and modify the software. Anybody can
download the MySQL software from the Internet and use it without paying anything. If you
wish, you may study the source code and change it to suit your needs. The MySQL software
uses the GPL (GNU General Public License), http://www.fsf.org/licensed/, to define what you
may and may not do with the software in different situations. If you feel uncomfortable with the
GPL or need to embed MySQL code into a commercial application, you can buy acommercially
licensed version from us. See the MySQL Licensing Overview for more information (ht-
tp://www.mysgl.com/company/legal/licensing/).

The MySQL Database Server isvery fast, reliable, and easy to use.

If that is what you are looking for, you should give it atry. MySQL Server also has a practical
set of features developed in close cooperation with our users. You can find a performance com-
parison of MySQL Server with other database managers on our benchmark page. See Sec-
tion 7.1.4, “The MySQL Benchmark Suite".

MySQL Server was originally developed to handle large databases much faster than existing
solutions and has been successfully used in highly demanding production environments for sev-
eral years. Although under constant development, MySQL Server today offers a rich and useful
set of functions. Its connectivity, speed, and security make MySQL Server highly suited for ac-
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cessing databases on the Internet.
*  MySQL Server worksin client/server or embedded systems.

The MySQL Database Software is a client/server system that consists of a multi-threaded SQL
server that supports different backends, several different client programs and libraries, adminis-
trative tools, and awide range of application programming interfaces (APISs).

We also provide MySQL Server as an embedded multi-threaded library that you can link into
your application to get a smaller, faster, easier-to-manage product.

* A large amount of contributed MySQL software is available.

Itisvery likely that your favorite application or language supports the MySQL Database Server.

The official way to pronounce "MySQL" is "My Ess Que Ell" (not “"my sequel"), but we don't
mind if you pronounce it as “my sequel” or in some other localized way.

History of MySQL

We started out with the intention of using mSQL to connect to our tables using our own fast low-
level (ISAM) routines. However, after some testing, we came to the conclusion that nSQL was not
fast enough or flexible enough for our needs. This resulted in a new SQL interface to our database
but with ailmost the same API interface as n5QL. This APl was designed to allow third-party code
that was written for use with mSQL to be ported easily for use with MySQL.

The derivation of the name MySQL is not clear. Our base directory and alarge number of our librar-
ies and tools have had the prefix ~“my" for well over 10 years. However, co-founder Monty Wideni-
us's daughter is also named My. Which of the two gave its name to MySQL is still a mystery, even
for us.

The name of the MySQL Dolphin (our logo) is —Sakila," which was chosen by the founders of
MySQL AB from a huge list of names suggested by usersin our ~~"Name the Dolphin" contest. The
winning name was submitted by Ambrose Twebaze, an Open Source software developer from
Swaziland, Africa. According to Ambrose, the name Sakila has its roots in SiSwati, the local lan-
guage of Swaziland. Sakilais also the name of atown in Arusha, Tanzania, near Ambrose's country
of origin, Uganda.

The Main Features of MySQL

The following list describes some of the important characteristics of the MySQL Database Software.
See also Section 1.3, “MySQL Development Roadmap” for more information about current and up-
coming features.
e Internals and Portability

e Writtenin C and C++.

e Tested with abroad range of different compilers.

«  Works on many different platforms. See Section 2.1.1, “Operating Systems Supported by
MySQL".

e Uses GNU Automake, Autoconf, and Libtool for portability.

* APIs for C, C++, Eiffel, Java, Perl, PHP, Python, Ruby, and Tcl are available. See
Chapter 22, MySQL APIs.

e Fully multi-threaded using kernel threads. It can easily use multiple CPUs if they are avail-




General Information

able.
Provides transactional and non-transactional storage engines.
Uses very fast B-tree disk tables (Myl SAM) with index compression.

Relatively easy to add another storage engine. This is useful if you want to add an SQL in-
terface to an in-house database.

A very fast thread-based memory allocation system.
Very fast joins using an optimized one-sweep multi-join.
In-memory hash tables, which are used as temporary tables.

SQL functions are implemented using a highly optimized class library and should be as fast
as possible. Usually thereis no memory alocation at al after query initialization.

The MySQL code is tested with Purify (a commercial memory leakage detector) as well as
with Valgrind, a GPL tool (http://developer.kde.org/~seward;/).

The server is available as a separate program for use in a client/server networked environ-
ment. It is also available as a library that can be embedded (linked) into standalone applica-
tions. Such applications can be used in isolation or in environments where no network is
available.

Column Types

Many column types: signed/unsigned integers 1, 2, 3, 4, and 8 byteslong, FLOAT, DOUBLE,
CHAR, VARCHAR, TEXT, BLOB, DATE, TI ME, DATETI ME, TI MESTAMP, YEAR, SET,
ENUM and OpenGI S spatia types. See Chapter 11, Column Types.

Fixed-length and variable-length records.

Statements and Functions

Full operator and function support in the SELECT and WHERE clauses of queries. For ex-
ample:

nmysql > SELECT CONCAT(first_nanme, ' ', last_nane)
-> FROM citizen
-> WHERE i ncone/ dependents > 10000 AND age > 30;

Full support for SQL GROUP BY and ORDER BY clauses. Support for group functions
(COUNT( ), COUNT(DI STINCT ...), AV¥), STD(), SUM ), MAX(), M N(), and
GROUP_CONCAT() ).

Support for LEFT OUTER JO Nand RI GHT OQUTER JO N with both standard SQL and
ODBC syntax.

Support for aliases on tables and columns as required by standard SQL.

DELETE, | NSERT, REPLACE, and UPDATE return the number of rows that were changed
(affected). It is possible to return the number of rows matched instead by setting a flag when
connecting to the server.

The MySQL-specific SHOWcommand can be used to retrieve information about databases,
tables, and indexes. The EXPLAI N command can be used to determine how the optimizer
resolves a query.

Function names do not clash with table or column names. For example, ABS is a valid
column name. The only restriction is that for a function call, no spaces are allowed between
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the function name and the '( ' that follows it. See Section 9.6, “ Treatment of Reserved Words
in MySQL".

* You can mix tables from different databases in the same query (as of MySQL 3.22).
Security

« A privilege and password system that is very flexible and secure, and that allows host-based
verification. Passwords are secure because all password traffic is encrypted when you con-
nect to a server.

Scalability and Limits

e Handles large databases. We use MySQL Server with databases that contain 50 million re-
cords. We aso know of users who use MySQL Server with 60,000 tables and about
5,000,000,000 rows.

e Upto 64 indexes per table are allowed (32 before MySQL 4.1.2). Each index may consist of
1 to 16 columns or parts of columns. The maximum index width is 1000 bytes (500 before
MySQL 4.1.2). An index may use a prefix of a column for CHAR, VARCHAR, BLOB, or
TEXT column types.

Connectivity

* Clients can connect to the MySQL server using TCP/IP sockets on any platform. On Win-
dows systems in the NT family (NT, 2000, XP, or 2003), clients can connect using named
pipes. On Unix systems, clients can connect using Unix domain socket files.

e In MySQL versions 4.1 and higher, Windows servers also support shared-memory connec-
tions if started with the - - shar ed- nenory option. Clients can connect through shared
memory by using the - - pr ot ocol =nenor y option.

e The Connector/ODBC (MyODBC) interface provides MySQL support for client programs
that use ODBC (Open Database Connectivity) connections. For example, you can use MS
Access to connect to your MySQL server. Clients can be run on Windows or Unix. MyOD-
BC sourceis available. All ODBC 2.5 functions are supported, as are many others. See Sec-
tion 23.1, “MySQL ODBC Support”.

e The Connector/J interface provides MySQL support for Java client programs that use JDBC
connections. Clients can be run on Windows or Unix. Connector/J source is available. See
Section 23.2, “MySQL Java Connectivity (JDBC)”.

Locdlization

e The server can provide error messages to clients in many languages. See Section 5.8.2,
“ Setting the Error Message Language’.

* Full support for several different character sets, including | ati n1 (1SO-8859-1), ger man,
bi g5, uj i s, and more. For example, the Scandinavian characters'a’, 'a' and '6' are allowed
in table and column names. Unicode support is available as of MySQL 4.1.

e All datais saved in the chosen character set. All comparisons for normal string columns are
case-insensitive.

» Sorting is done according to the chosen character set (using Swedish collation by default). It
is possible to change this when the MySQL server is started. To see an example of very ad-
vanced sorting, look at the Czech sorting code. MySQL Server supports many different char-
acter setsthat can be specified at compile time and runtime.

Clients and Tools

e The MySQL server has built-in support for SQL statements to check, optimize, and repair
tables. These statements are available from the command line through the mysqglcheck cli-
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ent. MySQL also includes myisamchk, a very fast command-line utility for performing
these operations on Myl SAMtables. See Chapter 5, Database Administration.

e All MySQL programs can be invoked with the - - hel p or - ? options to obtain online as-
sistance.

1.2.3. MySQL Stability

This section addresses the questions, "How stable is MySQL Server?" and, ~"Can | depend on
MySQL Server in this project?’ We will try to clarify these issues and answer some important ques-
tions that concern many potential users. The information in this section is based on data gathered
from the mailing lists, which are very active in identifying problems as well as reporting types of
use.

The original code stems back to the early 1980s. It provides a stable code base, and the | SAMtable
format used by the original storage engine remains backward-compatible. At TcX, the predecessor
of MySQL AB, MySQL code has worked in projects since mid-1996, without any problems. When
the MySQL Database Software initially was released to awider public, our new users quickly found
some pieces of untested code. Each new release since then has had fewer portability problems, even
though each new release has also had many new features.

Each release of the MySQL Server has been usable. Problems have occurred only when users try
code from the “gray zones." Naturally, new users don't know what the gray zones are; this section
therefore attempts to document those areas that are currently known. The descriptions mostly deal
with Version 3.23, 4.0 and 4.1 of MySQL Server. All known and reported bugs are fixed in the
latest version, with the exception of those listed in the bugs section, which are design-related. See
Section 1.5.7, “Known Errors and Design Deficienciesin MySQL”.

The MySQL Server design is multi-layered with independent modules. Some of the newer modules
are listed here with an indication of how well-tested each of them is:
* Replication (Stable)

Large groups of servers using replication are in production use, with good results. Work on en-
hanced replication features is continuing in MySQL 5.x.

* | nnoDB tables (Stable)

The | nnoDB transactional storage engine has been declared stable in the MySQL 3.23 tree,
starting from version 3.23.49. | nnoDB is being used in large, heavy-load production systems.

- BDB tables (Stable)

The Ber kel ey DB code is very stable, but we are still improving the BDB transactional stor-
age engine interfacein MySQL Server.

» Full-text searches (Stable)

Full-text searching is widely used. Important feature enhancements were added in MySQL 4.0
and 4.1.

 M/ODBC3.51 (Stable)
My ODBC 3.51 uses ODBC SDK 3.51 and is in wide production use. Some issues brought up ap-

pear to be application-related and independent of the ODBC driver or underlying database serv-
er.

1.2.4. How Big MySQL Tables Can Be
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MySQL 3.22 had a 4GB (4 gigabyte) limit on table size. With the Myl SAM storage engine in
MySQL 3.23, the maximum table size was increased to 8 million terabytes (2 ~ 63 bytes). With this
larger allowed table size, the maximum effective table size for MySQL databases is usually determ-
ined by operating system constraints on file sizes, not by MySQL internal limits.

The | nnoDB storage engine maintains | nnoDB tables within a tablespace that can be created from
several files. This allows a table to exceed the maximum individual file size. The tablespace can in-
clude raw disk partitions, which allows extremely large tables. The maximum tablespace size is
64TB.

The following table lists some examples of operating system file-size limits. This is only a rough
guide and is not intended to be definitive. For the most up-to-date information, be sure to check the
documentation specific to your operating system.

Operating System File-size Limit

Linux 2.2-Intel 32-hit 2GB (LFS: 4GB)

Linux 2.4 (using ext3 filesystem) 4TB
Solaris 9/10 16TB

NetWare w/NSS filesystem 8TB

win32 w/ FAT/FAT32 2GB/4GB

win32 w/ NTFS 2TB (possibly larger)
MacOS X w/ HFS+ 2TB

On Linux 2.2, you can get Myl SAMtables larger than 2GB in size by using the Large File Support
(LFS) patch for the ext2 filesystem. On Linux 2.4, patches also exist for ReiserFS to get support for
big files (up to 2TB). Most current Linux distributions are based on kernel 2.4 and include al the re-
quired LFS patches. With JFS and XFS, petabyte and larger files are possible on Linux. However,
the maximum available file size still depends on several factors, one of them being the filesystem
used to store MySQL tables.

For a detailed overview about LFS in Linux, have alook at Andreas Jaeger's Large File Support in
Linux page at http://www.suse.de/~gj/linux_|fs.html.

Windows users please note: FAT and VFAT (FAT32) are not considered suitable for production use
with MySQL. Use NTFS instead.

By default, MySQL creates Myl SAMtables with an internal structure that allows a maximum size of
about 4GB. Y ou can check the maximum table size for a table with the SHOWV TABLE STATUS
statement or with myisamchk -dv t bl _name. See Section 13.5.4, “ SHOWNSyntax”.

If you need a Myl SAMtable that is larger than 4GB in size (and your operating system supports
large files), the CREATE TABLE statement allows AVG_ROW LENGTH and MAX_ROWS options.
See Section 13.2.6, “CREATE TABLE Syntax”. You can aso change these options with ALTER
TABLE &after the table has been created, to increase the table's maximum alowable size. See Sec-
tion 13.2.2, “ALTER TABLE Syntax”.

Other ways to work around file-size limits for Myl SAMtables are asfollows:

» If your large table is read-only, you can use myisampack to compress it. myisampack usually
compresses a table by at least 50%, so you can have, in effect, much bigger tables. myisampack
also can merge multiple tables into a single table. See Section 8.2, “myisampack, the MySQL
Compressed Read-only Table Generator”.

* Another way to get around the operating system file limit for Myl SAMdata files is by using the
RAI D options. See Section 13.2.6, “CREATE TABLE Syntax”.

* MySQL includes a MERGE library that allows you to handle a collection of Myl SAMtables that
have identical structure as a single MERGE table. See Section 14.2, “The MERCE Storage En-
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gine’.

1.2.5. Year 2000 Compliance

The MySQL Server itself has no problems with Y ear 2000 (Y 2K) compliance:

e MySQL Server uses Unix time functions that handle dates into the year 2037 for TI MESTAMP

values. For DATE and DATETI ME values, dates through the year 9999 are accepted.

* All MySQL date functions are implemented in one source file, sql / ti me. cc, and are coded

very carefully to be year 2000-safe.

* InMySQL 3.22 and later, the YEAR column type can store years 0 and 1901 to 2155 in one
byte and display them using two or four digits. All two-digit years are considered to be in the
range 1970 to 2069, which means that if you store 01 in a YEAR column, MySQL Server

treatsit as2001.

The following simple demonstration illustrates that MySQL Server has no problems with DATE or
DATETI ME values through the year 9999, and no problems with TI MESTAMP values until after the
year 2030:

nysql > DROP TABLE | F EXI STS y2k;

Query OK, 0 rows affected (0.01 sec)

nysql > CREATE TABLE y2k (date DATE,
date_tine DATETI ME
ti me_stanp TI MESTAMP);

->
->

Query OK, 0 rows affected (0.01 sec)

23:
00:
23:
00:
00:
00:
00:
23:
00:
23:
00:
00:

mysql >
->
->
->
->
->
->
->
->
->
->
->
->
->
->

| NSERT | NTO y2k VALUES

(' 1998-12-31","
(' 1999-01-01' , "
1999- 09- 09" |
2000- 01- 01" ,
2000- 02- 28'
2000- 02- 29' |
2000- 03-01' '
2000- 12- 31",
2001-01- 01" ,
2004-12- 31",
2005- 01-01' | *

2030- 01- 01
2040-01- 01

(;
(;
(]
()
(I
(;
(;
(;
(;
§
(' 9999- 12- 31

1998-12-31
1999-01-01

' 1999- 09- 09
' 2000-01-01

2000-02- 28

' 2000- 02- 29

2000- 03-01
2000-12-31

'2001-01-01
'2004-12-31

2005-01-01

' 2030-01-01
' 2040-01-01
' 9999-12-31

Query K, 14 rows af f ect ed (0.01

59:
00:
59:
00:
00:
00:
00:
59:
00:
59:
00:
00:
: 00
: 59’

i ngs:

Records: 14 Duplicates: 0 Warn

nysqgl > SELECT * FROM yZ2k;

B SRS T

| date | date_tinme

e T Ty ey
1998-12-31 1998-12-31 23:59:
1999-01- 01 1999-01- 01 00: 00:
1999- 09- 09 1999- 09- 09 23:59:
2000-01-01 | 2000-01-01 00: 00:
2000- 02-28 | 2000-02-28 00: 00:
2000- 02-29 | 2000-02-29 00: 00:
2000- 03-01 | 2000-03-01 00: 00:
2000-12-31 | 2000-12-31 23:59:
2001-01-01 | 2001-01-01 00: 00:
2004-12-31 | 2004-12-31 23:59:
2005-01-01 | 2005-01-01 00: 00:
2030-01-01 | 2030-01-01 00: 00:
2040-01-01 | 2040-01-01 00: 00:
9999-12-31 | 9999-12-31 23:59:

59'
00
59'
00
o]0)
00'
00
59'
00'
59'
00
00

, 19981231235959) ,
, 19990101000000) ,
, 19990909235959) ,
, 20000101000000) ,
, 20000228000000) ,
, 20000229000000) ,
, 20000301000000) ,
,20001231235959) ,
,20010101000000) ,
,20041231235959) ,
, 20050101000000) ,
, 20300101000000) ,
, 20400101000000) ,
, 99991231235959) ;

19981231235959
19990101000000
19990909235959
20000101000000
20000228000000
20000229000000
20000301000000
20001231235959
20010101000000
20041231235959
20050101000000
20300101000000
00000000000000
00000000000000
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14 rows in set (0.00 sec)

The final two TI MESTAMP column values are zero because the year values (2040, 9999) exceed
the TI MESTAMP maximum. The TI MESTAMP data type, which is used to store the current time,
supports values that range from 19700101000000 to 20300101000000 on 32-bit machines
(signed value). On 64-bit machines, TI MESTAMP handles values up to 2106 (unsigned value).

Although MySQL Server itself is Y 2K-safe, you may run into problems if you use it with applica
tions that are not Y2K-safe. For example, many old applications store or manipulate years using
two-digit values (which are ambiguous) rather than four-digit values. This problem may be com-
pounded by applications that use values such as 00 or 99 as ~"missing" value indicators. Unfortu-
nately, these problems may be difficult to fix because different applications may be written by dif-
ferent programmers, each of whom may use a different set of conventions and date-handling func-
tions.

Thus, even though MySQL Server has no Y2K problems, it is the application's responsibility to
provide unambiguous input. See Section 11.3.4, “Y 2K Issues and Date Types’ for MySQL Server's
rules for dealing with ambiguous date input data that contains two-digit year values.

1.3. MySQL Development Roadmap

1.3.1.

This section provides a snapshot of the MySQL development roadmap, including major features im-
plemented or planned for MySQL 4.0, 4.1, 5.0, and 5.1. The following sections provide information
for each release series.

The current production release series is MySQL 4.1, which was declared stable for production use
as of Version 4.1.7, released in October 2004. The previous production release seriesis MySQL 4.0,
which was declared stable for production use as of Version 4.0.12, released in March 2003. Produc-
tion status means that future 4.1 and 4.0 development is limited only to bugfixes. For the older
MySQL 3.23 series, only critical bugfixes are made.

Active MySQL development currently is taking place in the MySQL 5.0 release series, this means
that new features are being added there. MySQL 5.0 is available in apha status.

Before upgrading from one release series to the next, please see the notes at Section 2.10,
“Upgrading MySQL”.

Plans for some of the most requested features are summarized in the following table.

Feature MySQL Series

Unions 4.0

Subqueries 41

R-trees 4.1 (for Myl SAMtables)
Stored procedures 5.0

Views 5.0

Cursors 5.0

Foreign keys 5.1 (implemented in 3.23 for | nnoDB)
Triggers 5.0and 5.1

Full outer join 51

Congtraints 51

MySQL 4.0 in a Nutshell

MySQL Server 4.0 isavailablein production status.
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MySQL 4.0 is available for download at http://dev.mysgl.com/ and from our mirrors. MySQL 4.0
has been tested by alarge number of users and isin production use at many large sites.

The major new features of MySQL Server 4.0 are geared toward our existing business and com-
munity users, enhancing the MySQL database software as the solution for mission-critical, heavy-
load database systems. Other new features target the users of embedded databases.

1.3.1.1. Features Available in MySQL 4.0

»  Speed enhancements

«  MySQL 4.0 has a query cache that can give a huge speed boost to applications with repetit-
ive queries. See Section 5.11, “The MySQL Query Cache’.

* Version 4.0 further increases the speed of MySQL Server in a number of areas, such as bulk
| NSERT statements, searching on packed indexes, full-text searching (using FULLTEXT in-
dexes), and COUNT( DI STI NCT) .

*  Embedded MySQL Server introduced

e The new Embedded Server library can easily be used to create standal one and embedded ap-
plications. The embedded server provides an alternative to using MySQL in a client/server
environment. See Section 1.3.1.2, “The Embedded MySQL Server”.

* | nnoDB storage engine as standard

« The | nnoDB storage engine is offered as a standard feature of the MySQL server. This
means full support for ACID transactions, foreign keys with cascading UPDATE and DE-
LETE, and row-level locking are standard features. See Chapter 15, The | nnoDB Storage
Engine.

* New functionality
e The enhanced FULLTEXT search properties of MySQL Server 4.0 enables FULLTEXT in-
dexing of large text masses with both binary and natural-language searching logic. You can
customize minimal word length and define your own stop word lists in any human language,
enabling a new set of applications to be built with MySQL Server. See Section 12.6,
“Full-Text Search Functions’.
e Standards compliance, portability, and migration
e MySQL Server supports the UNI ON statement, a standard SQL feature.

e« MySQL runs natively on Novell NetWare 6.0 and higher. See Section 2.6, “Installing
MySQL on NetWare”.

» Features to simplify migration from other database systems to MySQL Server include
TRUNCATE TABLE (asin Oracle).

* Internationalization
e Our German, Austrian, and Swiss users should note that MySQL 4.0 supports a new charac-
ter set, | at i n1_de, which ensures that the German sorting order sorts words with umlauts
in the same order as do German tel ephone books.
» Usability enhancements
In the process of implementing features for new users, we have not forgotten requests from our
loyal community of existing users.

e Most mysgld parameters (startup options) can be set without taking down the server. Thisis
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a convenient feature for database administrators (DBAS). See Section 13.5.3, “SET Syntax”.
e Multiple-table DELETE and UPDATE statements have been added.

e On Windows, symbolic link handling at the database level is enabled by default. On Unix,
the Myl SAM storage engine supports symbolic linking at the table level (and not just the
database level as before).

e SQ._CALC FOUND ROWS and FOUND ROW5() are new functions that make it possible
to find out the number of rows a SELECT query that includesa LI M T clause would have
returned without that clause.

The news section of this manua includes a more in-depth list of features. See Section D.3,
“Changesin release 4.0.x (Production)”.

1.3.1.2. The Embedded MySQL Server

1.3.2.

The | i brrysql d embedded server library makes MySQL Server suitable for a vastly expanded
realm of applications. By using this library, developers can embed MySQL Server into various ap-
plications and electronics devices, where the end user has no knowledge of there actually being an
underlying database. Embedded MySQL Server isidea for use behind the scenes in Internet appli-
ances, public kiosks, turnkey hardware/software combination units, high performance Internet serv-
ers, self-contained databases distributed on CD-ROM, and so on.

Many users of | i bnysql d benefit from the MySQL Dual Licensing. For those not wishing to be
bound by the GPL, the software is also made available under a commercia license. See ht-
tp:/lwww.mysqgl.com/company/legal/licensing/ for more information on the licensing policy of
MySQL AB. The embedded MySQL library uses the same interface as the normal client library, so
it is convenient and easy to use. See Section 22.2.16, “libmysgld, the Embedded MySQL Server
Library”.

On Windows there are two different libraries:

libnysqgld.lib Dynamic library for threaded applications.

nmysql denb. lib Static library for not threaded applications.

MySQL 4.1 in a Nutshell

MySQL Server 4.0 laid the foundation for new features implemented in MySQL 4.1, such as sub-
gueries and Unicode support, and for the work on stored procedures being done in version 5.0.
These features come at the top of the wish list of many of our customers. Well-known for its stabil-
ity, speed, and ease of use, MySQL Server is able to fulfill the requirement checklists of very de-
manding buyers.

MySQL Server 4.1 is currently in production status, and binaries are available for download at ht-
tp://dev.mysql.com/downloads/mysgl/4.1.html. All binary releases pass our extensive test suite
without any errors on the platforms on which we test. See Section D.2, “Changes in release 4.1.x
(Production)”.

For those wishing to use the most recent development source for MySQL 4.1, we also make our Bit-
Keeper repositories publicly available. See Section 2.8.3, “Installing from the Development Source
Tree".

1.3.2.1. Features Available in MySQL 4.1

This section lists features implemented in MySQL 4.1. Features that are availablein MySQL 5.0 are
described in Section C.1, “New Features Planned for 5.0”.
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Support for subqueries and derived tables

A subquery" is a SELECT statement nested within another statement. A " derived table"

(an unnamed view) is a subquery in the FROM clause of another statement. See Sec-
tion 13.1.8, “ Subquery Syntax”.

Speed enhancements

Faster binary client/server protocol with support for prepared statements and parameter bind-
ing. See Section 22.2.4, “C API Prepared Statements”.

BTREE indexing is supported for HEAP tables, significantly improving response time for
non-exact searches.

New functionality

CREATE TABLE tbl_nanme2 LIKE tbl_nanel alows you to create, with a single
statement, a new table with a structure exactly like that of an existing table.

The Myl SAM storage engine supports OpenGI S spatial types for storing geographical data.
See Chapter 18, Spatial Extensionsin MySQL.

Replication can be done over SSL connections.

Standards compliance, portability, and migration

The new client/server protocol adds the ability to pass multiple warnings to the client, rather
than only a single result. This makes it much easier to track problems that occur in opera-
tions such as bulk data loading.

SHOW WARNI NGS shows warnings for the last command. See Section 13.5.4.20, “SHOW
WARNI NGS Syntax”.

Internationalization and Localization

To support applications that require the use of local languages, the MySQL software offers
extensive Unicode support through the ut f 8 and ucs2 character sets.

Character sets can be defined per column, table, and database. This allows for a high degree
of flexibility in application design, particularly for multi-language Web sites.

For documentation for this improved character set support, see Chapter 10, Character Set
Support.

Per-connection time zones are supported, allowing individual clients to select their own time
zone when necessary.

Usability enhancements

In response to popular demand, we have added a server-based HELP command that can be
used to get help information for SQL statements. The advantage of having this information
on the server side is that the information is always applicable to the particular server version
that you actually are using. Because this information is available by issuing an SQL state-
ment, any client can be written to access it. For example, the hel p command of the mysgl
command-line client has been modified to have this capability.

In the new client/server protocol, multiple statements can be issued with a single call. See
Section 22.2.9, “C API Handling of Multiple Query Execution”.

The new client/server protocol also supports returning multiple result sets. This might occur
as aresult of sending multiple statements, for example.

A new | NSERT ... ON DUPLI CATE KEY UPDATE ... syntax has been implemen-
ted. This allows you to UPDATE an existing row if the | NSERT would have caused a duplic-
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atein aPRI MARY or UNI QUE index. See Section 13.1.4, “| NSERT Syntax”.

* A new aggregate function, GROUP_CONCAT( ) adds the extremely useful capability of con-
catenating column values from grouped rows into a single result string. See Section 12.9,
“Functions and Modifiers for Use with GROUP BY Clauses’.

The news section of this manua includes a more in-depth list of features. See Section D.2,
“Changesin release 4.1.x (Production)”.

MySQL 5.0: The Next Development Release

New development for MySQL is focused on the 5.0 release, featuring stored procedures, views
(including updatable views), rudimentary triggers, and other new features. See Section C.1, “New
Features Planned for 5.0".

For those wishing to take a look at the bleeding edge of MySQL development, we make our Bit-
Keeper repository for MySQL version 5.0 publicly available. See Section 2.8.3, “Installing from the
Development Source Tree”. As of December 2003, binary builds of version 5.0 have also been
available.

1.4. MySQL Information Sources

1.4.1.

MySQL Mailing Lists

This section introduces the MySQL mailing lists and provides guidelines as to how the lists should
be used. When you subscribe to a mailing list, you receive all postings to the list as email messages.
Y ou can also send your own questions and answers to the list.

1.4.1.1. The MySQL Mailing Lists

To subscribe to or unsubscribe from any of the mailing lists described in this section, visit ht-
tp://lists.mysgl.com/. For most of them, you can select the regular version of the list where you get
individual messages, or adigest version where you get one large message per day.

Please do not send messages about subscribing or unsubscribing to any of the mailing lists, because
such messages are distributed automatically to thousands of other users.

Your local site may have many subscribersto a MySQL mailing list. If so, the site may have alocal
mailing list, so that messages sent from | i st s. mysql . comto your site are propagated to the loc-
al list. In such cases, please contact your system administrator to be added to or dropped from the
local MySQL list.

If you wish to have traffic for amailing list go to a separate mailbox in your mail program, set up a
filter based on the message headers. Y ou can use either the Li st - | D: or Del i ver ed- To: head-
ersto identify list messages.

The MySQL mailing lists are as follows:

e announce

This list is for announcements of new versions of MySQL and related programs. Thisis a low-
volume list to which all MySQL users should subscribe.

+ nysql

Thisis the main list for general MySQL discussion. Please note that some topics are better dis-
cussed on the more-specialized lists. If you post to the wrong list, you may not get an answer.
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bugs

This list is for people who want to stay informed about issues reported since the last release of
MySQL or who want to be actively involved in the process of bug hunting and fixing. See Sec-
tion 1.4.1.3, “How to Report Bugs or Problems”.

internals

This list is for people who work on the MySQL code. Thisis aso the forum for discussions on
MySQL development and for posting patches.

mysql doc

This list isfor people who work on the MySQL documentation: people from MySQL AB, trans-
lators, and other community members.

benchmar ks

Thislist isfor anyone interested in performance issues. Discussions concentrate on database per-
formance (not limited to MySQL), but also include broader categories such as performance of
the kernel, filesystem, disk system, and so on.

packagers

Thislist isfor discussions on packaging and distributing MySQL. Thisis the forum used by dis-
tribution maintainers to exchange ideas on packaging MySQL and on ensuring that MySQL
looks and feels as similar as possible on all supported platforms and operating systems.

j ava

Thislist is for discussions about the MySQL server and Java. It is mostly used to discuss JDBC
drivers, including MySQL Connector/J.

w n32

This list is for al topics concerning the MySQL software on Microsoft operating systems, such
as Windows 9x, Me, NT, 2000, XP, and 2003.

myodbc
Thislistisfor al topics concerning connecting to the MySQL server with ODBC.
gui -tool s

This list is for all topics concerning MySQL GUI tools, including MySQL Admi ni strat or
andthe \ySQ. Control Center graphica client.

cluster
Thislist isfor discussion of MySQL Cluster.
dot net

This list is for discussion of the MySQL server and the .NET platform. Mostly related to the
MySQL Connector/Net provider.

pl uspl us
Thislistisfor all topics concerning programming with the C++ API for MySQL.
per |

Thislistisfor all topics concerning the Perl support for MySQL with DBD: : mysq]l .
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If you're unable to get an answer to your questions from a MySQL mailing list, one option is to pur-
chase support from MySQL AB. This puts you in direct contact with MySQL developers.

The following table shows some MySQL mailing lists in languages other than English. These lists
are not operated by MySQL AB.
* <nysql -france-subscri be@ahoogr oups. conr
A French mailing list.
e <list@inc.net>
A Korean mailing list. Email subscri be nysql your @nuil . addr ess tothislist.
* <nysql -de-request @i sts. 4t 2. conp

A German mailing list. Email subscri be nysqgl -de your @nmai | . addr ess tothislist.
Y ou can find information about this mailing list at http://www.4t2.com/mysql/.

* <nysql -br-request @i stas. | inkway.com br>

A Portuguese mailing list. Email subscri be mysql -br your @nuai | . addr ess to this
list.

e <nysql-alta@listas. net>

A Spanish mailing list. Email subscri be nysql your @nail . addr ess tothislist.

1.4.1.2. Asking Questions or Reporting Bugs

Before posting a bug report or question, please do the following;:

e Start by searching the MySQL online manual at http://dev.mysqgl.com/doc/. We try to keep the
manual up to date by updating it frequently with solutions to newly found problems. The change
history (http://dev.mysgl.com/doc/mysgl/en/News.html) can be particularly useful since it is
quite possible that a newer version contains a solution to your problem.

e Search in the bugs database at http://bugs.mysgl.com/ to see whether the bug has been reported
and fixed.

»  Search the MySQL mailing list archives at http://lists.mysql.com/.

* You can aso use http://www.mysqgl.com/search/ to search all the Web pages (including the
manual) that are located at the MySQL AB Web site.

If you can't find an answer in the manual or the archives, check with your local MySQL expert. If
you gtill can't find an answer to your question, please follow the guidelines on sending mail to a
MySQL mailing list, outlined in the next section, before contacting us.

1.4.1.3. How to Report Bugs or Problems

The normal place to report bugs is http://bugs.mysgl.com/, which is the address for our bugs data-
base. This database is public, and can be browsed and searched by anyone. If you log in to the sys-
tem, you can enter new reports.

Writing a good bug report takes patience, but doing it right the first time saves time both for us and
for yourself. A good bug report, containing a full test case for the bug, makes it very likely that we
will fix the bug in the next release. This section helps you write your report correctly so that you
don't waste your time doing things that may not help us much or at all.
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We encourage everyone to use the mysqlbug script to generate a bug report (or a report about any
problem). mysqglbug can be found in the scri pt s directory (source distribution) and in the bi n
directory under your MySQL installation directory (binary distribution). If you are unable to use
mysqlbug (for example, if you are running on Windows), it is still vital that you include all the ne-
cessary information noted in this section (most importantly, a description of the operating system
and the MySQL version).

The mysglbug script helps you generate a report by determining much of the following information
automatically, but if something important is missing, please include it with your message. Please
read this section carefully and make sure that all the information described here is included in your

report.

Preferably, you should test the problem using the latest production or development version of
MySQL Server before posting. Anyone should be able to repeat the bug by just using mysql
test < script_file ontheincluded test case or by running the shell or Perl script that isin-
cluded in the bug report.

All bugs posted in the bugs database at http://bugs.mysql.com/ are corrected or documented in the
next MySQL release. If only minor code changes are needed to correct a problem, we may also post
a patch that fixes the problem.

If you have found a sensitive security bug in MySQL, you can send emal to
<security@rysgl . conp.

If you have a repeatable bug report, please report it to the bugs database at http://bugs.mysql.cony.
Note that even in this case it's good to run the mysglbug script first to find information about your
system. Any bug that we are able to repeat has a high chance of being fixed in the next MySQL re-
lease.

To report other problems, you can use one of the MySQL mailing lists.

Remember that it is possible for us to respond to a message containing too much information, but
not to one containing too little. People often omit facts because they think they know the cause of a
problem and assume that some details don't matter. A good principle is this: If you are in doubt
about stating something, state it. It is faster and less troublesome to write a couple more lines in
your report than to wait longer for the answer if we must ask you to provide information that was
missing from theinitial report.

The most common errors made in bug reports are (a) not including the version number of the
MySQL distribution used, and (b) not fully describing the platform on which the MySQL server is
installed (including the platform type and version number). This is highly relevant information, and
in 99 cases out of 100, the bug report is useless without it. Very often we get questions like, ~"Why
doesn't this work for me?' Then we find that the feature requested wasn't implemented in that
MySQL version, or that a bug described in a report has been fixed in newer MySQL versions.
Sometimes the error is platform-dependent; in such cases, it is next to impossible for us to fix any-
thing without knowing the operating system and the version number of the platform.

If you compiled MySQL from source, remember aso to provide information about your compiler, if
it isrelated to the problem. Often people find bugsin compilers and think the problem is MySQL -re-
lated. Most compilers are under development al the time and become better version by version. To
determine whether your problem depends on your compiler, we need to know what compiler you
use. Note that every compiling problem should be regarded as a bug and reported accordingly.

It is most helpful when a good description of the problem isincluded in the bug report. That is, give
agood example of everything you did that led to the problem and describe, in exact detail, the prob-
lem itself. The best reports are those that include a full example showing how to reproduce the bug
or problem. See Section E.1.6, “Making a Test Case If Y ou Experience Table Corruption”.

If aprogram produces an error message, it is very important to include the message in your report. If
we try to search for something from the archives using programs, it is better that the error message
reported exactly matches the one that the program produces. (Even the lettercase should be ob-
served.) You should never try to reproduce from memory what the error message was; instead, copy
and paste the entire message into your report.
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If you have a problem with Connector/ODBC (MyODBC), please try to generate a trace file and
send it with your report. See Section 23.1.1.9, “How to Report MyODBC Problems or Bugs’.

Please remember that many of the people who read your report do so using an 80-column display.
When generating reports or examples using the mysgl command-line tool, you should therefore use
the--vertical option (or the\ G statement terminator) for output that would exceed the avail-
able width for such adisplay (for example, with the EXPLAI N SELECT statement; see the example
later in this section).

Please include the following information in your report:

* The version number of the MySQL distribution you are using (for example, MySQL 4.0.12).
Y ou can find out which version you are running by executing mysgladmin ver sion. The mysqgl-
admin program can be found in the bi n directory under your MySQL installation directory.

»  The manufacturer and model of the machine on which you experience the problem.

e The operating system name and version. If you work with Windows, you can usually get the
name and version number by double-clicking your My Computer icon and pulling down the
““Help/About Windows"' menu. For most Unix-like operating systems, you can get this informa-
tion by executing the command unane - a.

e Sometimes the amount of memory (real and virtual) isrelevant. If in doubt, include these values.

» If you are using a source distribution of the MySQL software, the name and version number of
the compiler used are needed. If you have a binary distribution, the distribution name is needed.

 If the problem occurs during compilation, include the exact error messages and also a few lines
of context around the offending code in the file where the error occurs.

» If mysgld died, you should also report the query that crashed mysqld. You can usualy find this
out by running mysqgld with query logging enabled, and then looking in the log after mysqgld
crashes See Section E. 1.5, “Using Log Files to Find Cause of Errorsin mysqgld”.

» If a database table is related to the problem, include the output from mysgldump --no-data
db_nane t bl _nane. Thisis very easy to do and is a powerful way to get information about
any table in a database. The information helps us create a situation matching the one you have
experienced.

» For speed-related bugs or problems with SELECT statements, you should always include the
output of EXPLAI N SELECT ..., and at least the number of rows that the SELECT state-
ment produces. Y ou should also include the output from SHOW CREATE TABLE t bl _nane
for each involved table. The more information you give about your situation, the morelikely it is
that someone can help you.

The following is an example of a very good bug report. It should be posted with the mysqlbug
script. The example uses the mysgl command-line tool. Note the use of the\ G statement termin-
ator for statements whose output width would otherwise exceed that of an 80-column display
device.

nysqgl > SHOW VARI ABLES;
nysqgl > SHOW COLUWNS FROM ...\ G
<out put from SHOW COLUVNS>
nysqgl > EXPLAIN SELECT ...\ G
<out put from EXPLAI N>
nysql > FLUSH STATUS;
mysql > SELECT . ..;
<A short version of the output from SELECT,
including the tinme taken to run the query>
mysqgl > SHOW STATUS;
<out put from SHOW STATUS>

» If abug or problem occurs while running mysqgld, try to provide an input script that reproduces

19



General Information

the anomaly. This script should include any necessary source files. The more closely the script
can reproduce your situation, the better. If you can make a reproducible test case, you should
post it on http://bugs.mysgl.com/ for high-priority treatment.

If you can't provide a script, you should at least include the output from mysgladmin variables
extended-status procesdist in your mail to provide some information on how your system is
performing.

If you can't produce a test case with only afew rows, or if the test table istoo big to be mailed to
the mailing list (more than 10 rows), you should dump your tables using mysqldump and create
a README file that describes your problem.

Create a compressed archive of your files using tar and gzip or zip, and use FTP to transfer the
archive to ftp://ftp.mysgl.com/pub/mysgl/upload/. Then enter the problem into our bugs database
at http://bugs.mysgl.com/.

If you think that the MySQL server produces a strange result from a query, include not only the
result, but also your opinion of what the result should be, and an account describing the basis for
your opinion.

When giving an example of the problem, it's better to use the variable names, table names, and
so on that exist in your actual situation than to come up with new names. The problem could be
related to the name of a variable or table. These cases are rare, perhaps, but it is better to be safe
than sorry. After al, it should be easier for you to provide an example that uses your actual situ-
ation, and it is by all means better for us. In case you have data that you don't want to show to
others, you can use FTP to transfer it to ftp://ftp.mysgl.com/pub/mysgl/upload/. If the informa-
tion is really top secret and you don't want to show it even to us, then go ahead and provide an
example using other names, but please regard this as the last choice.

Include al the options given to the relevant programs, if possible. For example, indicate the op-
tions that you use when you start the mysqgld server as well as the options that you use to run
any MySQL client programs. The options to programs such as mysgld and mysqgl, and to the
configure script, are often keys to answers and are very relevant. It is never abad ideato include
them. If you use any modules, such as Perl or PHP, please include the version numbers of those
aswell.

If your question is related to the privilege system, please include the output of mysqglaccess, the
output of mysgladmin reload, and al the error messages you get when trying to connect. When
you test your privileges, you should first run mysqlaccess. After this, execute mysgladmin re-
load version and try to connect with the program that gives you trouble. mysglaccess can be
found in the bi n directory under your MySQL installation directory.

If you have apatch for abug, do include it. But don't assume that the patch is al we need, or that
we can use it, if you don't provide some necessary information such as test cases showing the
bug that your patch fixes. We might find problems with your patch or we might not understand
it at al; if so, we can't useit.

If we can't verify exactly what the purpose of the patch is, we won't use it. Test cases help us
here. Show that the patch handles all the situations that may occur. If we find a borderline case
(even arare one) where the patch won't work, it may be useless.

Guesses about what the bug is, why it occurs, or what it depends on are usually wrong. Even the
MySQL team can't guess such things without first using a debugger to determine the real cause
of abug.

Indicate in your bug report that you have checked the reference manual and mail archive so that
others know you have tried to solve the problem yourself.

If you get a parse error, please check your syntax closely. If you can't find something
wrong with it, it's extremely likely that your current version of MySQL Server doesn't support
the syntax you are using. If you are using the current version and the manual at ht-
tp://dev.mysqgl.com/doc/ doesn't cover the syntax you are using, MySQL Server doesn't support
your query. In this case, your only options are to implement the syntax yourself or email
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<l i censi ng@rysql . con® and ask for an offer to implement it.

If the manual covers the syntax you are using, but you have an older version of MySQL Server,
you should check the MySQL change history to see when the syntax was implemented. In this
case, you have the option of upgrading to a newer version of MySQL Server. See Appendix D,
MySQL Change History.

» If your problem is that your data appears corrupt or you get errors when you access a particular
table, you should first check and then try to repair your tables with CHECK TABLE and RE-
PAI R TABLE or with myisamchk. See Chapter 5, Database Administration.

If you are running Windows, please verify that | ower _case_t abl e_nanes is 1 or 2 with
SHOW VARI ABLES LI KE ' | ower case_t abl e_nanes'.

« If you often get corrupted tables, you should try to find out when and why this happens. In this
case, the error log in the MySQL data directory may contain some information about what
happened. (This is the file with the . er r suffix in the name.) See Section 5.9.1, “The Error
Log’. Please include any relevant information from this file in your bug report. Normally
mysgld should never crash atable if nothing killed it in the middle of an update. If you can find
the cause of mysgld dying, it's much easier for us to provide you with afix for the problem. See
Section A.1, “How to Determine What |s Causing a Problem”.

* If possible, download and install the most recent version of MySQL Server and check whether it
solves your problem. All versions of the MySQL software are thoroughly tested and should
work without problems. We believe in making everything as backward-compatible as possible,
and you should be able to switch MySQL versions without difficulty. See Section 2.1.2,
“Choosing Which MySQL Distribution to Install”.

If you ae a support customer, please crosspost the bug report to
<nysql - support @nysqgl . con> for higher-priority treatment, as well as to the appropriate
mailing list to see whether someone €l se has experienced (and perhaps solved) the problem.

For information on reporting bugs in MyODBC, see Section 23.1.1.9, “How to Report MyODBC
Problems or Bugs”.

For solutions to some common problems, see Appendix A, Problems and Common Errors.

When answers are sent to you individually and not to the mailing list, it is considered good etiquette
to summarize the answers and send the summary to the mailing list so that others may have the be-
nefit of responses you received that helped you solve your problem.

1.4.1.4. Guidelines for Answering Questions on the Mailing List

If you consider your answer to have broad interest, you may want to post it to the mailing list in-
stead of replying directly to the individual who asked. Try to make your answer general enough that
people other than the original poster may benefit from it. When you post to the list, please make
sure that your answer is not a duplication of a previous answer.

Try to summarize the essential part of the question in your reply; don't feel obliged to quote the en-
tire original message.

Please don't post mail messages from your browser with HTML mode turned on. Many users don't
read mail with a browser.

1.4.2. MySQL Community Support on IRC (Internet Re-
lay Chat)

In addition to the various MySQL mailing lists, you can find experienced community people on
| RC(I nternet Rel ay Chat). These arethe best networks/channels currently known to us:
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» freenode (see http://www.freenode.net/ for servers)

o #nysql Primarily MySQL questions, but other database and general SQL questions are
welcome. Questions about PHP, Perl or C in combination with MySQL are also common.

e EFnet (see http://www.efnet.org/ for servers)
e #mysql MySQL questions.
If you are looking for IRC client software to connect to an IRC network, take alook at X- Chat (ht-

tp://www.xchat.org/). X-Chat (GPL licensed) is available for Unix as well as for Windows plat-
forms.

MySQL Community Support at the MySQL For-

The latest community support resource are the forums at http://forums.mysqgl.com.

There are avariety of forums available, grouped in the following general categories:

e Migration

» MySQL Usage

«  MySQL Connectors
*  MySQL Technology

e Business

1.5. MySQL Standards Compliance

This section describes how MySQL relates to the ANSI/ISO SQL standards. MySQL Server has
many extensions to the SQL standard, and here you can find out what they are and how to use them.
You can aso find information about functionality missing from MySQL Server, and how to work
around some differences.

The SQL standard has been evolving since 1986 and several versions exist. In this manual,
SQL-92" refers to the standard released in 1992, “"SQL:1999" refers to the standard released in
1999, and “SQL:2003" refers to the current version of the standard. We use the phrase “"the SQL
standard" to mean the current version of the SQL Standard at any time.

Our goal isto not restrict MySQL Server usability for any usage without a very good reason for do-
ing so. Even if we don't have the resources to perform development for every possible use, we are
always willing to help and offer suggestions to people who are trying to use MySQL Server in new
territories.

One of our main goals with the product is to continue to work toward compliance with the SQL
standard, but without sacrificing speed or reliability. We are not afraid to add extensions to SQL or
support for non-SQL features if this greatly increases the usability of MySQL Server for alarge seg-
ment of our user base. The HANDLER interface in MySQL Server 4.0 is an example of this strategy.
See Section 13.1.3, “HANDLER Syntax”.

We continue to support transactional and non-transactional databases to satisfy both mission-critical
24/7 usage and heavy Web or logging usage.

MySQL Server was originally designed to work with medium size databases (10-100 million rows,
or about 100MB per table) on small computer systems. Today MySQL Server handles terabyte-size
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databases, but the code can also be compiled in areduced version suitable for hand-held and embed-
ded devices. The compact design of the MySQL server makes development in both directions pos-
sible without any conflictsin the source tree.

Currently, we are not targeting realtime support, although MySQL replication capabilities offer sig-
nificant functionality.

Database cluster support exists through third-party clustering solutions as well as the integration of
our acquired NDB Cluster technology, available from version 4.1.2. See Chapter 16, MySQL
Cluster.

We are also looking at providing XML support in the database server.

What Standards MySQL Follows

We are aiming toward supporting the full ANSI/ISO SQL standard, but without making concessions
to speed and quality of the code.

ODBC levels 0#3.51.

Selecting SQL Modes

The MySQL server can operate in different SQL modes, and can apply these modes differentially
for different clients. This allows an application to tailor server operation to its own requirements.

Modes define what SQL syntax MySQL should support and what kind of validation checksit should
perform on the data. This makesit easier to use MySQL in alot of different environments and to use
MySQL together with other database servers.

You can set the default SQL mode by starting mysgld with the - - sql - node="nodes" option.
Beginning with MySQL 4.1, you can also change the mode after startup time by setting the
sql _node variablewithaSET [ SESSI ON| GLOBAL] sql _npde=' nodes' statement.

For more information on setting the server mode, see Section 5.2.2, “ The Server SQL Mode’.

Running MySQL in ANSI Mode

You can tell mysgld to use the ANSI mode with the - - ansi startup option. See Section 5.2.1,
“mysqgld Command-Line Options’.

Running the server in ANSI mode is the same as starting it with these options (specify the -
- sql _node valueon asingleline):

--transaction-i sol ati on=SERI ALI ZABLE

--sql - node=REAL_AS_FLOAT, Pl PES_AS_CONCAT, ANSI _QUOTES,
| GNORE_SPACE, ONLY_FULL_GROUP_BY

In MySQL 4.1, you can achieve the same effect with these two statements (specify the sql _node
value on asingleline):

SET GLOBAL TRANSACTI ON | SOLATI ON LEVEL SERI ALI ZABLE;

SET GLOBAL sql _npde = ' REAL_AS FLOAT, Pl PES_AS CONCAT, ANSI _QUOTES,

| GNORE_SPACE, ONLY_FULL_GROUP_BY ;

See Section 1.5.2, “ Selecting SQL Modes’.

In MySQL 4.1.1, thesql _npde options shown can be also be set with this statement:

SET GLOBAL sqgl _node='ansi';
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In this case, the value of the sql _nbde variable is set to al options that are relevant for ANSI
mode. Y ou can check the result like this:

nysqgl > SET GLOBAL sgl _node='ansi"';
nysqgl > SELECT @@l obal . sgl _node;
-> ' REAL_AS FLOAT, Pl PES_AS CONCAT, ANSI _ QUOTES,
| GNORE_SPACE, ONLY_FULL_GROUP_BY, ANSI * ;

MySQL Extensions to Standard SQL

MySQL Server includes some extensions that you probably won't find in other SQL databases. Be
warned that if you use them, your code won't be portable to other SQL servers. In some cases, you
can write code that includes MySQL extensions, but is still portable, by using comments of the form
[*1 ... *[.Inthis case, MySQL Server parses and execute the code within the comment as it
would any other MySQL statement, but other SQL servers will ignore the extensions. For example:

SELECT /*! STRAIGHT_JO N */ col _nane FROM tabl el, t abl e2 WHERE . ..

If you add a version number after the ! ' character, the syntax within the comment is executed only
if the MySQL version isequal to or newer than the specified version number:

CREATE /*!132302 TEMPORARY */ TABLE t (a INT);

This means that if you have Version 3.23.02 or newer, MySQL Server uses the TEMPORARY
keyword.

The following descriptions list MySQL extensions, organized by category.

» Organization of data on disk

MySQL Server maps each database to a directory under the MySQL data directory, and tables
within a database to filenames in the database directory. This has afew implications:

Database names and table names are case sensitive in MySQL Server on operating systems
that have case-senditive filenames (such as most Unix systems). See Section 9.2.2,
“ldentifier Case Sensitivity”.

e You can use standard system commands to back up, rename, move, delete, and copy tables
that are managed by the Myl SAMor | SAM storage engines. For example, to rename a My -
| SAMtable, renamethe. MYD, . MYl , and . f r mfiles to which the table corresponds.

Database, table, index, column, or alias names may begin with a digit (but may not consist
solely of digits).

» General language syntax

» Strings may be enclosed by either ™ " or " ', not just by " .

e Useof "\ 'asan escape character in strings.

« In SQL statements, you can access tables from different databases with the
db_nane. t bl _nane syntax. Some SQL servers provide the same functionality but call
this User space. MySQL Server doesn't support tablespaces such as used in statements
likethis: CREATE TABLE ral ph.ny_table...IN nmy_tabl espace.

* SQL statement syntax
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The ANALYZE TABLE, CHECK TABLE, OPTI M ZE TABLE, and REPAI R TABLE
statements.

The CREATE DATABASE and DROP DATABASE statements. See Section 13.2.4, “ CRE-
ATE DATABASE Syntax”.

The DO statement.

EXPLAI N SELECT to get adescription of how tables are joined.
The FLUSH and RESET statements.

The SET statement. See Section 13.5.3, “SET Syntax”.

The SHOWstatement. See Section 13.5.4, “ SHONSyntax”.

Useof LOAD DATA | NFI LE. In many cases, this syntax is compatible with Oracle's LOAD
DATA | NFI LE. See Section 13.1.5, “LOAD DATA | NFI LE Syntax”.

Use of RENAVE TABLE. See Section 13.2.12, “RENAME TABLE Syntax”.

Use of REPLACE instead of DELETE + | NSERT. See Section 13.1.6, “REPLACE Syntax”.
Use of CHANGE col _nane, DROP col _nane, or DROP | NDEX, | GNORE or RENAMVE
inan ALTER TABLE statement. Use of multiple ADD, ALTER, DROP, or CHANGE clauses
inan ALTER TABLE statement. See Section 13.2.2, “ALTER TABLE Syntax”.

Use of index names, indexes on a prefix of afield, and use of | NDEX or KEY in a CREATE
TABLE statement. See Section 13.2.6, “CREATE TABLE Syntax”.

Use of TEMPORARY or | F NOT EXI STS with CREATE TABLE.

Useof | F EXI STS with DROP TABLE.

Y ou can drop multiple tables with asingle DROP TABLE statement.

The ORDER BY and LI M T clauses of the UPDATE and DEL ETE statements.
I NSERT I NTO ... SET col _name = ... syntax.

The DELAYED clause of the | NSERT and REPLACE statements.

The LOW PRI ORI TY clause of the | NSERT, REPLACE, DELETE, and UPDATE state-
ments.

Use of INTO QUTFILE and STRAI GHT_JO N in a SELECT statement. See Sec-
tion 13.1.7, “SELECT Syntax”.

The SQL_SMALL_RESULT option in a SELECT statement.

You don't need to name all selected columns in the GROUP BY part. This gives better per-
formance for some very specific, but quite normal queries. See Section 12.9, “Functions and
Modifiersfor Use with GROUP BY Clauses’.

Y ou can specify ASC and DESC with GROUP BY.

The ability to set variablesin a statement with the : = assignment operator:

mysql > SELECT @: =SUM total), @=COUNT(*), @/ @ AS avg

-> FROM test _table;
nysql > SELECT @l:=(@2:=1)+@3:=4,@1, @2, @ 3;
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Column types

The column types MEDI UM NT, SET, ENUM and the different BLOB and TEXT types.

The column attributes AUTO_| NCREMENT, Bl NARY, NULL, UNSI GNED, and ZEROFI LL.

Functions and operators

To make it easier for users who come from other SQL environments, MySQL Server sup-
ports aliases for many functions. For example, all string functions support both standard
SQL syntax and ODBC syntax.

MySQL Server understandsthe | | and && operators to mean logical OR and AND, asin the
C programming language. In MySQL Server, | | and OR are synonyms, as are && and AND.
Because of this nice syntax, MySQL Server doesn't support the standard SQL | | operator
for string concatenation; use CONCAT( ) instead. Because CONCAT( ) takes any number of
arguments, it's easy to convert use of the | | operator to MySQL Server.

Use of COUNT( DI STI NCT 1i st) wherel i st has more than one element.

All string comparisons are case-insensitive by default, with sort ordering determined by the
current character set (1SO-8859-1 Latinl by default). If you don't like this, you should de-
clare your columns with the Bl NARY attribute or use the Bl NARY cast, which causes com-
parisons to be done using the underlying character code values rather then alexica ordering.

The %operator is a synonym for MOD() . That is, N % Mis equivalent to MOD( N, M . %is
supported for C programmers and for compatibility with PostgreSQL.

The =, <>, <= <, >=>, <<, >> <=> AND, OR, or LI KE operators may be used in column
comparisons to the left of the FROMin SELECT statements. For example:

nmysqgl > SELECT col 1=1 AND col 2=2 FROM t bl _narne;

The LAST I NSERT | () function that returns the most recent AUTO | NCREVENT
value. See Section 12.8.3, “Information Functions”’.

LI KE is alowed on numeric columns.
The REGEXP and NOT REGEXP extended regular expression operators.

CONCAT() or CHAR() with one argument or more than two arguments. (In MySQL Server,
these functions can take any number of arguments.)

The Bl T_COUNT( ), CASE, ELT(), FROM DAYS(), FORVAT(), | F(), PASSVWORD( ) ,
ENCRYPT(), MD5(), ENCODE(), DECODE(), PERI OD_ADD(), PERI OD DI FF(),
TO _DAYS() , and WEEKDAY( ) functions.

Use of TRI M) to trim substrings. Standard SQL supports removal of single characters
only.

The GROUP BY functions STD(), BIT_OR(), BIT_AND(), BI T_XOR(), and
GROUP_CONCAT( ) . See Section 12.9, “Functions and Modifiers for Use with GROUP BY
Clauses’.

For a prioritized list indicating when new extensions are added to MySQL Server, you should con-
sult the online MySQL TODO list at http://dev.mysqgl.com/doc/mysgl/en/TODO.html. That is the
latest version of the TODO list in this manual. See Appendix C, MySQL and the Future (the
TODO).
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MySQL Differences from Standard SQL

We try to make MySQL Server follow the ANSI SQL standard and the ODBC SQL standard, but
MySQL Server performs operations differently in some cases:

e For VARCHAR columns, trailing spaces are removed when the value is stored. (Fixed in MySQL
5.0.3). See Section 1.5.7, “Known Errors and Design Deficienciesin MySQL".

* In some cases, CHAR columns are silently converted to VARCHAR columns when you define a
table or alter its structure. (Fixed in MySQL 5.0.3). See Section 13.2.6.1, “Silent Column Spe-
cification Changes’.

» Privilegesfor atable are not automatically revoked when you delete atable. Y ou must explicitly
issue a REVCKE statement to revoke privileges for a table. See Section 13.5.1.3, “GRANT and
REVOKE Syntax”.

* TheCAST() function does not support cast to REAL or Bl G NT. See Section 12.7, “Cast Func-
tions and Operators’.

e Standard SQL requires that a HAVI NG clausein a SELECT statement be able to refer to columns
in the GROUP BY clause. This cannot be done before MySQL 5.0.2.

1.5.5.1. Subqueries

MySQL 4.1 supports subqueries and derived tables. A ““subquery” is a SELECT statement nested
within another statement. A “derived table" (an unnamed view) is a subquery in the FROMclause of
another statement. See Section 13.1.8, “ Subquery Syntax”.

For MySQL versions older than 4.1, most subqueries can be rewritten using joins or other methods.
See Section 13.1.8.11, “Rewriting Subqueries as Joins for Earlier MySQL Versions’ for examples
that show how to do this.

1.5.5.2. SELECT | NTO TABLE

MySQL Server doesn't support the Sybase SQL extension: SELECT ... |NTO TABLE ....
Instead, MySQL Server supports the standard SQL syntax | NSERT | NTO ... SELECT ...,
which is basically the same thing. See Section 13.1.4.1, “I NSERT ... SELECT Syntax”.

I NSERT INTO thl _tenmp2 (fld_id)
SELECT tbl _tenpl.fld_order_id
FROM tbl tenpl WHERE tbl tenpl.fld order_id > 100;

Alternatively, you canuse SELECT | NTO QUTFI LE ... or CREATE TABLE ... SELECT.

From version 5.0, MySQL supports SELECT ... | NTO with user variables. The same syntax
may also be used inside stored procedures using cursors and local variables. See Section 19.1.6.3,
“SELECT ... | NTOStatement”.

1.5.5.3. Transactions and Atomic Operations

MySQL Server (version 3.23-max and al versions 4.0 and above) supports transactions with the
I nnoDB and BDB transactional storage engines. | nnoDB provides full AClI D compliance. See
Chapter 14, MySQL Storage Engines and Table Types.

The other non-transactional storage engines in MySQL Server (such as Myl SAM follow a different
paradigm for data integrity called ““atomic operations." In transactional terms, Myl SAMtables ef-
fectively always operate in AUTOCOVM T=1 mode. Atomic operations often offer comparable in-
tegrity with higher performance.

With MySQL Server supporting both paradigms, you can decide whether your applications are best
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served by the speed of atomic operations or the use of transactional features. This choice can be
made on a per-table basis.

As noted, the trade-off for transactional versus non-transactional table types lies mostly in perform-
ance. Transactiona tables have significantly higher memory and diskspace requirements, and more
CPU overhead. On the other hand, transactional table types such as | nnoDB also offer many signi-
ficant features. MySQL Server's modular design allows the concurrent use of different storage en-
ginesto suit different requirements and deliver optimum performance in all situations.

But how do you use the features of MySQL Server to maintain rigorous integrity even with the non-
transactional Myl SAMtables, and how do these features compare with the transactional table types?

1. If your applications are written in a way that is dependent on being able to call ROLLBACK
rather than COVMM T in critical situations, transactions are more convenient. Transactions also
ensure that unfinished updates or corrupting activities are not committed to the database; the
server is given the opportunity to do an automatic rollback and your database is saved.

If you use non-transactional tables, MySQL Server in ailmost all cases allows you to resolve
potential problems by including simple checks before updates and by running simple scripts
that check the databases for inconsistencies and automatically repair or warn if such an incon-
sistency occurs. Note that just by using the MySQL log or even adding one extralog, you can
normally fix tables perfectly with no dataintegrity loss.

2. More often than not, critical transactional updates can be rewritten to be atomic. Generally
speaking, all integrity problems that transactions solve can be done with LOCK TABLES or
atomic updates, ensuring that there are no automatic aborts from the server, which is a common
problem with transactional database systems.

3. Even atransactional system can lose data if the server goes down. The difference between dif-
ferent systems lies in just how small the time-lag is where they could lose data. No system is
100% secure, only ~“secure enough.” Even Oracle, reputed to be the safest of transactional data-
base systems, is reported to sometimes lose data in such situations.

To be safe with MySQL Server, whether or not using transactional tables, you only need to
have backups and have binary logging turned on. With this you can recover from any situation
that you could with any other transactional database system. It is always good to have backups,
regardless of which database system you use.

The transactional paradigm has its benefits and its drawbacks. Many users and application de-
velopers depend on the ease with which they can code around problems where an abort appears to
be, or is necessary. However, even if you are new to the atomic operations paradigm, or more famil-
iar with transactions, do consider the speed benefit that non-transactional tables can offer on the or-
der of three to five times the speed of the fastest and most optimally tuned transactional tables.

In situations where integrity is of highest importance, MySQL Server offers transaction-level reliab-
ility and integrity even for non-transactional tables. If you lock tables with LOCK TABLES, &l up-
dates stall until integrity checks are made. If you obtain a READ LOCAL lock (as opposed to awrite
lock) for a table that allows concurrent inserts at the end of the table, reads are allowed, as are in-
serts by other clients. The newly inserted records are not be seen by the client that has the read lock
until it releases the lock. With | NSERT DELAYED, you can queue inserts into a local queue, until
the locks are released, without having the client wait for the insert to complete. See Section 13.1.4.2,
“I NSERT DELAYED Syntax”.

“Atomic," in the sense that we mean it, is nothing magical. It only means that you can be sure that
while each specific update is running, no other user can interfere with it, and there can never be an
automatic rollback (which can happen with transactional tables if you are not very careful). MySQL
Server aso guarantees that there are no dirty reads.

Following are some techniques for working with non-transactional tables:
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Loops that need transactions normally can be coded with the help of LOCK TABLES, and you
don't need cursors to update records on the fly.

To avoid using ROLLBACK, you can use the following strategy:

1. UseLOCK TABLEStolock all the tables you want to access.

2. Test the conditions that must be true before performing the update.
3. Updateif everything is okay.

4. UseUNLOCK TABLES to release your locks.

This is usually a much faster method than using transactions with possible rollbacks, although
not always. The only situation this solution doesn't handle is when someone kills the threads in
the middle of an update. In this case, all locks are released but some of the updates may not have
been executed.

You can aso use functions to update records in a single operation. You can get a very efficient
application by using the following techniques:

* Modify columnsrelative to their current value.
» Update only those columns that actually have changed.

For example, when we are doing updates to some customer information, we update only the cus-
tomer data that has changed and test only that none of the changed data, or data that depends on
the changed data, has changed compared to the original row. The test for changed data is done
with the WHERE clause in the UPDATE statement. If the record wasn't updated, we give the cli-
ent a message: ~ Some of the data you have changed has been changed by another user." Then
we show the old row versus the new row in a window so that the user can decide which version
of the customer record to use.

This gives us something that is similar to column locking but is actually even better because we
only update some of the columns, using values that are relative to their current values. This
means that typical UPDATE statements ook something like these:

UPDATE t abl ename SET pay_back=pay_back+125;
UPDATE cust oner
SET
custoner _date='current _date',
addr ess=' new addr ess',
phone=' new phone',
nmoney_owed_t o_us=noney_owed_t o_us-125
VWHERE
customer _i d=id AND address='ol d address' AND phone='old phone';

Thisis very efficient and works even if another client has changed the valuesin the pay _back
or noney_owed_t o_us columns.

In many cases, users have wanted LOCK TABLES and/or ROLLBACK for the purpose of man-
aging unique identifiers. This can be handled much more efficiently without locking or rolling
back by using an AUTO_| NCREMENT column and either the LAST_| NSERT_I D() SQL func-
tion or the nysql _i nsert _i d() C API function. See Section 12.8.3, “Information Func-
tions’. See Section 22.2.3.33, “nysql _i nsert _id()".

Y ou can generally code around the need for row-level locking. Some situations really do need it,
and | nnoDB tables support row-level locking. With Myl SAMtables, you can use a flag column
in the table and do something like the following:

UPDATE t bl _name SET row_fl ag=1 WHERE i d=I D;
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MySQL returns 1 for the number of affected rows if the row was found and r ow_f | ag wasn't
1 intheorigina row.

Y ou can think of it asthough MySQL Server changed the preceding query to:
UPDATE t bl _nane SET row flag=1 WHERE i d=ID AND row flag <> 1;

1.5.5.4. Stored Procedures and Triggers

Stored procedures are implemented in MySQL version 5.0. See Chapter 19, Sored Procedures and
Functions.

Triggers are currently being implemented, with basic functionality in MySQL 5.0, with further de-
velopment planned for MySQL 5.1.

1.5.5.5. Foreign Keys

In MySQL Server 3.23.44 and up, the | nnoDB storage engine supports checking of foreign key
congtraints, including CASCADE, ON DELETE, and ON UPDATE. See Section 15.7.4, “FOREI GN
KEY Constraints”.

For storage engines other than | nnoDB, MySQL Server parses the FOREI GN KEY syntax in CRE-

ATE TABLE statements, but does not use or store it. In the future, the implementation will be ex-
tended to store this information in the table specification file so that it may be retrieved by mysgl-
dump and ODBC. At a later stage, foreign key constraints will be implemented for Myl SAMtables
aswell.

Foreign key enforcement offers several benefits to database developers:

» Assuming proper design of the relationships, foreign key constraints make it more difficult for a
programmer to introduce an inconsistency into the database.

» Centralized checking of constraints by the database server makes it unnecessary to perform these
checks on the application side. This eliminates the possibility that different applications may not
al check the constraints in the same way.

» Using cascading updates and deletes can simplify the application code.

» Properly designed foreign key rules aid in documenting relationships between tables.

Do keep in mind that these benefits come at the cost of additional overhead for the database server
to perform the necessary checks. Additional checking by the server affects performance, which for
some applications may be sufficiently undesirable as to be avoided if possible. (Some major com-
mercial applications have coded the foreign-key logic at the application level for this reason.)

MySQL gives database developers the choice of which approach to use. If you don't need foreign
keys and want to avoid the overhead associated with enforcing referential integrity, you can choose
another table type instead, such as Myl SAM (For example, the Myl SAM storage engine offers very
fast performance for applications that perform only | NSERT and SELECT operations, because the
inserts can be performed concurrently with retrievals. See Section 7.3.2, “ Table Locking Issues’.)

If you choose not to take advantage of referential integrity checks, keep the following considerations
in mind:

» In the absence of server-side foreign key relationship checking, the application itself must
handle relationship issues. For example, it must take care to insert rows into tables in the proper
order, and to avoid creating orphaned child records. It must also be able to recover from errors
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that occur in the middle of multiple-record insert operations.

» If ON DELETE is the only referential integrity capability an application needs, note that as of
MySQL Server 4.0, you can use multiple-table DELETE statements to delete rows from many
tables with a single statement. See Section 13.1.1, “DELETE Syntax”.

» A workaround for the lack of ON DELETE isto add the appropriate DELETE statement to your
application when you delete records from a table that has a foreign key. In practice, thisis often
as quick as using foreign keys, and is more portable.

Be aware that the use of foreign keys can in some instances lead to problems:

» Foreign key support addresses many referential integrity issues, but it is still necessary to design
key relationships carefully to avoid circular rules or incorrect combinations of cascading del etes.

e Itisnot uncommon for a DBA to create a topology of relationships that makes it difficult to re-
store individual tables from a backup. (MySQL alleviates this difficulty by allowing you to tem-
porarily disable foreign key checks when reloading a table that depends on other tables. See Sec-
tion 15.7.4, “FORElI GN KEY Constraints’. As of MySQL 4.1.1, mysgldump generates dump
files that take advantage of this capability automatically when reloaded.)

Note that foreign keysin SQL are used to check and enforce referential integrity, not to join tables.
If you want to get results from multiple tables from a SELECT statement, you do this by performing
ajoin between them:

SELECT * FROMt1, t2 WHERE t1.id = t2.id;

See Section 13.1.7.1, “JA N Syntax” . See Section 3.6.6, “Using Foreign Keys’.

The FOREI GN KEY syntax without ON DELETE . . . isoften used by ODBC applicationsto pro-
duce automatic WHERE clauses.

1.5.5.6. Views

Views (including updatable views) are implemented in the 5.0 version of MySQL Server. Views are
available in binary releases from 5.0.1 and up. See Section 13.2.7, “CREATE VI EWSyntax”.

Views are useful for allowing users to access a set of relations (tables) as if it were a single table,
and limiting their access to just that. Views can also be used to restrict access to rows (a subset of a
particular table). For access control to columns, you can also use the sophisticated privilege system
in MySQL Server. See Section 5.5, “The MySQL Access Privilege System”.

In designing an implementation of views, our ambitious goal, as much as is possible within the con-
fines of SQL, has been full compliance with “Codd's Rule #6" for relational database systems: Al
views that are theoretically updatable, should in practice a so be updatable.”

1.5.5.7.'--"as the Start of a Comment

Some other SQL databases use '- - ' to start comments. MySQL Server uses '#' as the start comment
character. You can aso use the C comment style/* this is a coment */ with MySQL
Server. See Section 9.5, “Comment Syntax”.

MySQL Server 3.23.3 and above support the - - ' comment style, provided the comment is followed
by a space (or by a control character such as a newline). The requirement for a space is to prevent
problems with automatically generated SQL queries that have used something like the following
code, where we automatically insert the value of the payment for ! payment ! :

UPDATE account SET credit=credit-!payment!
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Think about what happensif the value of paynent isanegativevaluesuch as- 1:
UPDATE account SET credit=credit--1

credit--1isalegal expressionin SQL, but if - - isinterpreted as the start of a comment, part of
the expression is discarded. The result is a statement that has a completely different meaning than
intended:

UPDATE account SET credit=credit
The statement produces no change in value at all! This illustrates that allowing comments to start
with '- - ' can have serious consequences.

Using our implementation of this method of commenting in MySQL Server 3.23.3 and up, cr ed-
it--1isactualy safe.

Another safe feature is that the mysgl command-line client removes all lines that start with - - .
The following information is relevant only if you are running a MySQL version earlier than 3.23.3:

If you have an SQL program in atext file that contains '- - ' comments, you should use the replace
utility as follows to convert the comments to use '#' characters:

shel I > repl ace -t # < text-file-with-funny-coments. sql \
| mysqgl db_nane

instead of the usual:

shel I > mysgl db_nanme < text-file-wth-funny-comrents. sql

Y ou can aso edit the command file “"in place" to change the - - ' comments to '#' comments:

shel |l > replace " --" " #" -- text-file-wth-funny-coments. sql

Change them back with this command:

shell > replace " #" " --" -- text-file-with-funny-coments. sql

How MySQL Deals with Constraints

MySQL allows you to work both with transactional tables that alow rollback and with non-
transactional tables that do not. Because of this, constraint handling is a bit different in MySQL than
in other databases. We must handle the case when you have inserted or updated a lot of rows in a
non-transactional table for which changes cannot be rolled back when an error occurs.

The basic philosophy is that MySQL Server tries to produce an error for anything that it can detect
while parsing a statement to be executed, and tries to recover from any errors that occur while ex-
ecuting the statement. We do this in most cases, but not yet for all. See Section C.3, “New Features
Planned for the Near Future”.

The options MySQL has when an error occurs are to stop the statement in the middle or to recover
as well as possible from the problem and continue. By default, the server follows the latter course.
This means, for example, that the server may coerce illegal values to the closest legal values.

Beginning with MySQL 5.0.2, severa SQL mode options are available to provide greater control
over how accepting to be of bad data values and whether to continue executing a statement or abort
it when errors occur. Using these options, you can configure MySQL Server to act in a more tradi-
tional fashion that is like other DBMSs that reject improper input. The SQL mode can be set at
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runtime, which enables individual clients to select the behavior most appropriate for their require-
ments. See Section 5.2.2, “The Server SQL Mode”.

The following sections describe what happens for the different types of constraints.

1.5.6.1. PRI MARY KEY and UNI QUE Index Constraints

Normally, an error occurs when you try to | NSERT or UPDATE a row that causes a primary key,
unique key, or foreign key violation. If you are using a transactional storage engine such as
| nnoDB, MySQL automatically rolls back the statement. If you are using a non-transactional stor-
age engine, MySQL stops processing the statement at the row for which the error occurred and
leaves any remaining rows unprocessed.

If you wish to ignore such key violations, MySQL supports an | GNORE keyword for | NSERT and
UPDATE. In this case, MySQL ignores any key violations and continues processing with the next
row. See Section 13.1.4, “I NSERT Syntax”. See Section 13.1.10, “UPDATE Syntax”.

You can get information about the number of rows actually inserted or updated with the
nysqgl _i nfo() C API function. See Section 22.2.3.31, “nnysql _i nfo()”. In MySQL 4.1 and
up, you also can use the SHOW WARNI NGS statement. See Section 13.5.4.20, “ SHOW WARNI NGS
Syntax”.

For the moment, only | nnoDB tables support foreign keys. See Section 15.7.4, “FORElI GN KEY
Constraints’. Foreign key support in Myl SAMtables is scheduled for implementation in MySQL
5.1

1.5.6.2. Constraints on Invalid Data

Before MySQL 5.0.2, MySQL is forgiving of illegal or improper data values and coerces them to
legal values for data entry. In MySQL 5.0.2 and up, that remains the default behavior, but you can
select more traditional treatment of bad values such that the server regjects them and aborts the state-
ment in which they occur. This section describes the default (forgiving) behavior of MySQL, as well
as the newer strict SQL mode and how it differs.

The following holds true when you are not using strict mode. If you insert an ““incorrect” value into
a column, such as a NULL into a NOT NULL column or a too-large numeric value into a numeric
column, MySQL sets the column to the “"best possible value" instead of producing an error;

e If you try to store an out of range value in a numeric column, MySQL Server instead stores zero,
the smallest possible value, or the largest possible value in the column.

» For strings, MySQL stores either the empty string or the longest possible string that can bein the
column.

» If youtry to store a string that doesn't start with a number into a numeric column, MySQL Serv-
er stores 0.

e If you try to store NULL into a column that doesn't take NULL values, MySQL Server stores 0 or
"' (the empty string) instead.

*  MySQL allows you to store certain incorrect date values into DATE and DATETI ME columns
(such as' 2000- 02- 31" or ' 2000- 02- 00" ). The idea is that it's not the job of the SQL
server to validate dates. If MySQL can store a date value and retrieve exactly the same value,
MySQL storesit as given. If the date is totally wrong (outside the server's ability to store it), the
special datevalue' 0000- 00- 00" isstored in the column instead.

* If an | NSERT statement specifies no value for a column, MySQL inserts its default value if the
column definition includes an explicit DEFAULT clause. If the definition has no such DEFAULT
clause, MySQL inserts the implicit default value for the column data type. In generdl, thisis the
empty string for string columns, O for numeric columns, and ' 0000- 00- 00" for date columns.
Implicit default values are discussed in Section 13.2.6, “CREATE TABLE Syntax”.
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The reason for the preceding rules is that we can't check these conditions until the statement has be-
gun executing. We can't just roll back if we encounter a problem after updating a few rows, because
the storage engine may not support rollback. The option of terminating the statement is not that
good; in this case, the update would be ““half done," which is probably the worst possible scenario.
In this case, it's better to ““do the best you can” and then continue as if nothing happened.

In MySQL 5.0.2 and up, you can select stricter treatment of input values by using the
STRI CT_TRANS_TABLES or STRI CT_ALL_TABLES SQL modes. See Section 5.2.2, “The Serv-
er SQL Mode”.

STRI CT_TRANS_TABLES works like this: For transactional storage engines, bad data values oc-
curring anywhere in the statement causes the to abort and roll back. For non-transactional storage
engines, the statement aborts if the error occurs in the first row to be inserted or updated. (In this
case, the statement can be regarded to leave the table unchanged, just as for a transactional table.)
Errorsin rows after the first do not abort the statement. Instead, bad data values are adjusted and res-
ult in warnings rather than errors. In other words, with STRI CT_TRANS_TABLES, a wrong value
causes MySQL to roll back, if it can, al updates done so far.

For stricter checking, enable STRICT_ALL_TABLES. This is the same as
STRI CT_TRANS_TABLES except that for non-transactional storage engines, errors abort the state-
ment even for bad data in rows following the first row. This means that if an error occurs partway
through a multiple-row insert or update for a non-transactional table, a partial update results. Earlier
rows are inserted or updated, but those from the point of the error on are not. To avoid this for non-
transactional tables, either use single-row statements or else use STRI CT_TRANS_TABLES if con-
version warnings rather than errors are acceptable. To avoid problems in the first place, do not use
MySQL to check column content. It is safest (and often faster) to let the application ensure that it
passes only legal values to the database.

With either of the strict mode options, you can cause errors to be treated as warnings by using | N-
SERT | GNORE or UPDATE | GNORE.

1.5.6.3. ENUMand SET Constraints

ENUMand SET columns provide an efficient way to define columns that can contain only a given
set of values. However, before MySQL 5.0.2, ENUMand SET are not real constraints. Thisisfor the
same reasons that NOT NULL is not honored. See Section 1.5.6.2, “Constraints on Invalid Data’.

ENUM columns always have a default value. If you don't specify a default value, then it is NULL for
columns that can have NULL, otherwise the first enumeration value is used as the default value.

If you insert an incorrect value into an ENUM column or if you force a value into an ENUM column
with | GNORE, it is set to the reserved enumeration value of 0, which is displayed as an empty string
in string context. See Section 11.4.4, “The ENUMType”.

If you insert an incorrect value into a SET column, the incorrect value is ignored. For example, if
the column can contain thevalues' a' ,' b' ,and' ¢', anattempt to assign' a, x, b, y' resultsin
avalueof ' a, b' . See Section 11.4.5, “The SET Type”.

As of MySQL 5.0.2, you can configure the server to use strict SQL mode. See Section 5.2.2, “The
Server SQL Mode’. When strict mode is not enabled, values entered into ENUMand SET columns
are handled as just described for MySQL 4.x. However, if strict mode is enabled, the definition of a
ENUMor SET column does act as a constraint on values entered into the column. An error occurs for
valuesthat do not satisfy these conditions:

* An ENUMvalue must be one of those listed in the column definition, or the internal numeric
equivalent thereof. The value cannot be the error value (that is, O or the empty string). For a
column defined asENUM " @' , ' b', ' ¢'),valuessuchas'',' d',and' ax' areillegal and
arerejected.

» A SET value must be the empty string or a value consisting of one or more of the valueslisted in
the column definition separated by commas. For a column defined as SET('a',"'b',"'c'),
valuessuchas' d' ,and' a, b, ¢, d' areillegal and are rejected.
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Errorsfor invalid values can be suppressed in strict mode if you use | NSERT | GNORE or UPDATE
| GNORE. In this case, awarning is generated rather than an error. For ENUM the value is inserted as
the error member (0). For SET, the value is inserted as given except that any invalid substrings are
deleted. For example, ' a, x, b, y' resultsinavalueof ' a, b' , asdescribed earlier.

1.5.7. Known Errors and Design Deficiencies in MySQL
1.5.7.1. Errors in 3.23 Fixed in a Later MySQL Version

The following known errors or bugs are not fixed in MySQL 3.23 because fixing them would in-
volve changing a lot of code that could introduce other even worse bugs. The bugs are also classi-
fied as " "not fatal" or ~"bearable.”

* You should avoid using spaces at the end of column names because this can cause weird behavi-
or. (Fixed in MySQL 4.0.) (Bug #4196)

e You can get adeadlock (hung thread) if you use LOCK TABLE to lock multiple tables and then
in the same connection use DROP TABLE to drop one of them while another thread is trying to
lock it. (To break the deadlock, you can use Kl LL to terminate any of the threads involved.)
Thisissueisresolved as of MySQL 4.0.12.

e SELECT MAX(key columm) FROM t1,t2,t3... where one of the tables are empty
doesn't return NULL but instead returns the maximum value for the column. This issue is re-
solved as of MySQL 4.0.11.

« DELETE FROM heap_t abl e without a WHERE clause doesn't work on alocked HEAP table.

1.5.7.2. Errors in 4.0 Fixed in a Later MySQL Version

The following known errors or bugs are not fixed in MySQL 4.0 because fixing them would involve
changing a lot of code that could introduce other even worse bugs. The bugs are also classified as
““not fatal" or ““bearable."

* In HAVI NGyou can get a crash or wrong result if you use an aliasto a RAND( ) function. Thisis
fixed in 4.1.10 but will not be fixed in 4.0 because the fix 'may' cause side effects for some ap-
plications.

* InaUNI ON, the first SELECT determines the type, max_I| engt h, and NULL properties for the
resulting columns. This issue is resolved as of MySQL 4.1.1; the property values are based on
the rows from al UNI ON parts.

* In DELETE with many tables, you can't refer to tables to be deleted through an alias. This is
fixed as of MySQL 4.1.

e You cannot mix UNI ON ALL and UNI ON DI STI NCT in the same query. If you use ALL for
one UNI ON, it is used for al of them. This is fixed as of MySQL 4.1.2. The rules for mixed
UNI ON types are given in Section 13.1.7.2, “UNI ON Syntax”.

e FLUSH TABLES W TH READ LOCK does not block CREATE TABLE, which may cause a
problem with the binary log position when doing a full backup of tables and the binary log.

* nysql dunp --single-transaction --naster-data behaved likenysqgl dunp -
- mast er - dat a, so the dump was a blocking one. Thisisfixed starting from MySQL 4.1.8.

e When using the RPADX ) function (or any function adding spaces to the right) in a query that
had to be resolved by using atemporary table, all resulting strings had rightmost spaces removed
(i.e. RPAD() did not work).
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1.5.7.3. Open Bugs and Design Deficiencies in MySQL

The following problems are known and fixing them is a high priority:

» If you compare aNULL value to a subquery using ALL/ ANY/ SOVE and the subquery returns an
empty result, the comparison might evaluate to the non-standard result of NULL rather than to
TRUE or FALSE. Thiswill be fixed in MySQL 5.0.

 Evenif youareusing| ower _case_t abl e_nanes=2 (which enables MySQL to remember
the used case for databases and table names) MySQL does not remember the used case for data-
base names for the function DATABASE( ) or in various logs (on case-insensitive systems).

» Dropping a FOREI GN KEY constraint doesn't work in replication because the constraint may
have another name on the slave.

e REPLACE (and LOAD DATA with the REPLACE option) does not trigger ON DELETE CAS-
CADE.

» DI STI NCT with ORDER BY doesn't work inside GROUP_CONCAT( ) if you don't use al and
only those columnsthat arein the DI STI NCT list.

» If one user has a long-running transaction and another user drops a table that is updated in the
transaction, there is small chance that the binary log may contain the DROP TABLE command
before the table is used in the transaction itself. We plan to fix this in 5.0 by having the DROP
TABLE wait until the table is not used in any transaction.

*  When inserting a big integer value (between 2°63 and 2'64#1) into a decimal/string column, it
is inserted as a negative value because the number is evaluated in a signed integer context. We
planto fix thisin MySQL 4.1.

e FLUSH TABLES W TH READ LOCK does not block COMM T if the server is running without
binary logging, which may cause a problem (of consistency between tables) when doing a full
backup.

e« ANALYZE TABLE on a BDB table may in some cases make the table unusable until you restart
mysqld. If this happens, look for errors of the following form in the MySQL error file:

001207 22:07:56 bdb: 1og_flush: LSN past current end-of-I|og

* MySQL accepts parentheses in the FROM clause of a SELECT statement, but silently ignores
them. The reason for not giving an error is that many clients that automatically generate queries
add parentheses in the FROMclause even where they are not needed.

e Concatenating many Rl GHT JO NS or combining LEFT and RI GHT join in the same query
may not give a correct answer because MySQL only generates NULL rows for the table preced-
ing a LEFT or before a RI GHT join. This will be fixed in 5.0 at the same time we add support
for parentheses in the FROMclause.

e Don't execute ALTER TABLE on a BDB table on which you are running multiple-statement
transactions until all those transactions complete. (The transaction might be ignored.)

* ANALYZE TABLE, OPTI M ZE TABLE, and REPAI R TABLE may cause problems on tables
for which you areusing | NSERT DELAYED.

 DoingalLOCK TABLE ... and FLUSH TABLES ... doesn't guarantee that there isn't a
half-finished transaction in progress on the table.

» BDB tables are a bit slow to open. If you have many BDB tables in a database, it takes a long
time to use the mysql client on the database if you are not using the - A option or if you are us-
ing r ehash. Thisis especially notable when you have alarge table cache.
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Replication uses query-level logging: The master writes the executed queries to the binary log.
Thisisavery fast, compact, and efficient logging method that works perfectly in most cases. Al-
though we have never heard of it actually occurring, it is theoretically possible for the data on
the master and slave to become different if a query is designed in such away that the data modi-
fication is non-deterministic; that is, left to the will of the query optimizer. (That generally is not
agood practice anyway, even outside of replication!) For example:

¢ CREATE ... SELECT or I NSERT ... SELECT statements that insert zero or NULL
valuesinto an AUTO_| NCREMENT column.

« DELETE if you are deleting rows from a table that has foreign keys with ON DELETE
CASCADE properties.

e REPLACE ... SELECT, | NSERT | GNORE ... SELECT if you have duplicate key
valuesin the inserted data.

If and only if all these queries have no ORDER BY clause guaranteeing a deterministic or-
der.

For example, for | NSERT ... SELECT with no ORDER BY, the SELECT may return rows
in adifferent order (which resultsin arow having different ranks, hence getting a different num-
ber in the AUTO_| NCREMENT column), depending on the choices made by the optimizers on
the master and slave. A query is optimized differently on the master and slave only if:

» The files used by the two queries are not exactly the same; for example, OPTI M ZE TA-
BLE was run on the master tables and not on the slave tables. (To fix this, OPTI M ZE TA-
BLE, ANALYZE TABLE, and REPAI R TABLE are written to the binary log as of MySQL
4.1.1).

« Thetableisstored using a different storage engine on the master than on the slave. (It is pos-
sible to use different storage engines on the master and slave. For example, you can use | n-
noDB on the master, but Myl SAMon the dave if the slave has less available disk space.)

« MySQL buffer sizes (key_buffer_size, and so on) are different on the master and
dave.

e The master and dave run different MySQL versions, and the optimizer code differs between
these versions.

This problem may also affect database restoration using mysqlbinloglmysqgl.
The easiest way to avoid this problem in all cases is to add an ORDER BY clause to such non-

deterministic queries to ensure that the rows are always stored or modified in the same order. In
future MySQL versions, we will automatically add an ORDER BY clause when needed.

The following problems are known and will be fixed in due time:

Log filenames are based on the server hostname (if you don't specify a filename with the startup
option). You have to use options like - - 1 og- bi n=0l d_host _name- bi n if you change
your hostname to something else. Another option is to just rename the old files to reflect your
hostname change (and if these are binary logs, you also need to edit the binary log index file and
fix the binlog names there). See Section 5.2.1, “mysgld Command-Line Options”.

mysglbinlog does not delete temporary files left after aLOAD DATA | NFI LE command. See
Section 8.5, “The mysqglbinlog Binary Log Utility”.

RENAME doesn't work with TEMPORARY tables or tables used in a MERGE table.

Due to the way table definition files are stored, you cannot use character 255 (CHAR( 255) ) in
table names, column names, or enumerations. This is scheduled to be fixed in version 5.1 when
we have new table definition format files.
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When using SET CHARACTER SET, you can't use trandlated characters in database, table, and
column names.

Youcan'tuse'_'or % withESCAPEInLI KE ... ESCAPE.

If you have a DECI MAL column in which the same number is stored in different formats (for ex-
ample, +01. 00, 1. 00, 01. 00), GROUP BY may regard each value as a different value.

You cannot build the server in another directory when using MIT-pthreads. Because this re-
quires changes to MIT-pthreads, we are not likely to fix this. See Section 2.8.5, “MIT-pthreads
Notes’.

BLOB and TEXTvalues can't ““reliably" be used in GROUP BY or ORDER BY or DI STI NCT.
Only the first max_sort _| engt h bytes are used when comparing BLOB values in these
cases. The default value of max_sort _| engt h valueis 1024. It can be changed at server star-
tup time. As of MySQL 4.0.3, it can also be changed at runtime. For older versions, a work-
around for most casesis to use a substring. For example:

SELECT DI STI NCT LEFT(bl ob_col , 2048) FROM t bl _nane;

Numeric calculations are done with Bl G NT or DOUBLE (both are normally 64 bits long).
Which precision you get depends on the function. The general rule is that bit functions are done
with Bl G NT precision, | F and ELT() with Bl G NT or DOUBLE precision, and the rest with
DOUBLE precision. You should try to avoid using unsigned long long values if they resolve to
be bigger than 63 bits (9223372036854775807) for anything other than bit fields. MySQL Serv-
er 4.0 has better Bl G NT handling than 3.23.

All string columns, except BLOB and TEXT columns, automatically have all trailing spaces re-
moved when retrieved. For CHAR types, this is okay. The bug is that in MySQL Server,
VARCHAR columns are treated the same way.

Y ou can have only up to 255 ENUMand SET columnsin one table.

InM N(), MAX() , and other aggregate functions, MySQL currently compares ENUMand SET
columns by their string value rather than by the string's relative position in the set.

mysqld_safe redirects all messages from mysqgld to the mysgld log. One problem with thisis
that if you execute mysgladmin refresh to close and reopen the log, st dout and st derr are
still redirected to the old log. If you use - - | og extensively, you should edit mysgld_safe to log
tohost _nane. err instead of host _nane. | og so that you can easily reclaim the space for
the old log by deleting the old one and executing mysgladmin refresh.

In the UPDATE statement, columns are updated from left to right. If you refer to an updated
column, you get the updated value instead of the original value. For example, the following
statement increments KEY by 2, not 1:

nysqgl > UPDATE tbl _nanme SET KEY=KEY+1, KEY=KEY+1;

You can refer to multiple temporary tables in the same query, but you cannot refer to any given
temporary table more than once. For example, the following doesn't work:

mysqgl > SELECT * FROM tenp_table, tenp table AS t2;
ERROR 1137: Can't reopen table: 'tenp_table'

The optimizer may handle DI STI NCT differently when you are using ~"hidden" columns in a
join than when you are not. In ajoin, hidden columns are counted as part of the result (even if
they are not shown), whereas in normal queries, hidden columns don't participate in the DI S-

TI NCT comparison. We will probably change this in the future to never compare the hidden
columns when executing DI STI NCT.

An example of thisis:
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SELECT DI STI NCT np3i d FROM band_downl oads
VWHERE userid = 9 ORDER BY id DESC,

and

SELECT DI STI NCT band_downl oads. np3i d
FROM band_downl oads, band_np3
WHERE band_downl oads. userid = 9
AND band_np3.id = band_downl oads. np3i d
ORDER BY band_downl oads. i d DESC,

In the second case, you might in MySQL Server 3.23.x get two identical rows in the result set
(because the values in the hidden i d column may differ).

Note that this happens only for queries where you don't have the ORDER BY columnsin the res-
ult.

Because MySQL Server alows you to work with table types that don't support transactions, and
thus can't roll back data, some things behave a little differently in MySQL Server than in other
SQL servers. Thisisjust to ensure that MySQL Server never needs to do arollback for an SQL
statement. This may be a little awkward at times because column values must be checked in the
application, but this actually gives you a nice speed increase because it allows MySQL Server to
do some optimizations that otherwise would be very hard to do.

If you set a column to an incorrect value, MySQL Server, instead of doing arollback, stores the
““best possible value" in the column. For information about how this occurs, see Section 1.5.6,
“How MySQL Dealswith Constraints’.

If you execute a PROCEDURE on a query that returns an empty set, in some cases the PROCED-
URE does not transform the columns.

Creation of atable of type MERGE doesn't check whether the underlying tables are of compatible
types.

If you use ALTER TABLE first to add a UNI QUE index to a table used in a MERGE table and
then to add a normal index on the MERGE table, the key order is different for the tables if there
was an old key that was not unique in the table. This is because ALTER TABLE puts UNI QUE
indexes before normal indexesto be able to detect duplicate keys as early as possible.

The following are known bugsin earlier versions of MySQL :

In the following case you can get a core dump:

« Delayed insert handler has pending inserts to atable.

e LOCK TABLEwithWRI TE.

e FLUSH TABLES.

Before MySQL Server 3.23.2, an UPDATE that updated a key with a WHERE on the same key
may have failed because the key was used to search for records and the same row may have been

found multiple times:

UPDATE t bl _name SET KEY=KEY+1 WHERE KEY > 100;

A workaround is to use:

UPDATE t bl _name SET KEY=KEY+1 WHERE KEY+0 > 100;
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This works because MySQL Server does not use an index on expressions in the WHERE clause.

» Before MySQL Server 3.23, al numeric types were treated as fixed-point fields. That means that
you had to specify how many decimals a floating-point field should have. All results were re-
turned with the correct number of decimals.

For information about platform-specific bugs, see the installation and porting instructions in Sec-
tion 2.12, “ Operating System-Specific Notes” and Appendix E, Porting to Other Systems.
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Chapter 2. Installing MySQL

This chapter describes how to obtain and install MySQL:

Determine whether your platform is supported. Please note that not all supported systems
are equally good for running MySQL on them. On some it is much more robust and efficient
than others. See Section 2.1.1, “Operating Systems Supported by MySQL” for details.

Choose which distribution to install. Several versions of MySQL are available, and most are
available in several distribution formats. Y ou can choose from pre-packaged distributions con-
taining binary (precompiled) programs or source code. When in doubt, use a binary distribu-
tion. We also provide public access to our current source tree for those who want to see our
most recent developments and help us test new code. To determine which version and type of
distribution you should use, see Section 2.1.2, “Choosing Which MySQL Distribution to In-
stall”.

Download the distribution that you want to install. For alist of sites from which you can
obtain MySQL, see Section 2.1.3, “How to Get MySQL". You can verify the integrity of the
distribution using the instructions in Section 2.1.4, “Verifying Package Integrity Using MD5
Checksums or GhuPG'.

Install the distribution. To install MySQL from a binary distribution, use the instructions in
Section 2.2, “Standard MySQL Installation Using a Binary Distribution”. To install MySQL
from a source distribution or from the current development source tree, use the instructions in
Section 2.8, “MySQL Installation Using a Source Distribution”.

Note: If you plan to upgrade an existing version of MySQL to a newer version rather than in-
stalling MySQL for the first time, see Section 2.10, “Upgrading MySQL” for information
about upgrade procedures and about issues that you should consider before upgrading.

If you encounter installation difficulties, see Section 2.12, “ Operating System-Specific Notes”
for information on solving problems for particular platforms.

Perform any necessary post-installation setup. After installing MySQL, read Section 2.9,
“Post-Installation Setup and Testing”. This section contains important information about mak-
ing sure the MySQL server is working properly. It also describes how to secure the initial
MySQL user accounts, which have no passwords until you assign passwords. The section ap-
plies whether you install MySQL using a binary or source distribution.

If you want to run the MySQL benchmark scripts, Perl support for MySQL must be available.
See Section 2.13, “Perl Installation Notes”.

2.1. General Installation Issues

Before installing MySQL, you should do the following:

1
2.
3.

Determine whether or not MySQL runs on your platform.
Choose a distribution to install.

Download the distribution and verify itsintegrity.

This section contains the information necessary to carry out these steps. After doing so, you can use
the instructions in later sections of the chapter to install the distribution that you choose.

2.1.1. Operating Systems Supported by MySQL
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This section lists the operating systems on which you can expect to be able to run MySQL.

We use GNU Autoconf, so it is possible to port MySQL to all modern systems that have a C++
compiler and aworking implementation of POSIX threads. (Thread support is needed for the server.
To compile only the client code, the only requirement is a C++ compiler.) We use and develop the
software ourselves primarily on Linux (SuSE and Red Hat), FreeBSD, and Sun Solaris (Versions 8
and 9).

MySQL has been reported to compile successfully on the following combinations of operating sys-
tem and thread package. Note that for many operating systems, native thread support works only in
the latest versions.

AlX 4.x, 5.x with native threads. See Section 2.12.5.3, “IBM-AIX notes’.

Amiga.

BSDI 2.x with the MIT-pthreads package. See Section 2.12.4.5, “BSD/OS Version 2.x Notes’.
BSDI 3.0, 3.1 and 4.x with native threads. See Section 2.12.4.5, “BSD/OS Version 2.x Notes’.
Digital Unix 4.x with native threads. See Section 2.12.5.5, “ Alpha-DEC-UNIX Notes (Tru64)”.
FreeBSD 2.x with the MIT-pthreads package. See Section 2.12.4.1, “FreeBSD Notes’.
FreeBSD 3.x and 4.x with native threads. See Section 2.12.4.1, “FreeBSD Notes’.

FreeBSD 4.x with LinuxThreads. See Section 2.12.4.1, “FreeBSD Notes’.

HP-UX 10.20 with the DCE threads or the MIT-pthreads package. See Section 2.12.5.1,
“HP-UX Version 10.20 Notes’.

HP-UX 11.x with the native threads. See Section 2.12.5.2, “HP-UX Version 11.x Notes".

Linux 2.0+ with LinuxThreads 0.7.1+ or gl i bc 2.0.7+ for various CPU architectures. See Sec-
tion 2.12.1, “Linux Notes".

Mac OS X. See Section 2.12.2, “Mac OS X Notes'.

NetBSD 1.3/1.4 Intel and NetBSD 1.3 Alpha (requires GNU make). See Section 2.12.4.2,
“NetBSD Notes’.

Novell NetWare 6.0. See Section 2.6, “Installing MySQL on NetWare”.

OpenBSD > 2.5 with native threads. OpenBSD < 2.5 with the MIT-pthreads package. See Sec-
tion 2.12.4.3, “OpenBSD 2.5 Notes'.

0S/2 Warp 3, FixPack 29 and OS/2 Warp 4, FixPack 4. See Section 2.12.6, “OS/2 Notes'.

SCO OpenServer with a recent port of the FSU Pthreads package. See Section 2.12.5.8, “SCO
Notes”.

SCO UnixWare 7.1.X. See Section 2.12.5.9, “SCO UnixWare Version 7.1.x Notes’.
SGI Irix 6.x with native threads. See Section 2.12.5.7, “ SGI Irix Notes’.

Solaris 2.5 and above with native threads on SPARC and x86. See Section 2.12.3, “Solaris
Notes”.

SunOS 4.x with the MIT-pthreads package. See Section 2.12.3, “ Solaris Notes’.
Trub4 Unix. See Section 2.12.5.5, “Alpha-DEC-UNIX Notes (Tru64)”.

Windows 9x, Me, NT, 2000, XP, and 2003. See Section 2.3, “Installing MySQL on Windows”".
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Not all platforms are equally well-suited for running MySQL. How well a certain platform is suited
for a high-load mission-critical MySQL server is determined by the following factors:

e General stahility of the thread library. A platform may have an excellent reputation otherwise,
but MySQL isonly as stable as the thread library it calls, even if everything elseis perfect.

* The capability of the kernel and the thread library to take advantage of symmetric multi-pro-
cessor (SMP) systems. In other words, when a process creates a thread, it should be possible for
that thread to run on adifferent CPU than the original process.

» The capability of the kernel and the thread library to run many threads that acquire and release a
mutex over a short critical region frequently without excessive context switches. If the imple-
mentation of pt hr ead_nut ex_I| ock() istoo anxiousto yield CPU time, this hurts MySQL
tremendously. If this issue is not taken care of, adding extra CPUs actually makes MySQL
slower.

*  General filesystem stability and performance.

« If your tables are hig, the ability of the filesystem to deal with large files at all and to deal with
them efficiently.

* Our level of expertise here at MySQL AB with the platform. If we know a platform well, we en-
able platform-specific optimizations and fixes at compile time. We can also provide advice on
configuring your system optimally for MySQL.

» The amount of testing we have done internally for similar configurations.

e The number of users that have successfully run MySQL on the platform in similar configura-
tions. If this number is high, the chances of encountering platform-specific surprises are much
smaller.

Based on the preceding criteria, the best platforms for running MySQL at this point are x86 with
SuSE Linux using a 2.4 kernel, and ReiserFS (or any similar Linux distribution) and SPARC with
Solaris (2.7-9). FreeBSD comes third, but we really hope it joins the top club once the thread library
is improved. We also hope that at some point we is able to include into the top category al other
platforms on which MySQL currently compiles and runs okay, but not quite with the same level of
stability and performance. This requires some effort on our part in cooperation with the developers
of the operating system and library components that MySQL depends on. If you are interested in im-
proving one of those components, are in a position to influence its development, and need more de-
tailed instructions on what MySQL needs to run better, send an email message to the MySQL i n-

t er nal s mailing list. See Section 1.4.1.1, “The MySQL Mailing Lists’.

Please note that the purpose of the preceding comparison is not to say that one operating system is
better or worse than another in general. We are talking only about choosing an OS for the specific
purpose of running MySQL. With this in mind, the result of this comparison would be different if
we considered more factors. In some cases, the reason one OS is better than the other could simply
be that we have been able to put more effort into testing and optimizing for a particular platform.
We arejust stating our observations to help you decide which platform to use for running MySQL.

Choosing Which MySQL Distribution to Install

When preparing to install MySQL, you should decide which version to use. MySQL development
occurs in severa release series, and you can pick the one that best fits your needs. After deciding
which version to install, you can choose a distribution format. Releases are available in binary or
source format.

2.1.2.1. Choosing Which Version of MySQL to Install

The first decision to make is whether you want to use a production (stable) release or a devel opment
release. In the MySQL development process, multiple release series co-exist, each at a different
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stage of maturity:

* MySQL 5.0 is the newest development release series and is under very active development for
new features. Alpha releases have been issued to allow more widespread testing.

* MySQL 4.1 isthe current stable (production-quality) release series. New releases are issued for
bugfixes. No new features are added that could diminish the code stability.

* MySQL 4.0isthe previous stable (production-quality) release series. New releases are issued for
bugfixes. No new features are added that could diminish the code stability.

 MySQL 3.23 is the old stable (production-quality) release series. This series is retired, so new
releases are issued only to fix critical bugs.

We don't believe in a complete freeze, as this aso leaves out bugfixes and things that ““must be
done." ““Somewhat frozen" means that we may add small things that ““almost surely do not affect
anything that's currently working." Naturally, relevant bugfixes from an earlier series propagate to
later series.

Normally, if you are beginning to use MySQL for the first time or trying to port it to some system
for which there is no binary distribution, we recommend going with the production release series.
Currently thisisMySQL 4.1. All MySQL releases, even those from devel opment series, are checked
with the MySQL benchmarks and an extensive test suite before being issued.

If you are running an old system and want to upgrade, but don't want to take the chance of having a
non-seamless upgrade, you should upgrade to the latest version in the same release series you are
using (where only the last part of the version number is newer than yours). We have tried to fix only
fatal bugs and make small, relatively safe changes to that version.

If you want to use new features not present in the production release series, you can use a version
from a development series. Note that devel opment releases are not as stable as production releases.

If you want to use the very latest sources containing all current patches and bugfixes, you can use
one of our BitKeeper repositories. These are not ““releases” as such, but are available as previews of
the code on which future releases are based.

The MySQL naming scheme uses release names that consist of three numbers and a suffix; for ex-
ample, nysql - 4. 1. 2- al pha. The numbers within the release name are interpreted like this:

o The first number (4) is the major version and aso describes the file format. All Version 4 re-
leases have the same file format.

e The second number (1) is the release level. Taken together, the major version and release level
constitute the rel ease series number.

* The third number (2) is the version number within the release series. This is incremented for
each new release. Usually you want the latest version for the series you have chosen.

For each minor update, the last number in the version string is incremented. When there are major
new features or minor incompatibilities with previous versions, the second number in the version
string is incremented. When the file format changes, the first number isincreased.

Release names aso include a suffix to indicates the stability level of the release. Releases within a
series progress through a set of suffixes to indicate how the stability level improves. The possible
suffixes are:

» al pha indicates that the release contains some large section of new code that hasn't been 100%
tested. Known bugs (usually there are none) should be documented in the News section. See Ap-
pendix D, MySQL Change History. There are also new commands and extensions in most alpha
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releases. Active development that may involve major code changes can occur in an apha re-
lease, but everything is tested before issuing arelease. For this reason, there should be no known
bugsin any MySQL release.

* bet a means that all new code has been tested. No major new features that could cause corrup-
tion in old code are added. There should be no known bugs. A version changes from alpha to
beta when there haven't been any reported fatal bugs within an alphaversion for at least a month
and we have no plansto add any features that could make any old command unreliable.

e ganmma is abeta that has been around a while and seems to work fine. Only minor fixes are ad-
ded. Thisiswhat many other companies call arelease.

» If there is no suffix, it means that the version has been run for a while at many different sites
with no reports of bugs other than platform-specific bugs. Only critical bugfixes are applied to
therelease. Thisiswhat we call aproduction (stable) or "General Availability' (GA) release.

MySQL uses a naming scheme that is slightly different from most other products. In general, it's rel-
atively safe to use any version that has been out for a couple of weeks without being replaced with a
new version within the release series.

All releases of MySQL are run through our standard tests and benchmarks to ensure that they are re-
latively safe to use. Because the standard tests are extended over time to check for al previously
found bugs, the test suite keeps getting better.

All releases have been tested at |east with:

* Aninternd test suite
Thenysql -t est directory contains an extensive set of test cases. We run these tests for virtu-
aly every server binary. See Section 25.1.2, “MySQL Test Suite” for more information about
this test suite.

*  TheMySQL benchmark suite

This suite runs arange of common queries. It is also atest to see whether the latest batch of op-
timizations actually made the code faster. See Section 7.1.4, “The MySQL Benchmark Suite”.

 Thecrash- ne test
This test tries to determine what features the database supports and what its capabilities and lim-
itations are. See Section 7.1.4, “ The MySQL Benchmark Suite”.

Another test is that we use the newest MySQL version in our internal production environment, on at
least one machine. We have more than 100GB of datato work with.

2.1.2.2. Choosing a Distribution Format

After choosing which version of MySQL to install, you should decide whether to use a binary distri-
bution or a source distribution. In most cases, you should probably use a binary distribution, if one
exists for your platform. Binary distributions are available in native format for many platforms, such
as RPM filesfor Linux or DMG package installers for Mac OS X. Distributions also are available as
Zip archives or compressed tar files.

Reasons to choose a binary distribution include the following:

* Binary distributions generally are easier to install than source distributions.

» To satisfy different user requirements, we provide two different binary versions. one compiled
with the non-transactional storage engines (a small, fast binary), and one configured with the
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most important extended options like transaction-safe tables. Both versions are compiled from
the same source distribution. All native MySQL clients can connect to servers from either
MySQL version.

The extended MySQL binary distribution is marked with the - max suffix and is configured with
the same options as mysqld-max. See Section 5.1.2, “The mysqgld-max Extended MySQL Serv-
er.

If you want to use the My SQL- Max RPM, you must first install the standard MySQL- ser ver
RPM.

Under some circumstances, you may be better off installing MySQL from a source distribution:

* You want to install MySQL at some explicit location. The standard binary distributions are
“ready to run" at any place, but you may want to have even more flexibility to place MySQL
components where you want.

* You want to configure mysgld with some extra features that are not included in the standard
binary distributions. Hereis alist of the most common extra options that you may want to use:

e --with-innodb (default for MySQL 4.0 and up)

e --with-berkel ey- db (not available on all platforms)

e --with-raid
e --with-libwap
e --wth-naned-z-|i bs (thisisdonefor some of the binaries)

e --with-debug[=full]

e You want to configure mysqld without some features that are included in the standard binary
distributions. For example, distributions normally are compiled with support for al character
sets. If you want asmaller MySQL server, you can recompile it with support for only the charac-
ter sets you need.

* You have a special compiler (such as pgcc) or want to use compiler options that are better op-
timized for your processor. Binary distributions are compiled with options that should work on a
variety of processors from the same processor family.

* You want to use the latest sources from one of the BitKeeper repositories to have access to all
current bugfixes. For example, if you have found a bug and reported it to the MySQL develop-
ment team, the bugfix is committed to the source repository and you can access it there. The
bugfix does not appear in arelease until arelease actualy isissued.

* You want to read (or modify) the C and C++ code that makes up MySQL. For this purpose, you
should get a source distribution, because the source code is always the ultimate manual.

»  Source distributions contain more tests and examples than binary distributions.

2.1.2.3. How and When Updates Are Released

MySQL is evolving quite rapidly here at MySQL AB and we want to share new developments with
other MySQL users. Wetry to make a rel ease when we have very useful features that others seem to
have aneed for.

We also try to help out users who request features that are easy to implement. We take note of what
our licensed users want to have, and we especially take note of what our support customers want and
try to help them out.
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No one has to download a new release. The News section tells you if the new release has something
you really want. See Appendix D, MySQL Change History.

We use the following policy when updating MySQL :

* Releases are issued within each series. For each release, the last number in the version is one
more than the previous rel ease within the same series.

e Production (stable) releases are meant to appear about 1-2 times a year. However, if small bugs
are found, arelease with only bugfixesis issued.

»  Working releases/bugfixes to old releases are meant to appear about every 4-8 weeks.

» Binary distributions for some platforms are made by us for magjor releases. Other people may
make binary distributions for other systems, but probably less frequently.

* We make fixes available as soon as we have identified and corrected small or non-critical but
annoying bugs. The fixes are available immediately from our public BitK eeper repositories, and
will be included in the next release.

» If by any chance afatal bug is found in a release, we make a new release as soon as possible.
(We would like other companies to do this, too!)

2.1.2.4. Release Philosophy---No Known Bugs in Releases

We put alot of time and effort into making our releases bug-free. To our knowledge, we have not
released a single MySQL version with any known ““fatal" repeatable bugs. (A ““fatal" bug is
something that crashes MySQL under normal usage, produces incorrect answers for normal queries,
or has a security problem.)

We have documented all open problems, bugs, and issues that are dependent on design decisions.
See Section 1.5.7, “Known Errors and Design Deficienciesin MySQL”.

Our aim is to fix everything that is fixable without risk of making a stable MySQL version less
stable. In certain cases, this means we can fix an issue in the development versions, but not in the
stable (production) version. Naturally, we document such issues so that users are aware of them.

Here is a description of how our build process works:

e We monitor bugs from our customer support list, the bugs database at http://bugs.mysgl.com/,
and the MySQL external mailing lists.

» All reported bugsfor live versions are entered into the bugs database.

*  When we fix a bug, we always try to make atest case for it and include it into our test system to
ensure that the bug can never recur without being detected. (About 90% of all fixed bugs have a
test case)

» Wecreatetest casesfor all new features we add to MySQL.

» Before we start to build a new MySQL release, we ensure that all reported repeatable bugs for
the MySQL version (3.23.x, 4.0.x, etc) are fixed. If something is impossible to fix (due to some
internal design decision in MySQL), we document this in the manual. See Section 1.5.7,
“Known Errors and Design Deficienciesin MySQL”.

*  Wedo abuild on al platforms for which we support binaries (15+ platforms) and run our test
suite and benchmark suite on all of them.

* Wedo not publish abinary for a platform for which the test or benchmark suite fails. If the prob-
lem is due to a general error in the source, we fix it and do the build plus tests on all systems
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again from scratch.

» Thebuild and test process takes 2-3 days. If we receive areport regarding a fatal bug during this
process (for example, one that causes a core dump), we fix the problem and restart the build pro-
cess.

» After publishing the binaries on http://dev.mysqgl.com/, we send out an anhouncement message
to the nysql and announce mailing lists. See Section 1.4.1.1, “The MySQL Mailing Lists’.
The announcement message contains alist of all changes to the release and any known problems
with the release. The Known Problems section in the release notes has been needed for only a
handful of releases.

» To quickly give our users access to the latest MySQL features, we do a new MySQL release
every 4-8 weeks. Source code snapshots are built daily and are avalable a ht-
tp://downl oads.mysgl.com/snapshots.php.

» If, despite our best efforts, we get any bug reports after the release is done that there was
something critically wrong with the build on a specific platform, we fix it at once and build a
new ' a' releasefor that platform. Thanksto our large user base, problems are found quickly.

e Our track record for making stable releases is quite good. In the last 150 releases, we had to do a
new build for fewer than 10 releases. In three of these cases, the bug was afaulty gl i bc library
on one of our build machines that took us along time to track down.

2.1.2.5. MySQL Binaries Compiled by MySQL AB

As a service of MySQL AB, we provide a set of binary distributions of MySQL that are compiled
on systems at our site or on systems where supporters of MySQL kindly have given us access to
their machines.

In addition to the binaries provided in platform-specific package formats, we offer binary distribu-
tions for a number of platforms in the form of compressed tar files (. t ar. gz files). See Sec-
tion 2.2, “ Standard MySQL Installation Using a Binary Distribution”.

For Windows distributions, see Section 2.3, “Installing MySQL on Windows”.

These distributions are generated using the script Bui | d- t ool s/ Do- conpi | e, which compiles
the source code and createsthe binary t ar . gz archive using scripts'/make_binary_distribution.

These binaries are configured and built with the following compilers and options. This information
can also be obtained by looking at the variables COMP_ENV_| NFOand CONFI GURE_LI NE inside
the script bin/mysqglbug of every binary tar file distribution.

The following binaries are built on MySQL AB development systems:

* Linux 2.4.xx x86 with gcc 2.95.3:

CFLAGS="- 2 -ncpu=pent i unpro” CXX=gcc CXXFLAGS="- 2 -
ncpu=penti unpro -felide-constructors" ./ configure -
-prefix=/usr/local /nysql --Wwi t h-extra-charset s=conpl ex -
-enabl e-t hread-safe-client --enable-local -infile -
- enabl e- assenbl er - -di sabl e-shared -
-with-client-ldflags=-all-static -
-wi th-nysql d-1dflags=-all-static

* Linux 2.4.x x86 with icc (Intel C++ Compiler 8.0):

CC=icc CXX=icc CFLAGS="-B -unroll2 -ip -nmp -no-gcc -restrict”
CXXFLAGS="-O3 -unroll2 -ip -np -no-gcc -restrict" ./configure -
-prefix=/usr/local/nysql --localstatedir=/usr/local/nysql/data -
-1i bexecdir=/usr/local /nysql/bin --wth-extra-charsets=conplex -
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-enabl e-t hread-safe-cli ent --enable-local-infile -
- enabl e- assenbl er --di sabl e- shar ed -
-with-client-l1dflags=-all-static -
-wi th-nysql d-1dfl ags=-all-static --wW t h- enbedded- server -

-wi t h-i nnodb

Linux 2.4.xx Intel Itanium 2 with ecc (Intel C++ Itanium Compiler 7.0):

CC=ecc CFLAGS="- 2 -t pp2 -ip -nolib_inline" CXX=ecc
CXXFLAGS="- 2 -tpp2 -ip -nolib_inline" ./configure -
-prefix=/usr/local / nysql --Wwi t h-extra- charset s=conpl ex -

-enabl e-thread-safe-client --enable-local-infile

Linux 2.4.xx Intel Itanium with ecc (Intel C++ Itanium Compiler 7.0):

CC=ecc  CFLAGS=-tppl CXX=ecc  CXXFLAGS=-tppl ./Iconfigure -
-prefix=/usr/local/nysql --Wwi t h-extra- charset s=conpl ex -
-enabl e-thread-safe-client --enable-local-infile

Linux 2.4.xx alphawith ccc (Compag C V6.2-505 / Compaq C++ V6.3-006):

CC=ccc CFLAGS="-fast -arch generic" CXX=cxx CXXFLAGS="-fast -

arch generic - noexceptions -nortti” ./configure -
-prefix=/usr/local/nysql --w t h-extra-charset s=conpl ex -
-enabl e-t hread-safe-client --enable-local -infile -

-wi t h-nysql d- 1 df | ags=-non_shar ed -
-with-client-1dflags=-non_shared --disabl e-shared

Linux 2.x.xx ppc with gcc 2.95.4;

CC=gcc CFLAGS="- 3 -fno-onit-frame-pointer” CXX=gcc
CXXFLAGS="-3 ~-fno-omt-frame-pointer -felide-constructors -

fno-exceptions -fno-rtti" ./configure --prefix=/usr/local/nysql
--local statedir=/usr/local/nysql/data -
-l i bexecdir=/usr/local/mysqgl/bin --wth-extra-charsets=conplex -
-enabl e-t hread-safe-client --enable-local -infile -
-di sabl e-shared --with-enbedded-server --with-innodb

Linux 2.4.xx s390 with gcc 2.95.3;

CFLAGS="- 2" CXX=gcc CXXFLAGS="- X -felide-constructors”
./configure --prefix=/usr/local/nysql -
-wi t h-extra-charset s=conpl ex --enabl e-t hread-safe-client -
-enabl e-local -infile - -di sabl e- shared -

-with-client-l1dflags=-all-static -
-with-nysql d-1dflags=-all-static

Linux 2.4.xx x86_64 (AMD®64) with gcc 3.2.1:

CXX=gcc ./configure --prefix=/usr/local /nysql -
-wi t h-extra-charset s=conpl ex --enabl e-t hread-safe-client -
-enabl e-1ocal -infile --disabl e-shared

Sun Solaris 8 x86 with gcc 3.2.3:

CC=gcc CFLAGS="- (3 -fno-omt-frame-pointer” CXX=gcc
CXXFLAGS="-8 ~-fno-omt-frame-pointer -felide-constructors -

fno-exceptions -fno-rtti" ./configure --prefix=/usr/local/nysql
--local statedir=/usr/local/nysql/data -
-1i bexecdir=/usr/local/mysqgl/bin --wth-extra-charsets=conplex -
-enabl e-t hread-safe-client --enable-local -infile -
-di sabl e-shared --w th-innodb
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Sun Solaris 8 SPARC with gcc 3.2:

CC=gcc CFLAGS="- 3 -fno-onit-frame-pointer"” CXX=gcc
CXXFLAGS="-3 -fno-omt-frame-pointer -felide-constructors -
fno-exceptions -fno-rtti" ./configure --prefix=/usr/local/nysql
--w t h-extra-charset s=conpl ex --enabl e-thread-safe-client -
-enabl e-local -infile --enabl e-assenbler --wth-nanmed-z-Iibs=no -
-wi t h- naned- curses-1|i bs=-1curses --disabl e-shared

Sun Solaris 8 SPARC 64-bit with gcc 3.2:

CC=gcc CFLAGS="- 3 -nb4 -fno-omt-frame-pointer" CXX=gcc
CXXFLAGS="-3 -nmb4 -fno-onit-frame-pointer -felide-constructors

-fno-exceptions -fno-rtti" ./configure --prefix=/usr/local/nysql
--w t h-extra-charset s=conpl ex --enabl e-thread-safe-client -
-enable-local-infile --w t h-named- z-1 i bs=no -

-wi t h-naned- curses-1i bs=-1curses --di sabl e-shared
Sun Solaris 9 SPARC with gcc 2.95.3:

CC=gcc CFLAGS="- 3 -fno-omt-frane-pointer"” CXX=gcc
CXXFLAGS="-3 -fno-omt-frame-pointer -felide-constructors -
fno-exceptions -fno-rtti" ./configure --prefix=/usr/local/nysql
--wi t h-extra-charset s=conpl ex --enabl e-thread-safe-client -
-enabl e-local -infile - -enabl e- assenbl er -
-wi t h- nanmed- curses-1ibs=-1curses --di sabl e-shared

Sun Solaris 9 SPARC with cc- 5. 0 (Sun Forte 5.0):

CC=cc-5.0 CXX=CC ASFLAGS="-xarch=v9" CFLAGS="-Xa -xstrconst -nmt
-D FORTEC -xarch=v9" CXXFLAGS="-noex -nt -D FORTEC -xarch=v9"
./l configure --prefix=/usr/local/nysql -
-wi t h-extra-charset s=conpl ex --enabl e-t hread-safe-cl i ent -
-enabl e-local -infile --enabl e-assenbler --with-nanmed-z-1ibs=no -
-enabl e-t hread-safe-client --disable-shared

IBM AlX 4.3.2 ppc with gcc 3.2.3:

CFLAGS="-Q2 -nctpu=powerpc -WA,-many " OCXX=gcc OCXXFLAGS="-O2 -
ncpu=powerpc -Wa,-nany -felide-constructors -fno-exceptions -
fno-rtti" ./configure --prefix=/usr/local/nysql -
-wi t h-extra-charset s=conpl ex --enabl e-t hread-safe-cl i ent -
-enabl e-local-infile --wth-naned-z-1ibs=no --disabl e-shared

IBM AIX 4.3.3 ppcwith x| C_r (IBM Visua Age C/C++ 6.0):

CC=xlc_r CFLAGS="-ma -2 -gstrict -qoptimze=2 -qgmaxnem=8192"
CXX=xI C_r CXXFLAGS ="-m -2 -gstrict -qoptimze=2 -
gmaxnenm=8192" ./configure --prefix=/usr/local / nysql -
-l ocal statedir=/usr/local/nysql/data -
-l i bexecdir=/usr/local/nmysqgl/bin --wth-extra-charsets=conplex -
-enabl e-t hread-safe-client --enable-local -infile -
-wi t h- nanmed- z- 1 i bs=no --di sabl e-shared --with-innodb

IBM AlX 5.1.0 ppc with gcc 3.3:

CFLAGS="-2 -nctpu=powerpc -WAa,-many" CXX=gcc OCXXFLAGS="-O2 -
ncpu=powerpc -WA, -nmany -felide-constructors -fno-exceptions -
fno-rtti” ./configure --prefix=/usr/local /nmysql -
-wi t h-extra-charset s=conpl ex --enabl e-t hread-safe-client -
-enabl e-local -infile --w th-naned-z-1ibs=no --disabl e-shared

IBM AIX 5.2.0 ppc withxI C_r (IBM Visual Age C/C++ 6.0):
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CC=xlc_r CFLAGS="-ma -2 -gstrict -qoptimze=2 -qgmaxnem=8192"
CXX=xI C_r CXXFLAGS="-ma -2 -qgstrict -qgoptinize=2 -qgmaxnem=8192"
./ configure --prefix=/usr/local/nysql -
-l ocal statedir=/usr/local/nysqgl/data -
-li bexecdir=/usr/local/nmysqgl/bin --wth-extra-charsets=conplex -
-enabl e-t hread-safe-client --enabl e-local -infile -
-wi t h-naned- z-1i bs=no --di sabl e-shared --wth-enbedded-server -
-wi t h-i nnodb

HP-UX 10.20 pa-riscl.1 with gcc 3.1:

CFLAGS=" - DHPUX -1/ opt/dce/incl ude -3 -fPIC CXX=gcc
CXXFLAGS="-DHPUX -I/opt/dce [/include -felide-constructors -
f no- excepti ons -fno-rtti -8B -fPIC ./Iconfigure -
-prefix=/usr/local/nysql --w t h-extra-charset s=conpl ex -
-enabl e-thread-safe-client --enable-local-infile --wth-pthread
--wi t h-naned-thread-1ibs=-1dce --with-lib-ccflags=-fPIC -

- di sabl e-shared
HP-UX 11.00 pa-risc with aCC (HP ANSI C++ B3910B A.03.50):

CC=cc CXX=aCC CFLAGS=+DAport abl e CXXFLAGS=+DAport abl e
./configure --prefix=/usr/local/nysql -
-l ocal statedir=/usr/local/nysql/data -
-l i bexecdir=/usr/local/nmysqgl/bin --wth-extra-charsets=conplex -
-enabl e-thread-safe-client --enabl e-local -infile -
-di sabl e-shared --with-enbedded-server --with-innodb

HP-UX 11.11 parrisc2.0 64bit with aCC (HP ANSI C++ B3910B A.03.33):

CC=cc CXX=aCC  CFLAGS=+DD64 CXXFLAGS=+DD64 ./Iconfigure -
-prefix=/usr/local / nysql --wi t h-extra-charset s=conpl ex -
- enabl e-t hread-saf e-cli ent --enabl e-local -infile -
- di sabl e- shar ed

HP-UX 11.11 pa-risc2.0 32bit with aCC (HP ANSI C++ B3910B A.03.33):

CC=cc CXX=aCC CFLAGS=" +DAport abl e" CXXFLAGS=" +DAport abl e"
./lconfigure --prefix=/usr/local /nysql -
-l ocal statedir=/usr/local /nysql/data -
-l i bexecdir=/usr/local/mysqgl/bin --wth-extra-charsets=conplex -
-enabl e-t hread-safe-client --enable-local -infile -
-di sabl e-shared --w th-innodb

HP-UX 11.22 ia64 64bit with aCC (HP aC++/ANS| C B3910B A.05.50):

CC=cc CXX=aCC  CFLAGS="+DD64 +DSi t ani um" CXXFLAGS=" +DD64
+DSi t ani unR" ./configure --prefix=/usr/local /nmysql -
-l ocal statedir=/usr/local/nysql/data -
-l i bexecdir=/usr/local/nmysqgl/bin --wth-extra-charsets=conplex -
-enabl e-t hread-safe-client --enable-local -infile -
-di sabl e-shared --with-enbedded-server --with-innodb

Apple Mac OS X 10.2 powerpc with gec 3.1:

CC=gcc CFLAGS="- 3 -fno-onit-frame-pointer"” CXX=gcc
CXXFLAGS="-3 ~-fno-omt-frame-pointer -felide-constructors -
fno-exceptions -fno-rtti" ./configure --prefix=/usr/local/nysql
--w t h-extra-charset s=conpl ex --enabl e-thread-safe-client -
-enabl e-local -infile --di sabl e-shared

FreeBSD 4.7 386 with gcc 2.95.4:
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CFLAGS=- DHAVE_BROKEN_REALPATH ./ configure -
-prefix=/usr/local / nysql --Wwi t h-extra-charset s=conpl ex -
- enabl e-t hread-saf e-cli ent --enabl e-local -infile -

-enabl e- assenbl er --wi th-naned-z-1ibs=not-used --di sabl e-shar ed
* FreeBSD 4.7i386 using LinuxThreads with gcc 2.95.4:

CFLAGS=" - DHAVE_BROKEN_REALPATH -D__USE_UNI X98 -D REENTRANT -

D THREAD SAFE -1 /usr/local/include/pthread/linuxthreads"”
CXXFLAGS="- DHAVE_BROKEN_REALPATH -D__USE_UNI X98 - D _REENTRANT -
D_THREAD_SAFE -1 /usr/local/include/pthread/linuxthreads"”
./l configure --prefix=/usr/local/nysql -
-l ocal statedir=/usr/local /nysql/data -
-li bexecdir=/usr/local/mysqgl/bin --enable-thread-safe-client -
-enabl e-local -infile - -enabl e- assenbl er -
-wi t h-nanmed-thread-1ibs="-DHAVE_GLI BC2_STYLE GETHOSTBYNAME_R -
D_THREAD_SAFE - /usr/local/include/pthread/linuxthreads -
L/usr/local/lib -1 1thread -llgcec_r" --di sabl e-shared -

-wi t h- enbedded- server --with-innodb
e QNX Neutrino 6.2.1 1386 with gcc 2.95.3gnx-nto 20010315:

CC=gcc CFLAGS="- 3 -fno-onit-frame-pointer” CXX=gcc
CXXFLAGS="-3 ~-fno-omt-frame-pointer -felide-constructors -
fno-exceptions -fno-rtti" ./configure --prefix=/usr/local/nysql
--w t h-extra-charset s=conpl ex --enabl e-t hread-safe-client -
-enabl e-local -infile --disabl e-shared

The following binaries are built on third-party systems kindly provided to MySQL AB by other
users. These are provided only as a courtesy; MySQL AB does not have full control over these sys-
tems, so we can provide only limited support for the binaries built on them.

» SCO Unix 3.2v5.0.6 1386 with gcc 2.95.3:

CFLAGS="-C3 -npentium LDFLAGS=-static CXX=gcc OCXXFLAGS="-C3 -

npenti um -felide-constructors” ./configure -
-prefix=/usr/local/nysql --wW t h-extra-charset s=conpl ex -
-enabl e-t hread-safe-client --enable-local -infile -
-wi t h- nanmed- z- 1 i bs=no --enabl e-t hread-safe-client -

- di sabl e-shared

* SCO OpenUnix 8.0.0i386 with CC 3.2

CC=cc CFLAGS="-0' CXX=CC ./configure --prefix=/usr/local/nysql
-wi t h-extra-charset s=conpl ex --enabl e-t hread-safe-cl i ent -
-enabl e-local -infile --wi t h-nanmed- z- | i bs=no -
-enabl e-t hread-safe-client --disable-shared

» Compag Tru64 OSF/1 V5.1 732 apha with cc/ cxx (Compag C V6.3-029i / DIGITAL C++
V6.1-027):

CC="cc -pthread" CFLAGS="-O4 -ansi_alias -ansi_args -fast -
inline speed -speculate all" CXX="cxx -pthread" CXXFLAGS="-O4 -
ansi _alias -fast -inline speed -speculate all -noexceptions -
nortti" ./configure --prefix=/usr/local / nysql -
-wi t h-extra-charset s=conpl ex --enabl e-t hread-safe-client -
-enabl e-local-infile --with-nanmed-thread-libs="-1pthread -Inach
-lexc -1c¢" --disable-shared --with-nysqld-1dflags=-all-static

* SGlI Irix 6.5 1P32 with gcc 3.0.1:
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CC=gcc CFLAGS="-3 -fno-onit-franme-pointer" CXXFLAGS="-O3 -
fno-omt-frame-pointer -felide-constructors -fno-exceptions
fno-rtti” ./lconfigure --prefix=/usr/local/nysql -
-wi t h-extra-charset s=conpl ex --enabl e-t hread-safe-cl i ent -
-enabl e-local -infile --disabl e-shared

*  FreeBSD/sparc64 5.0 with gcc 3.2.1:

CFLAGS=- DHAVE_BROKEN_REALPATH ./configure -
-prefix=/usr/local/nysql --localstatedir=/usr/local/nysql/data -
-l i bexecdir=/usr/local/mysqgl/bin --wth-extra-charsets=conplex -
-enabl e-t hread-safe-client --enable-local -infile -

-di sabl e-shared --wi th-innodb

The following compile options have been used for binary packages that MySQL AB provided in the
past. These binaries no longer are being updated, but the compile options are listed here for refer-
ence purposes.

* Linux 2.2.xx SPARC with egcs 1.1.2:
CC=gcc CFLAGS="- 3 -fno-omt-frane-pointer"” CXX=gcc
CXXFLAGS="-3 ~-fno-omt-frame-pointer -felide-constructors -
fno-exceptions -fno-rtti" ./configure --prefix=/usr/local/nysql
--wi t h-extra-charset s=conpl ex --enabl e-t hread-safe-client -
-enabl e-local -infile --enabl e-assenbl er --disabl e-shared

* Linux 2.2.x with x686 with gcc 2.95.2:

CFLAGS="-(03 -nmpentiunmpro” CXX=gcc CXXFLAGS="-(O3 -npentiunpro -

felide-constructors -fno-exceptions ~-fno-rtti" ./configure -
-prefix=/usr/local/nysql --enabl e- assenbl er -
-wi th-nysql d-1dflags=-all-static --di sabl e- shared -

-wi t h-extra-charset s=conpl ex
e Sun0OS4.1.4 2 sundc with gcc 2.7.2.1:

CC=gcc CXX=gcc CXXFLAGS="-O3 -felide-constructors" ./configure -
-prefix=/usr/local/nysql - - di sabl e-shared -
-wi t h-extra-charset s=conpl ex --enabl e-assenbl er

* Sun0OS5.5.1 (and above) sundu with eges 1.0.3a or 2.90.27 or

gcc 2952 and newer: CC=gcc CFLAGS="-(B" CXX=gcc OCXXFLAGS="-8 -
felide-constructors -fno-exceptions ~-fno-rtti" ./configure -
-prefix=/usr/local/nysql --with-1ow nenory -
-wi t h-extra-charset s=conpl ex --enabl e-assenbl er

* SunOS5.6i86pc with gec 2.8.1:
CC=gcc CXX=gcc CXXFLAGS=- B ./ configure -
-prefix=/usr/local/nysql --with-1 ow nmenory -
-wi t h-extra-charset s=conpl ex

» BSDI BSD/OS3.1i386 with gcc 2.7.2.1:

CC=gcc CXX=gcc CXXFLAGS=-O ./configure --prefix=/usr/local/mnmysqgl
--w t h-extra-charset s=conpl ex

» BSDI BSD/OS 2.1i386 with gcc 2.7.2:
CC=gcc CXX=gcc CXXFLAGS=- B ./configure -
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-prefix=/usr/local/nysql --wth-extra-charsets=conpl ex
e AIX 4.2withgcc2.7.2.2:

CC=gcc CXX=gcc CXXFLAGS=- B ./ configure -
-prefix=/usr/local/nysql --wth-extra-charsets=conpl ex

Anyone who has more optimal options for any of the preceding configurations listed can always
mail them to the MySQL i nt er nal s mailing list. See Section 1.4.1.1, “The MySQL Mailing
Lists’.

RPM distributions prior to MySQL 3.22 are user-contributed. Beginning with MySQL 3.22, RPM
distributions are generated by MySQL AB.

If you want to compile a debug version of MySQL, you should add - - wi t h- debug or -
-wi t h-debug=full to the preceding configure commands and remove any -
fom t-frane-pointer options.

How to Get MySQL

Check the MySQL downloads page (http://dev.mysgl.com/downloads/) for information about the
current version and for downloading instructions. For a complete up-to-date list of MySQL down-
load mirror sites, see http://dev.mysql.com/downloads/mirrors.html. There you can also find inform-
ation about becoming aMySQL mirror site and how to report a bad or out-of-date mirror.

Our main mirror islocated at http://mirrors.sunsite.dk/mysql/.

2.1.4. Verifying Package Integrity Using MD5 Check-
sums or GhuPG

After you have downloaded the MySQL package that suits your needs and before you attempt to in-
stall it, you should make sure that it is intact and has not been tampered with. MySQL AB offers
three means of integrity checking:

* MDS5 checksums

* Cryptographic signatures using GhuPG, the GNU Privacy Guard

e For RPM packages, the built-in RPM integrity verification mechanism

The following sections describe how to use these methods.

If you notice that the MD5 checksum or GPG signatures do not match, first try to download the re-
spective package one more time, perhaps from another mirror site. If you repeatedly cannot success-
fully verify the integrity of the package, please notify us about such incidents, including the full
package name and the download site you have been using, at <webmast er @rysql . con> or
<bui | d@wysql . conP. Do not report downloading problems using the bug-reporting system.

2.1.4.1. Verifying the MD5 Checksum

After you have downloaded a MySQL package, you should make sure that its MD5 checksum
matches the one provided on the MySQL download pages. Each package has an individual check-
sum that you can verify with the following command, where package_nane is the name of the
package you downl oaded:

shel | > md5sum package_nane
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Example:

shel I > md5sum nysql - st andard-4. 0. 17-pc-1inux-i 686.tar. gz
60f 5f e969d61c8f 82e4f 7f 62657e1f 06 nysql - standard-4.0.17-pc-1inux-i 686.tar.gz

You should verify that the resulting checksum (the string of hexadecimal digits) matches the one
displayed on the download page immediately below the respective package.

Note: Make sure to verify the checksum of the archive file (e.g. the. zi p or . t ar . gz file) and
not of the filesthat are contained inside of the archivel

Note that not al operating systems support the nd5sum command. On some, it is simply called
nd5 and others do not ship it at al. On Linux, it is part of the GNU Text Utiliti es package,
which is available for a wide range of platforms. You can download the source code from ht-
tp://www.gnu.org/software/textutils/ as well. If you have OpenSSL installed, you can also use the
command openssl nd5 package_nane instead. A DOS/Windows implementation of the
nd5 command line utility is available from http://www.fourmilab.ch/md5/. A graphica MD5
checking tool iswi nMd5Sum which can be obtained from http://winmd5sum.solidblue.biz/.

2.1.4.2. Signature Checking Using GhuPG

Another method of verifying the integrity and authenticity of a package is to use cryptographic sig-
natures. Thisis more reliable than using MD5 checksums, but requires more work.

Beginning with MySQL 4.0.10 (February 2003), MySQL AB started signing downloadable pack-
ages with GhuPG (GNU Pri vacy Quard). GhuPG is an Open Source alternative to the very
well-known Pretty Good Privacy (PGP) by Phil Zimmermann. See http://www.gnupg.org/
for more information about GhuPG and how to obtain and install it on your system. Most Linux dis-
tributions ship with GhuPG installed by default. For more information about OpenPGP, see ht-
tp://www.openpgp.org/.

To verify the signature for a specific package, you first need to obtain a copy of MySQL AB's pub-
lic GPG build key. You can download the key from http://www.keyserver.net/. The key that you
want to obtain is named bui | d@rysqgl . com Alternatively, you can cut and paste the key directly
from the following text:

Key | D
pub 10240/ 5072E1F5 2003-02-03

MySQ. Package signing key (ww. nysql.con) <buil d@wysql.cone
Fi ngerprint: A4A9 4068 76FC BD3C 4567 70C8 8C71 8D3B 5072 E1F5
Public Key (ASCII-arnored):
----- BEG N PGP PUBLI C KEY BLOCK- - - - -
Version: GiuPG vl1.0.6 (G\U Linux)
Comment: For info see http://ww. gnupg. org
NG BDA4+owwRBAC14d f Uf CyEDSI e Pv EVBSAFUdJI Bt o QHH nJKZy QT7h9bPl UNC3
ROD] QReyCl TRr dwyr KUGKuU2FnmeVGwmn2u2WDIVNABLnppr WPk BACk96+QOrSLNIbr Z
f w2v QUgCmyv2hWohy DHuv Yl Q& BThQoADgj 8AWS/ OLo7V1V®/ 8VuHPOgQWCgvz V3
BgOx Rz nNCRCRx AuAuVzt HRcEAJooQK1+i SI unZMYD1WIf eXf shc57S/ +yeJkegNW
hxwROpRW/Ar NYJdDRT+r f 2RUe3vpquKNQU/ hnEl UHIRQqYHOo8g TxvxXNQc 7f JYLV
K2Ht kr PbP72vws EKMYhhr 0eKCbt LG | s9kr j J6sBgACy P/ Vb7hi Pwxh6r DZ71 TnE
kYpXBACMAHP8NI TkanEnPCi a2Zo OHODANwWp Uk P431 7j sDgt 0bZX9qgnr AXw+uNDI
QIEXMBFSDhi OLLt Zci NI Ysaf wAPEOVDKpMjAKGI yi sNt PvalLd8l HObPAnWcyef ep
r vosxxqUEMcM3o7wwgf N83PCk DasDbs3pj wPhxvhz6// 62zQ7Q7 TXI TUUW UGF)
a2FnzSBzaWjuaWsnl Gt | eSA0d3d3Lml5¢c3FsLmMivbSkgPGI 1aWwkk QGL5¢3Fs Lim\v
bT6! XQQTEQ AHQUCPj 6] DAUJ CWYBgAUL BwoDBAMAW DFgl BAhe AAAOJEI xxj Tt Q
cuHlcY4Ani | UwTXn8Mat QO GDa/ bPxr vK/ gCAJ4oi nSNZRYTnbl ChwiFaazt 7PF3q
z| hMBBVRAgAMBQ +PqPRBYMI ZgC7AACJEEI Q4SqycpHy JOEANLmxHi j ft 00bKXvu
¢ So/ pECUmppi AJ41MBMRV] 5VedH KN Kj Rt Wet HFPYhIVBBVRAgAMBQ +Qol DBYMJ
Yi KIAA0JELb1zU3GuUi Q' | pEAoI hpp6BozKI 8p6eaabzF5M JHS58pAKCu/ ROof K8J
Eg2alos+5zEYr B/ Lsr kCDQQ+PgMIEAgA7+GIf xbMdY4ws| Pnj HOr FAN2qf VS EN/ |
xazZoJdYc3a6M2WCnH 6ahT2/ t BK2wlQ 4YFt eR47gCvt gb6OLIHf f Co2Hf LRDRi
R d1DTCHgeyX7CHhcghj / dNRI W2Z0l 5QFEcmV9U0OVhp3aFf WCAUj f s3LU+hkAVW E
7zaD5cHIJ7yv/ 6xuZVind11x0h4Ugs TcVWWLIOi MLBz ELgX1DY7LwoPEb/ CORkbf 4f m
LellEzl aCa4PgARXQZc4dhSi nM 6K3X4Br RsKTf 0zBu74F47D081 | bf 5vSYHbuESp
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/ 1ol Dznkg/ p8kWH3FXuW ycci qFTcNz215yyX39LXFnl LzKUb/ F5GNADBQF +Lwgq
a8CG Rf sQAJxi mb3CHf t y5mec5r USnTs| GYElI OCR1BeQauy PZbPDs DDOMZ1Za Saf
anFvwFGBLI x9xkU7t zg+vKLoWkmAu5xf 3vn55V] nSdla@eUcXi L4cnBGoThOW
| 39Ecyzgsl| zBdC++MPj cQTcA7p6JUVsP60AB3FQNg54t uUoOEc8bsMBb3Ev42Lnmu
QTSNdKHGMs XTPt | Okl k4bQk4Caj Hsi y1BMahpT27] W JI M Jc+l WIOnghkKHt 92
6s/ ynf df 5HkdQlcyvsz5t ryVl 3Fx78XeSYf Qvuuwgp2H139pXCEkgOn6KdUCet dZ
Whe70YGNPwlyj W T1I hvMBBgRAgAVBQ +PqMIBkJZgGAAAOJEI xx| Tt QcuHL7p4A
n3r 1QVCIyhnW2c SAj g+kr 72GX0eAJ4295kl 6Nx YEUFApnT 1+0ulg/ Sl sQ==
=YJkx

----- END PGP PUBLI C KEY BLOCK- - - - -

You can import the build key into your persona public GPG keyring by using gpg --i nport.
For example, if you save the key in a file named nysql _pubkey. asc, the import command
looks like this:

shel | > gpg --inport mysqgl _pubkey. asc

See the GPG documentation for more information on how to work with public keys.

After you have downloaded and imported the public build key, download your desired MySQL
package and the corresponding signature, which also is available from the download page. The sig-
nature file has the same name as the distribution file with an . asc extension. For example:

Distribution file mysql - standard-4. 0. 17-pc-1i nux-i 686.tar. gz

Signaturefile mysql - st and-
ard-4.0.17-pc-1linux-i686.tar.gz. asc

Make sure that both files are stored in the same directory and then run the following command to
verify the signature for the distribution file:

shel | > gpg --verify package_nane. asc

Example:

shel | > gpg --verify nysqgl -standard-4.0.17-pc-1inux-i686.tar.gz. asc
gpg: Warning: using insecure nenory!
gpg: Signature nade Mon 03 Feb 2003 08:50:39 PM MET
usi ng DSA key | D 5072E1F5
gpg: CGood signature from
"MySQL Package signing key (wwwv. nmysql.com <buil d@rysql.com"

The Good si gnat ur e message indicates that everything isall right. You can ignorethei nsec-
ure menory warning.

2.1.4.3. Signature Checking Using RPM

For RPM packages, there is no separate signature. RPM packages have a built-in GPG signature and
MD5 checksum. Y ou can verify a package by running the following command:

shel | > rpm - -checksi g package_nane. rpm

Example:
shel |l > rpm --checksi g MySQL-server-4.0.10-0.i 386.rpm
MySQL- server-4.0.10-0.i386.rpm nd5 gpg K

Note: If you are using RPM 4.1 and it complains about (GPG) NOT OK (M SSI NG KEYS:
GPG#5072e1f 5) , even though you have imported the MySQL public build key into your own

56



2.1.5.

Installing MySQL

GPG keyring, you need to import the key into the RPM keyring first. RPM 4.1 no longer uses your
personal GPG keyring (or GPG itself). Rather, it maintains its own keyring because it is a system-
wide application and a user's GPG public keyring is a user-specific file. To import the MySQL pub-
lic key into the RPM keyring, first obtain the key as described in the previous section. Then use
rpm --import to import the key. For example, if you have the public key stored in a file named
nysql _pubkey. asc, import it using this command:

shel Il > rpm --inport nysqgl pubkey. asc

If you need to obtain the MySQL public key, see Section 2.1.4.2, “Signature Checking Using
GhuPG'.

Installation Layouts

This section describes the default layout of the directories created by installing binary or source dis-
tributions provided by MySQL AB. If you install a distribution provided by another vendor, some
other layout might be used.

On Windows, the default installation directory is C: \ mysql . With MySQL version 4.1.5 and high-
er, this has changed to C: \ Program Fi | es\ MySQL\ MySQL Server 4.1, where 4.1 isthe
major version of the installation. The folder has the following subdirectories:

Directory Contents of Directory

bin Client programs and the mysqgld server
dat a Log files, databases

Docs Documentation

exanpl es Example programs and scripts

i ncl ude Include (header) files

lib Libraries

scripts Utility scripts

share Error message files

Installations created from Linux RPM distributions result in files under the following system direct-
ories.

Directory Contents of Directory

/usr/bin Client programs and scripts
/usr/sbhin The mysgld server
/var/libl/nysql Log files, databases

[ usr/ shar e/ doc/ packages Documentation

/usr/incl ude/ nysql Include (header) files
/fusr/1lib/mysqgl Libraries

[ usr/ shar e/ nysql Error message and character set files
[ usr/ share/ sql - bench Benchmarks

On Unix, atar file binary distribution is installed by unpacking it at the installation location you
choose (typically / usr/ | ocal / mysql ) and creates the following directoriesin that location:

Directory Contents of Directory

bin Client programs and the mysqgld server
dat a Log files, databases

docs Documentation, Changelog
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i ncl ude Include (header) files
lib Libraries

scripts mysgl_install_db
shar e/ nysql Error message files
sql - bench Benchmarks

A source distribution is installed after you configure and compile it. By default, the installation step
installs filesunder / usr/ | ocal , inthe following subdirectories:

Directory Contents of Directory

bin Client programs and scripts

i ncl ude/ mysql Include (header) files

i nfo Documentation in Info format
I'ib/nmysql Libraries

I i bexec The mysgld server

shar e/ nysql Error message files

sql - bench Benchmarks and cr ash- ne test
var Databases and log files

Within an installation directory, the layout of a source installation differs from that of a binary in-

stallation in the following ways:

e Themysgld serverisinstalled inthel i bexec directory rather than in the bi n directory.

* Thedatadirectory isvar rather than dat a.

« mysgl_install_db isinstalled inthe bi n directory rather thaninthescri pt s directory.

» The header file and library directoriesarei ncl ude/ nysql andl i b/ mysql rather thani n-

cludeandl i b.

You can create your own binary installation from a compiled source distribution by executing the
scri pts/ make_bi nary_di stri buti on script from the top directory of the source distribu-

tion.

2.2. Standard MySQL Installation Using a Bin-

ary Distribution

The next several sections cover the installation of MySQL on platforms where we offer packages
using the native packaging format of the respective platform. (This is aso known as performing a
“binary install.") However, binary distributions of MySQL are available for many other platforms
as well. See Section 2.7, “Installing MySQL on Other Unix-Like Systems’ for generic installation
instructions for these packages that apply to al platforms.

See Section 2.1, “General Ingtallation Issues’ for more information on what other binary distribu-

tions are available and how to obtain them.

2.3. Installing MySQL on Windows

A native Windows version of MySQL has been available from MySQL AB since version 3.21 and
represents a sizable percentage of the daily downloads of MySQL. This section describes the pro-
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cess for installing MySQL on Windows.

With the release of MySQL 4.1.5, MySQL AB has introduced a new installer for the Windows ver-
sion of MySQL, combined with a new GUI Configuration Wizard. This combination automatically
installs MySQL, creates an option file, starts the server, and secures the default user accounts.

If you have installed a version of MySQL prior to version 4.1.5, you must perform the following
steps:

1. Obtain and install the distribution.

Set up an option file if necessary.

Select the server that you want to use.

A w D

Start the server.

5. Assign passwords to theinitial MySQL accounts.

This process aso must be followed with newer MySQL installations where the installation package

does not include an installer.

MySQL for Windows is available in two distribution formats:

» The binary distribution contains a setup program that installs everything you need so that you
can start the server immediately.

» The source distribution contains al the code and support files for building the executables using
the VC++ 6.0 compiler.

Generally speaking, you should use the binary distribution. It's simpler, and you need no additional

tools to get MySQL up and running.

This section describes how to install MySQL on Windows using a binary distribution. To install us-
ing a source distribution, see Section 2.8.6, “Installing MySQL from Source on Windows”".

Windows System Requirements

To run MySQL on Windows, you need the following:

» A 32-bit Windows operating system such as 9x, Me, NT, 2000, XP, or Windows Server 2003.
A Windows NT based operating system (NT, 2000, XP, 2003) permits you to run the MySQL
server asaservice. The use of aWindows NT based operating system is strongly recommended.
See Section 2.3.12, “ Starting MySQL as a Windows Service”.

e TCPI/IP protocol support.

* A copy of the MySQL binary distribution for Windows, which can be downloaded from ht-
tp://dev.mysgl.com/downloads/. See Section 2.1.3, “How to Get MySQL".

Note: If you download the distribution via FTP, we recommend the use of an adequate FTP cli-
ent with aresume feature to avoid corruption of files during the download process.

e Atool that canread . zi p files, to unpack the distribution file.

» Enough space on the hard drive to unpack, install, and create the databases in accordance with
your requirements (generally a minimum of 200 megabytes is recommended.)
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Y ou may also have the following optional requirements;

* If you plan to connect to the MySQL server via ODBC, you aso need a Connector/ODBC
driver. See Section 23.1, “MySQL ODBC Support”.

» If you need tables with a size larger than 4GB, install MySQL on an NTFS or newer filesystem.
Don't forget to use MAX_ROWS and AVG_ROW LENGTH when you create tables. See Sec-
tion 13.2.6, “CREATE TABLE Syntax”.

2.3.2. Choosing An Installation Package

Starting with MySQL version 4.1.5, there are three install packages to choose from when installing
MySQL on Windows. The Packages are as follows:

e The Essentials Package: This package has a filename smilar to nysql - essen-
tial-4.1.9-w n32. nsi and contains the minimum files needed to install MySQL on Win-
dows, including the Configuration Wizard. This package does not include optional components
such as the embedded server and benchmark suite.

e The Complete Package: This package has afilename similar to mysql - 4. 1. 9-wi n32. zi p
and contains al files needed for a complete Windows installation, including the Configuration
Wizard. This package includes optional components such as the embedded server and bench-
mark suite.

e The Noinstall Archive: This package has a filename smilar to nysql - noi n-
stall-4.1.9-w n32. zi p and contains al the files found in the Complete install package,
with the exception of the Configuration Wizard. This package does not include an automated in-
staller, and must be manually installed and configured.

The Essentials package is recommended for most users.

Your choice of install package affects the installation process you must follow. If you choose to in-
stall either the Essentials or Complete install packages, see Section 2.3.3, “Installing MySQL with
the Automated Installer”. If you choose to install MySQL from the Noinstall archive, see Sec-
tion 2.3.6, “Installing MySQL from anoinstall Zip Archive’.

2.3.3. Installing MySQL with the Automated Installer

Starting with MySQL 4.1.5, users can use the new MySQL Installation Wizard and MySQL Config-
uration Wizard to install MySQL on Windows. The MySQL Installation Wizard and MySQL Con-
figuration Wizard are designed to install and configure MySQL in such a way that new users can
immediately get started using MySQL.

The MySQL Installation Wizard and MySQL Configuration Wizard are available in the Essentials
and Complete install packages, and are recommended for most standard MySQL installations. Ex-
ceptions include users who need to install multiple instances of MySQL on a single server and ad-
vanced users who want complete control of server configuration.

If you are installing a version of MySQL prior to MySQL 4.1.5, please follow the instructions for

installing MySQL from the Noinstall installation package. See Section 2.3.6, “Installing MySQL
from anoinstall Zip Archive’.

2.3.4. Using the MySQL Installation Wizard
2.3.4.1. Introduction

MySQL Ingtallation Wizard is a new installer for the MySQL server that uses the latest installer
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technologies for Microsoft Windows. The MySQL Installation Wizard, in combination with the
MySQL Configuration Wizard, allows a user to install and configure a MySQL server that is ready
for useimmediately after installation.

The MySQL Installation Wizard is the standard installer for all MySQL server distributions, version
4.1.5 and higher. Users of previous versions of MySQL need to manually shut down and remove
their existing MySQL installations before installing MySQL with the MySQL Installation Wizard.
See Section 2.3.4.7, “Upgrading MySQL” for more information on upgrading from a previous ver-
sion.

Microsoft has included an improved version of their Microsoft Windows Installer (MSl) in the re-
cent versions of Windows. Using the MSI has become the de-facto standard for application installa-
tions on Windows 2000, Windows X P, and Windows Server 2003. The MySQL Installation Wizard
makes use of this technology to provide a smoother and more flexible installation progress.

The Microsoft Windows Installer Engine was updated with the release of Windows XP; those using
a previous version of Windows can reference this Microsoft Knowledge Base article
[http://support.microsoft.com/default.aspx?scid=kb;EN-US;292539] for information on upgrading
to the latest version of the Windows Installer Engine.

Further, Microsoft has introduced the WiX (Windows Installer XML) tool set recently. It is the first
highly acknowledged Open Source project from Microsoft. We switched to WiX because it is an
Open Source project and it allows us to handle the complete Windows installation process in a flex-
ible way with scripts.

Improving the MySQL Installation Wizard depends on the support and feedback of userslike you. If
you find that the MySQL Installation Wizard is lacking some feature important to you, or if you dis-
cover a bug, please use our MySQL Bug System [http://bugs.mysgl.com] to request features or re-
port problems.

2.3.4.2. Downloading and Starting the MySQL Installation Wizard

The MySQL server install packages can be downloaded from http://dev.mysqgl.com/downloads/. If
the package you download is contained within a Zip archive, you need to extract the archive first.

The process for starting the wizard depends on the contents of the install package you download. If
thereisaset up. exe file present, double-click it to start the install process. If thereisa. nsi file
present, double-click it to start the install process.

2.3.4.3. Choosing an Install Type

There are up three installation types available: Typi cal , Conpl et e, and Cust om

The Typi cal installation type installs the MySQL server, the mysgl command-line client, and the
command-line utilities. The command-line clients and utilities include mysgldump, myisamchk,
and several other toolsto help you manage the MySQL server.

The Conpl et e instalation type installs all components included in the installation package. The
full installation package includes components such as the embedded server library, the benchmark
suite, support scripts, and documentation.

The Cust ominstallation type gives you complete control over which packages you wish to install
and the installation path that is used. See Section 2.3.4.4, “The Custom Install Dialog” for more in-
formation on performing a custom install.

If you choose the Typi cal or Conpl et e installation types and click the Next button, you ad-
vance to the confirmation screen to confirm your choices and begin the installation. If you choose
the Cust ominstalation type and click the Next button, you advance to the custom install dialog,
described in Section 2.3.4.4, “ The Custom Install Dialog”

2.3.4.4. The Custom Install Dialog
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If you wish to change the installation path or the specific components that are installed by the
MySQL Installation Wizard, you should choose the Cust ominstallation type.

All available components are listed in atree view on the left side of the custom install dialog. Com-
ponents that are not installed have a red X icon, components that are installed have a gray icon. To
change whether a component is installed, click on the component's icon and choose an new option
from the drop-down list that appears.

Y ou can change the default installation path by clicking the Change... button to the right of the dis-
played installation path.

After choosing your install components and installation path, click the Next button to advance to the
confirmation dialog.

2.3.4.5. The Confirmation Dialog

Once you choose an installation type and optionally choose your installation components, you ad-
vance to the confirmation dialog. Your installation type and installation path are displayed for you
to review.

To install MySQL if you are satisfied with your settings, click the Install button. To change your
settings, click the Back button. To exit the MySQL Installation Wizard without installing MySQL,
click the Cancel button.

After installation is complete, you are given the option of registering with the MySQL web site. Re-
gistration gives you access to post in the MySQL forums at forums.mysgl.com
[http://forums.mysgl.com], along with the ability to report bugs a bugs.mysgl.com
[http://bugs.mysgl.com] and to subscribe to the newsletter. The final screen of the installer provides
asummary of the installation and gives you the option to launch the MySQL Configuration Wizard,
which you can use to create a configuration file, install the MySQL service, and configure security.

2.3.4.6. Changes Made by MySQL Installation Wizard

Once you click the Install button, the MySQL Installation Wizard begins the install ation process and
makes certain changes to your system which are described in the sections that follow.

Changesto the Registry

The MySQL Installation Wizard creates one Windows registry key in atypical install situation, loc-
ated in HKEY_LOCAL_MACHI NE\ SOFTWARE\ MySQL AB.

The MySQL Installation Wizard creates a key named after the magjor version of the server that is be-
ing installed, such asMySQL Server 4. 1. It contains two string values, Locat i on and Ver -

si on. TheLocat i on string contains the path to the installation directory. In a default installation
it contains C: \ Program Fi | es\ MySQL\ MySQL Server 4.1\. The Ver si on string con-
tains the release number. For example, for an installation of MySQL Server 4.1.5 the key contains a
vaueof 4. 1. 5.

These registry keys are used to help external tools identify the installed location of the MySQL serv-
er, preventing a complete scan of the hard-disk to determine the instalation path of the MySQL
server. The registry keys are not required to run the server and when using the noi nstal | Zip
archive the registry keys are not created.

Changesto the Start Menu

The MySQL Installation Wizard creates a new entry in the Windows Start menu under a common
MySQL menu heading named after the major version of MySQL that you have installed. For ex-
ample, if you install MySQL 4.1, the MySQL Installation Wizard creates a MySQL Server 4.1 sec-
tion in the start menu.

The following entries are created within the new Start menu section:
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e MySQ Conmmand Line dient: Thisisashortcut to the mysgl command-lineclient and is
configured to connect asthe r oot user. The shortcut prompts for ar oot user password when
connecting.

* MySQ Server Instance Config W zard: Thisisashortcut to the MySQL Configur-
ation Wizard. Use this shortcut to configure a newly installed server, or to re-configure an exist-
ing server.

« MySQL Docunentation: Thisisalink to the MySQL server documentation that is stored
locally in the MySQL server installation directory. This option is not available when the MySQL
server isinstalled fromtheessent i al installation package.

Changesto the File System

The MySQL Instalation Wizard by default instals the MySQL server to C.\ Program
Fil es\ MySQL\ MySQL Server 4.1, where Program Fil es isthe default location for ap-
plications in your system, and 4. 1 isthe major version of your MySQL server. Thisis the new re-
commended location for the MySQL server, replacing the previous default location of ¢: \ mysql .

By default, all MySQL applications are stored in a common directory a C:.\ Program
Fi | es\ MySQL, where Pr ogr am Fi | es isthe default location for applications in your Windows
installation. A typical MySQL installation on a developer machine may look like this:

C.\Program Fi | es\ MySQ.\ M\ySQ. Server 4.1
C.\Program Fi | es\ MySQ.\ M\ySQ. Server 5.0
C.\Program Fi | es\ MySQ.\ M\ySQ. Admi nistrator 1.0
C.\Program Fi | es\ MySQ.\ M\ySQL Query Browser 1.0

This approach makes it easier to manage and maintain all MySQL applications installed on a partic-
ular system.

2.3.4.7. Upgrading MySQL

From MySQL version 4.1.5, the new MySQL Installation Wizard can perform server upgrades auto-
matically using the upgrade capabilities of MSI. That means you do not need to remove a previous
installation manually before installing a new release. The installer automatically shuts down and re-
moves the previous MySQL service before installing the new version.

Automatic upgrades are only available when upgrading between installations that have the same ma-
jor and minor version numbers. For example, you can upgrade automatically from MySQL 4.1.5 to
MySQL 4.1.6, but not from MySQL 4.1 to MySQL 5.0.

If you are upgrading MySQL version 4.1.4 or earlier to version 4.1.5 or later, you must first manu-
ally shut down and remove the older installation before upgrading. Be sure to back up your data-
bases before performing such an upgrade, so that you can restore the databases after the upgradeis
completed. It is always recommended that you back up your data before performing any upgrades.

See Section 2.3.15, “Upgrading MySQL on Windows”.
2.3.5. Using the Configuration Wizard
2.3.5.1. Introduction

The MySQL Configuration Wizard helps automate the process of configuring your server under
Windows. The MySQL Configuration Wizard creates a custom ny. i ni file by asking you a series
of questions and then applying your responses to atemplate to generate arny. i ni file that is tuned
to your installation.

The MySQL Configuration Wizard is included with the MySQL server starting with MySQL ver-
sion 4.1.5, but is designed to work with MySQL servers versions 4.0 and higher. The MySQL Con-
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figuration Wizard is currently available for Windows users only.

MySQL Configuration Wizard is to a large extent the result of feedback MySQL AB has received
from many users over a period of several years. However, if you find it's lacking some feature im-
portant to you, or if you discover abug, please use our MySQL Bug System [http://bugs.mysgl.com]
to request features or report problems.

2.3.5.2. Starting the MySQL Configuration Wizard

The MySQL Configuration Wizard is typicaly launched from the MySQL Installation Wizard, as
the MySQL Installation Wizard exits. You can aso launch the MySQL Configuration Wizard by
clicking the MySQL Server Instance Config Wizard entry in the MySQL section of the St art
menul.

In addition, you can navigate to the bi n directory of your MySQL installation and launch the
MySQLI nst anceConf i g. exe filedirectly.

2.3.5.3. Choosing a Maintenance Option

If the MySQL Configuration Wizard detects an existing my. i ni file, you have the option of either
re-configuring your existing server, or removing the server instance by deleting the ny. i ni file
and stopping and removing the MySQL service.

To reconfigure an existing server, choose the Re- confi gure | nstance option and click the
Next button. Your existing ny.ini file is renamed to ny tinestanp.ini.bak, where
ti mest anp is the date and time the existing ny. i ni file was created. To remove the existing
server instance, choosethe Renove | nst ance option and click the Next button.

If you choose the Renobve | nst ance option, you advance to a confirmation window. Click the
Execute button and the MySQL Configuration Wizard stops and removes the MySQL service and
deletestherny. i ni file. The server installation and itsdat a folder are not removed.

If you choose the Re- confi gure | nstance option, you advance to the Confi gurati on
Type dialog where you can choose the type of installation you wish to configure.

2.3.5.4. Choosing a Configuration Type

When you start the MySQL Configuration Wizard for anew MySQL installation, or choose the Re-
configure Instance option for an existing installation, you advance to the Conf i gur a-
tion Type didog.

There are two configuration types available: Det ai | ed Configuration and Standard
Configuration. The Standard Confi gurati on option is intended for new users who
want to get started with MySQL quickly without having to make a lot of decisions in regards to
server configuration. The Det ai | ed Confi gurati on option is intended for advanced users
who want more fine-grained control of server configuration.

If you are new to MySQL and need a server configured as a single-user developer machine the
St andard Confi gurati on should suit your needs. Choosing the St andard Confi gur a-
t i on option causes the MySQL Configuration Wizard to automatically set all configuration options
with the exception of the Ser vi ce OQpti ons and Security Options.

The St andard Confi gurati on sets options that may be incompatible with systems where
there are existing MySQL installations. If you have an existing MySQL installation on your system
in addition to the installation you wish to configure, the Det ai | ed Confi gurati on option is
recommended.

To complete the St andard Confi gur ati on, please refer to the sections on Servi ce Op-

tions and Security Options, located at Section 2.3.5.11, “The Service Options Dialog” and
Section 2.3.5.12, “The Security Options Dialog” respectively.

2.3.5.5. The Server Type Dialog
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There are three different server types available to choose from, and the server type you choose af-
fects the decisions the MySQL Configuration Wizard makes with regards to memory, disk, and pro-
Cessor usage.

e Devel oper Machi ne: Choose this option for atypical desktop workstation where MySQL is
intended only for personal use. It is assumed that many other desktop applications are running.
The MySQL server is configured to use minimal system resources.

e Server Machi ne: Choose this option for a server machine where the MySQL server is run-
ning alongside other server applications such as FTP, email, and web servers. The MySQL serv-
er is configured to use a medium portion of the system resources.

* Dedicated MySQL Server Machi ne: Choose this option for a server machine that isin-
tended to run only the MySQL server. It is assumed that no other applications are running. The
MySQL server is configured to use all available system resources.

2.3.5.6. The Database Usage Dialog

The Dat abase Usage diaog alows you to indicate the table handlers you expect to use when
creating MySQL tables. The option you choose determines whether the InnoDB table handler is
available and what percentage of the server resources are available to InnoDB.

e Miltifunctional Database: This option enables both the InnoDB and MylISAM table
handlers and divides resources evenly between the two. This option is recommended for users
that use both table handlers on aregular basis.

 Transactional Database Only: Thisoption enablesboth the InnoDB and MylSAM ta
ble handlers but dedicates most server resources toward the InnoDB table handler. Thisoptionis
recommended for users that use InnoDB almost exclusively and make only minimal use of My-
ISAM.

 Non-Transacti onal Database Only: This option disables the InnoDB table handler
completely and dedicates all server resources to the MylSAM table handler. This option is re-
commended for users who do not use InnoDB.

2.3.5.7. The InnoDB Tablespace Dialog

Some users may want to locate the InnoDB tablespace files in a different location than the MySQL
server data directory. Placing the tablespace files in a separate location can be desirable if your sys-
tem has a higher capacity or higher performance storage device available, such as a RAID storage
system.

To change the default location for the InnoDB tablespace files, choose a new drive from the drop-
down list of drive letters and choose a new path from the drop-down list of paths. To create a cus-
tom path, click the ... button.

If you are modifying the configuration of an existing server, you must click the Modify button be-
fore you change the path. In this situation you have to manually move the existing tablespace files to
the new location before starting the server.

2.3.5.8. The Concurrent Connections Dialog

It is important to set alimit to the number of concurrent connections to the MySQL server that can
be established to prevent the server from running out of resources. The Concurrent Connec-
t i ons diaog allows you to choose the expected usage of your server, and sets the limit for concur-
rent connections accordingly. It is also possible to manually set the concurrent connection limit.
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e Decision Support (DSS)/OLAP: Choose this option if your server does not require a
large number of concurrent connections. The maximum number of connections is set at 100,
with an average of 20 concurrent connections assumed.

* Online Transaction Processing (COLTP): Choosethisoptionif your server requires
alarge number of concurrent connections. The maximum number of connectionsis set at 500.

« Manual Setting: Choose this option to manually set the maximum number of concurrent
connections to the server. Choose the number of concurrent connections from the drop-down
box provided, or type the maximum number of connections into the drop-down box if the num-
ber you desireis not listed.

2.3.5.9. The Networking Options Dialog

Use the Net wor ki ng Opt i ons dialog to enable or disable TCP/IP networking and to configure
the port number that is used to connect to the MySQL server.

TCP/IP networking is enabled by default. To disable TCP/IP networking, uncheck the box next to
theEnabl e TCP/ | P Net wor ki ng option.

Port 3306 is used by default. To change the port used to access MySQL, choose a new port number
from the drop-down box or type a new port number directly into the drop-down box. If the port
number you choose isin use you are prompted to confirm your choice of port number.

2.3.5.10. The Character Set Dialog

The MySQL server supports multiple character sets and it is possible to set a default server character
set that is applied to all tables, columns, and databases unless overridden. Use the Char act er
Set dialog to change the default character set of the MySQL server.

e« Standard Character Set: Choose thisoption if you want to use Lat i nl as the default
server character set. Lat i nl isused for English and many Western European languages.

 Best Support For Miltilingualism Choose thisoptionif youwant to use UTF8 as
the default server character set. UTF8 can store characters from many different languages in a
single character set.

 Mnual Selected Default Character Set / Coll ation: Choose this option if
you want to pick the server's default character set manually. Choose the desired character set
from the provided drop-down list.

2.3.5.11. The Service Options Dialog

On Windows NT based platforms, the MySQL server can be installed as a service. When installed
as a service, the MySQL server can be started automatically during system startup, and even restar-
ted automatically by Windows in the event of a service failure.

The MySQL Configuration Wizard installs the MySQL server as a service by default, using the ser-
vice name My SQL. If you do not wish to install the service, un-check the box next to the | nst al |
As W ndows Service option. You can changed the service name by picking a new service
name from the drop-down box provided or by typing a new service name into the drop-down box.

To install the MySQL server as a service but not have it started automatically at startup, un-check
the box next to the Launch the MySQ. Server autonatical |y option.

2.3.5.12. The Security Options Dialog

It is strongly recommended that you set ar oot password for your MySQL server, and the MySQL
Configuration Wizard requires you set ar oot password by default. If you do not wish to set a
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r oot password, un-check the box next to the Modi fy Security Setti ngs option.

To set the r oot password, type the desired password into both the New r oot password and
Conf i r mboxes. If you are re-configuring an existing server, you also need to enter the existing
r oot password intotheCurrent root password box.

To prevent r oot logins from across the network, check the box next to the Root may only
connect from | ocal host option. Thisincreases the security of your r oot account.

To create an anonymous user account, check the box next to the Cr eat e An Anonynous Ac-
count option. Creating an anonymous account can decrease server security and cause login and
permission difficulties and is not recommended.

2.3.5.13. The Confirmation Dialog

The final dialog in the MySQL Configuration Wizard is the Confi rmati on Di al og. To start
the configuration process, click the Execute button. To return to a previous dialog, click the Back
button. To exit the MySQL Configuration Wizard without configuring the server, click the Cancel
button.

After you click the Execute button, the MySQL Configuration Wizard performs a series of tasks
with progress displayed onscreen as the tasks are performed.

The MySQL Configuration Wizard firsts determines various configuration file options based on
your choices using a template prepared by MySQL AB developers and engineers. This template is
named ny-t enpl at e. i ni andislocated in your server installation directory.

The MySQL Configuration Wizard then writes these optionstoarny. i ni file. The final location of
themny. i ni fileisdisplayed nexttotheWite configuration fil etask.

If you chose to create a service for the MySQL server the MySQL Configuration Wizard creates ans
starts the service. If you are re-configuring an existing service, the MySQL Configuration Wizard
restarts the service to apply your configuration changes.

If you choseto set ar oot password, the MySQL Configuration Wizard connects to the server, sets
your new r oot password and applies any other security settings you may have selected.

After the MySQL Configuration Wizard has completed its tasks, a summary is shown. Click the
Finish button to exit the MySQL Configuration Wizard.

2.3.5.14. The Location of the my.ini File

In MySQL installations prior to version 4.1.5 it was customary to name the server configuration file
ny.cnf orny. i ni andlocatethefileeitheratc: \ ny. cnf orc: \ Wndows\ ny. i ni.

The new MySQL Configuration Wizard places the my. i ni file in the installation directory of the
MySQL server. This helps associate configuration files with particular server instances.

To ensure that the MySQL server knows where to look for themy. i ni file, an argument similar to
this is passed to the MySQL sever as pat of the service instalation:
--defaults-file="C \Program Files\M/SQ\MSQ Server 4.1\ny.ini",
where C:\ Program Fi | es\ MySQ.\ MySQL Server 4.1 isreplaced with the installation
path to the MySQL Server.

The - - def aul t s-fil e instructs the MySQL server to read the specified file for configuration
options.

2.3.5.15. Editing The my.ini File

To modify the my. i ni file, open it with a text editor and make any necessary changes. You can
aso  modify the server  configuration — with  the  MySQL Administrator
[http://www.mysgl.com/products/administrator/] utility.
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MySQL clients and utilities such as the mysgl command-line client and mysgldump are not able to
locatetheny. i ni filelocated in the server installation directory. To configure the client and utility
applications, createanew ny. i ni fileinthec: \ W ndows directory.

Installing MySQL from a noinstall Zip Archive

Users who areinstalling from the Noinstall package, or who are installing a version of MySQL prior
to 4.1.5 can use the instructions in this section to manually install MySQL. If you are installing a
version prior to 4.1.5 with an install package that includes a Setup program, substitute running the
Setup program for extracting the archive.

The processfor installing MySQL from a Zip archiveis as follows:

1. Extract the archive to the desired install directory.
2. Createan optionfile.

3. Choose aMySQL server type.

4. Start the MySQL server.

5.  Secure the default user accounts.

This processis described in the sections that follow.

Extracting the Install Archive

Toinstall MySQL manually, do the following:

1. If you are upgrading from a previous version please refer to Section 2.3.15, “Upgrading
MySQL on Windows" before beginning the upgrade process.

2. If you are using a Windows NT-based operating system such as Windows NT, Windows 2000,
Windows XP, or Windows Server 2003, make sure that you are logged in as a user with admin-
istrator privileges.

3. Choose aninstallation location. Traditionally the MySQL server isinstalled at C: \ nysql , and
the new MySQL Installation Wizard installs MySQL to C: \ Program Fi | es\ MySQL. If
you do not install MySQL at C: \ nysql , you must specify the path to the install directory dur-
ing startup or in an option file. See Section 2.3.8, “Creating an Option File".

4. Extract the install archive to the chosen installation location using your preferred Zip archive
tool. Some tools may extract the archive to a folder within your chosen installation location. If
this occurs you can move the contents of the subfolder into the chosen installation location.

Creating an Option File

If you need to specify startup options when you run the server, you can indicate them on the com-
mand line or place them in an option file. For options that are used every time the server starts, you
may find it most convenient to use an option file to specify your MySQL configuration. Thisis par-
ticularly true under the following circumstances:

» Theinstalation or data directory locations are different from the default locations (C: \ mysql
and C: \ nysql \ dat a).

* You need to tune the server settings. For example, to use the | nnoDB transactiona tables in
MySQL 3.23, you must manually add some extra lines to the option file, as described in Sec-
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tion 15.4, “1 nnoDB Configuration”. (As of MySQL 4.0, | nnoDB creates its data files and log
files in the data directory by default. This means you need not configure | nnoDB explicitly.
Y ou may still do so if you wish, and an option fileis useful in this case, too.)

When the MySQL server starts on Windows, it looks for optionsin two files: theny. i ni fileinthe
Windows directory, and the C.\ny.cnf file The Windows directory typicaly is named
something like C: \ W NDOWS5 or C: \ W nNT. You can determine its exact location from the value
of the W NDI R environment variable using the following command:

C.\> echo %N NDI R%

MySQL looks for optionsfirstinthemy. i ni file thenintheny. cnf file. However, to avoid con-
fusion, it's best if you use only one file. If your PC uses a boot loader where the C. drive isn't the
boot drive, your only option isto use the ny. i ni file. Whichever option file you use, it must be a
plain text file.

Y ou can also make use of the example option files included with your MySQL distribution. Look in
your install directory for files such as my-small.cnf, my-medium.cnf, my-large.cnf, etc., which you
can rename and copy to the appropriate location for use as a base configuration file.

An option file can be created and modified with any text editor, such as the Not epad program. For
example, if MySQL is instaled a E:\mysql and the data directory is located at
E: \ mydat a\ dat a, you can create the option file and set up a[ nmysql d] section to specify val-
uesfor thebasedi r and dat adi r parameters:

[nysqld] | |

# set basedir to your installation path

basedi r =E: / nysql

# set datadir to the location of your data directory
dat adi r=E: / mydat a/ dat a

Note that Windows pathnames are specified in option files using forward slashes rather than back-
dlashes. If you do use backslashes, you must double them:

[mysqgld] _ _

# set basedir to your installation path

basedi r =E:\\ nysql

# set datadir to the location of your data directory
dat adi r=E: \\ nydat a\\ dat a

On Windows, the MySQL installer places the data directory directly under the directory where you
install MySQL. If you would like to use a data directory in a different location, you should copy the
entire contents of the dat a directory to the new location. For example, by default, the installer
places MySQL in C: \ nysql and the data directory in C: \ nysqgl \ dat a. If you want to use a
data directory of E: \ mydat a, you must do two things:

» Movethedatadirectory from C: \ nysql \ dat a to E: \ nydat a.

* Usea--datadir option to specify the new data directory location each time you start the
server.

Selecting a MySQL Server type

Starting with MySQL 3.23.38, the Windows distribution includes both the normal and the MySQL -
Max server binaries.

Up through the early releases of MySQL 4.1, the servers included in Windows distributions are
named like this:
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Binary Description

mysqgld Compiled with full debugging and automatic memory alocation checking,
symboalic links, and | nnoDB and BDB tables.

mysqgld-opt Optimized binary. From version 4.0 on, | nnoDB is enabled. Before 4.0, this
server includes no transactional table support.

mysqld-nt Optimized binary for Windows NT, 2000, and XP with support for named
pipes.

mysgld-max Optimized binary with support for symbolic links, and | nnoDB and BDB
tables.

mysgld-max-nt  |Like mysqgld-max, but compiled with support for named pipes.

We have found that the server with the most generic name (mysgld) is the one that many users are
likely to choose by default. However, that is also the server that results in the highest memory and
CPU use due to the inclusion of full debugging support. The server named mysgld-opt is a better
general-use server choice to make instead if you don't need debugging support and don't want the
maximal feature set offered by the - max servers or named pipe support offered by the - nt servers.

To make it less likely that the debugging server would be chosen inadvertently, some name changes
were made from MySQL 4.1.2 to 4.1.4: mysqld has been renamed to mysqld-debug and mysgld-
opt has been renamed to mysgld. Thus, the server that includes debugging support indicates that in
its name, and the server named mysgld is an efficient default choice. The other servers still have
their same names. The resulting servers are named like this:

Binary Description

mysqld-debug Compiled with full debugging and automatic memory alocation checking,
symbolic links, and | nnoDB and BDB tables.

mysqgld Optimized binary with | nnoDB support.

mysqld-nt Optimized binary for Windows NT, 2000, and XP with support for named
pipes.

mysgld-max Optimized binary with support for symbolic links, and | nnoDB and BDB
tables.

mysgld-max-nt  |Like mysqgld-max, but compiled with support for named pipes.

The name changes were not both instituted at the same time. If you have MySQL 4.1.2 or 4.1.3, it
might be that you have a server named mysgld-debug but not one named mysqgld. In this case, you
should have a server mysgld-opt, which you should choose as your default server unless you need
maximal features, named pipes, or debugging support.

All of the preceding binaries are optimized for modern Intel processors, but should work on any In-
tel i386-class or higher processor.

MySQL supports TCP/IP on al Windows platforms. The mysgld-nt and nmysql - max- nt servers
support named pipes on Windows NT, 2000, XP, and 2003. However, the default is to use TCP/IP
regardless of the platform. (Named pipes are slower than TCP/IP in many Windows configurations.)

Named pipe use is subject to these conditions:

» Starting from MySQL 3.23.50, named pipes are enabled only if you start the server with the -
- enabl e- named- pi pe option. It is necessary to use this option explicitly because some
users have experienced problems shutting down the MySQL server when named pipes were
used.

» Named pipe connections are allowed only by the mysgld-nt or mysgld-max-nt servers, and
only if the server is run on a version of Windows that supports named pipes (NT, 2000, XP,
2003).

70



Installing MySQL

e These servers can be run on Windows 98 or Me, but only if TCP/IP isinstalled; named pipe con-
nections cannot be used.

» These servers can not be run on Windows 95.

Note: Most of the examples in reference manual use mysgld as the server name. If you choose to
use a different server, such as mysgld-nt, make the appropriate substitutions in the commands that
are shown in the examples.

2.3.10. Starting the Server for the First Time

On Windows 95, 98, or Me, MySQL clients always connect to the server using TCP/IP. (This al-
lows any machine on your network to connect to your MySQL server.) Because of this, you must
make sure that TCP/IP support is installed on your machine before starting MySQL. You can find
TCP/1P on your Windows CD-ROM.

Note that if you are using an old Windows 95 release (for example, OSR2), it's likely that you have
an old Winsock package; MySQL requires Winsock 2! You can get the newest Winsock from ht-
tp://www.microsoft.com/. Windows 98 has the new Winsock 2 library, so it is unnecessary to up-
datethe library.

On NT-based systems such as Windows NT, 2000, XP, or 2003, clients have two options. They can
use TCP/IP, or they can use anamed pipe if the server supports named pipe connections.

In MySQL versions 4.1 and higher, Windows servers also support shared-memory connections if
started with the - - shar ed- menor y option. Clients can connect through shared memory by using
the- - pr ot ocol =nmenor y option.

For information about which server binary to run, see Section 2.3.9, “Selecting a MySQL Server
type’.

This section gives a general overview of starting the MySQL server. The following sections provide
more specific information for starting the MySQL server from the command line or as a Windows
service.

The examples in these sections assume that MySQL is installed under the default location of
C:\ nysql . Adjust the pathnames shown in the examples if you have MySQL installed in a differ-
ent location.

Testing is best done from a command prompt in a console window (a "DOS window"). This way
you can have the server display status messages in the window where they are easy to see. If
something is wrong with your configuration, these messages make it easier for you to identify and
fix any problems.

To start the server, enter this command:

C\> C\nysql\bin\nysqgld --consol e

For servers that include | nnoDB support, you should see the following messages as the server
starts:

InnoDB: The first specified datafile c:\ibdata\ibdatal did not exist:

I nnoDB: a new dat abase to be created!

I nnoDB: Setting file c:\ibdata\ibdatal size to 209715200

I nnoDB: Dat abase physically wites the file full: wait...

InnoDB: Log file c:\iblogs\ib |logfileO did not exist: newto be created
InnoDB: Setting log file c:\iblogs\ib |logfileO size to 31457280

InnoDB: Log file c:\iblogs\ib logfilel did not exist: newto be created
InnoDB: Setting log file c:\iblogs\ib_|logfilel size to 31457280

InnoDB: Log file c:\iblogs\ib_|logfile2 did not exist: newto be created
I nnoDB: Setting log file c:\iblogs\ib_|logfile2 size to 31457280

| nnoDB: Doubl ewrite buffer not found: creating new
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| nnoDB: Doubl ewite buffer created

I nnoDB: creating foreign key constraint systemtables
I nnoDB: foreign key constraint systemtables created
011024 10:58:25 |InnoDB: Started

When the server finishes its startup sequence, you should see something like this, which indicates
that the server is ready to service client connections:

nysqgl d: ready for connections
Version: '4.0.14-10g" socket: '' port: 3306

The server continues to write to the console any further diagnostic output it produces. Y ou can open
anew console window in which to run client programs.

If you omit the - - consol e option, the server writes diagnostic output to the error log in the data
directory (C: \ nysqgl \ dat a by default). The error log isthe filewith the . er r extension.

Note: The accounts that are listed in the MySQL grant tables initially have no passwords. After
starting the server, you should set up passwords for them using the instructions in Section 2.9,
“Post-Installation Setup and Testing”.

2.3.11. Starting MySQL from the Windows Command

Line

The MySQL server can be started manually from the command line. This can be done on any ver-
sion of Windows.

To start the mysgld server from the command line, you should start a console window (a ~"DOS
window") and enter this command:

C\> C\Program Fi | es\ ySQL\ M\ySQL Server 4.1\ bi n\nysqgl d

The path used in the preceding example may vary depending on the install location of MySQL on
your system.

On non-NT versions of Windows, this starts mysqgld in the background. That is, after the server
starts, you should see another command prompt. If you start the server this way on Windows NT,
2000, XP, or 2003, the server runs in the foreground and no command prompt appears until the serv-
er exits. Because of this, you should open another console window to run client programs while the
server isrunning.

Y ou can stop the MySQL server by executing this command:

C\> C\Program Fil es\ MySQ.\ \ySQ. Server 4.1\ bin\nmysgladm n -u root

This invokes the MySQL administrative utility mysgladmin to connect to the server and tell it to
shut down. The command connects as r oot , which is the default administrative account in the
MySQL grant system. Note that users in the MySQL grant system are wholly independent from any
login users under Windows.

If mysgld doesn't start, check the error log to see whether the server wrote any messages there to in-
dicate the cause of the problem. The error log islocated inthe C: \ nysqgl \ dat a directory. It isthe
filewith asuffix of . er r. You can also try to start the server as mysgld --console; in this case, you
may get some useful information on the screen that may help solve the problem.

The last option is to start mysgld with - - st andal one - - debug. In this case, mysqgld writes a
log file C: \ mysql d. t r ace that should contain the reason why mysgld doesn't start. See Sec-
tion E.1.2, “Creating Trace Files’.
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Use mysgld --verbose --help to display all the options that mysqgld understands. (Prior to MySQL
4.1, omit the - - ver bose option.)

2.3.12. Starting MySQL as a Windows Service

On the NT family (Windows NT, 2000, XP, 2003), the recommended way to run MySQL isto in-
stall it as a Windows service. When MySQL isinstalled as a service, Windows starts and stops the
MySQL server automatically when Windows starts and stops. A server installed as a service can
also be controlled from the command line using NET commands, or with the graphical Ser vi ces
utility.

The Ser vi ces tility (the Windows Ser vi ce Control Manager) can be found in the Win-
dows Control Panel (under Admi ni strative Tool s on Windows 2000, XP, and Server
2003). It is advisable to close the Ser vi ces utility while performing server installation or removal
operations from this command line. This prevents some odd errors.

To get MySQL to work with TCP/IP on Windows NT 4, you must install service pack 3 (or newer).

Before installing MySQL as a Windows service, you should first stop the current server if it is run-
ning by using the following command:

C\> C\nysqgl\bin\nysgladnmin -u root shutdown

This invokes the MySQL administrative utility mysgladmin to connect to the server and tell it to
shut down. The command connects as r oot , which is the default administrative account in the
MySQL grant system. Note that users in the MySQL grant system are wholly independent from any
login users under Windows.

Install the server as a service:

C\> nmysgld --install

If you have problems installing mysgld as a service using just the server name, try installing it using
its full pathname;

C\> C\nysqgl\bin\mysgld --install

As of MySQL 4.0.2, you can specify a specific service name after the - - i nst al | option. As of
MySQL 4.0.3, you can in addition specify a- - def aul t s-fi | e option after the service name to
indicate where the server should obtain options when it starts. The rules that determine the service
name and option files the server uses are as follows:

» If you specify no service name or a name of My SQL, the server uses the default service name of
My SQL and the reads options from the [ mysql d] group in the standard option files.

» If you specify a service name other than My SQL after the - - i nst al | option, the server reads
options from the group that has the same name as the service. The server reads options from the
standard option files.

As of MySQL 4.0.17, the server also reads options from the [ mysql d] group from the stand-
ard option files. Thisalows you to usethe [ nysql d] group for options that should be used by
al MySQL services, and an option group named after each service for use by the server installed
with that service name.

e |If you specify a --defaul ts-fil e option after the service name, the server ignores the
standard option files and reads options only from the [ mysql d] group of the named file.

Note: Prior to MySQL 4.0.17, a server installed as a Windows service has problems starting if its
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pathname or the service name contains spaces. For this reason, with older versions, avoid installing
MySQL in adirectory such as C: \ Pr ogr am Fi | es or using a service name containing spaces.

As amore complex example, consider the following command:

C\> C\nysqgl\bin\inysgld --install MySQL --defaults-file=C:\ny-opts.

Here, the default service name (MySQL) is given after the --install option. If no -
-defaul ts-fil e option had been given, this command would have the effect of causing the
server to read the [ nysql d] group from the standard option files. However, because the -
-defaul ts-fil e option is present, the server reads options from the [ mysql d] option group,
but only from the named file.

You can aso specify optionsas "St art par amet er s" in the Windows Ser vi ces utility be-
fore you start the MySQL service.

Once a MySQL server isinstalled as a service, Windows starts the service automatically whenever
Windows starts. The service aso can be started immediately from the Ser vi ces utility, or by us-
ing the command NET START MySQL. The NET command is not case sensitive.

When run as a service, mysgld has no access to a console window, so no messages can be seen
there. If mysgld doesn't start, check the error log to see whether the server wrote any messages there
to indicate the cause of the problem. The error log is located in the C: \ mysqgl \ dat a directory. It
isthefilewith asuffix of . err.

When mysqgld is running as a service, it can be stopped by using the Ser vi ces utility, the com-
mand NET STOP MySQL, or the command mysgladmin shutdown. If the service is running
when Windows shuts down, Windows stops the server automatically.

From MySQL 3.23.44 on, you have the choice of installing the server as a Manual service if you
don't wish the service to be started automatically during the boot process. To do this, use the -
-instal | -manual option rather thanthe--i nstal | option:

C.\> C\nysqgl\bin\nysgld --install-nmnual

To remove a server that is installed as a service, first stop it if it is running. Then use the -
- r enrove option to removeit:

C\> C\nysqgl\bin\nmysgld --renpbve

For MySQL versions older than 3.23.49, one problem with automatic MySQL service shutdown is
that Windows waited only for a few seconds for the shutdown to complete, then killed the database
server process if the time limit was exceeded. This had the potential to cause problems. (For ex-
ample, the | nnoDB storage engine had to perform crash recovery at the next startup.) Starting from
MySQL 3.23.49, Windows waits longer for the MySQL server shutdown to complete. If you notice
this gtill is not enough for your installation, it is safest not to run the MySQL server as a service. In-
stead, start it from the command-line prompt, and stop it with mysgladmin shutdown.

This change to tell Windows to wait longer when stopping the MySQL server works for Windows
2000 and XP. It does not work for Windows NT, where Windows waits only 20 seconds for a ser-
vice to shut down, and after that kills the service process. You can increase this default by opening
the Registry Editor \ wi nnt\ syst enB2\ r egedt 32. exe and editing the value of Wit -

ToKi I | Servi ceTi meout at
HKEY_LOCAL_MACHI NE\ SYSTEM Current Control Set\ Control in the Registry tree.
Specify the new larger value in milliseconds. For example, the value 120000 tells Windows NT to
wait up to 120 seconds.

If you don't want to start mysqgld as a service, you can start it from the command line. For instruc-
tions, see Section 2.3.11, “ Starting MySQL from the Windows Command Linge".

Please see Section 2.3.14, “Troubleshooting a MySQL Installation Under Windows® if you en-
counter difficulties during installation.
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2.3.13. Testing The MySQL Installation

Y ou can test whether the MySQL server isworking by executing any of the following commands:;

C:\nysql \ bi n\ mysql show

C:\nysql \ bi n\ mysgl show -u root mnysql
C:\nysql \ bi n\nysqgl adm n versi on status proc
C:\nysql \ bi n\ mysgl test

If mysgld is slow to respond to TCP/IP connections from client programs on Windows 9x/Me, there
is probably a problem with your DNS. In this case, stat mysgld with the -
- ski p- nane- r esol ve option and use only | ocal host and IP numbers in the Host column
of the MySQL grant tables.

You can force aMySQL client to use a named pipe connection rather than TCP/IP by specifying the
- - pi pe option or by specifying . (period) as the host name. Use the - - socket option to specify
the name of the pipe. As of MySQL 4.1, you should use the - - pr ot ocol =PI PE option.

There are two versions of the MySQL command-line tool:

Binary Description
mysql Compiled on native Windows, offering limited text editing capabilities.
mysqglc Compiled with the Cygnus GNU compiler and libraries, which offers r ead-

I i ne editing. mysglc was intended for use primarily with Windows 9x/Me. It
does not support the updated authentication protocol used beginning with
MySQL 4.1, and is not supported in MySQL 4.1 and above. Beginning with
MySQL 4.1.8, it is no longer included in MySQL Windows distributions.

If you want to use mysglc, you must have a copy of the cygwi nb19. dl | library installed some-
where that mysglc can find it. Current distributions of MySQL include this library in the same dir-
ectory as mysqlc (the bi n directory under the base directory of your MySQL installation). If your
distribution does not havethecygwi nb19. dI | library inthe bi n directory, look foritinthel i b
directory and copy it to your Windows system directory (\ W ndows\ syst emor asimilar place).

2.3.14. Troubleshooting a MySQL Installation Under
Windows

When installing and running MySQL for the first time, you may encounter certain errors that pre-
vent the MySQL server from starting. The purpose of this section is to help you diagnose and cor-
rect some of these errors.

Your first resource when troubleshooting server issues is the error log. The MySQL server uses the
error log to record information relevant to the error that is preventing the server from starting. The
error log is located in the data directory specified in your ny. i ni file. The default data directory
locationisC: \ nysql \ dat a. See Section 5.9.1, “The Error Log”.

Another source of information regarding possible errors is the console messages displayed when the
MySQL serviceis starting. Usethe NET START mysgl command from the command line after in-
stalling mysqgld as a service to see any error messages regarding the starting of the MySQL server as
aservice. See Section 2.3.12, “ Starting MySQL as a Windows Service”.

The following are examples of some of the more common error messages you may encounter when
installing MySQL and starting the server for the first time:

System error 1067 has occurred.
Fatal error: Can't open privilege tables: Table 'nysqgl.host' doesn't exist

These messages occur when the MySQL server cannot find the nysql privileges database or other
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critical files. This error is often encountered when the MySQL base or data directories are installed
in different locations than the default locations (C: \ nysql and C: \ nysql \ dat a, respectively).

If you have installed MySQL to a directory other than C. \ mysqgl you need to ensure that the
MySQL server is aware of this through the use of a configuration (ny. i ni ) file. Theny. i ni file
needs to be located in your Windows directory, typically located at C: \ W nNT or C: \ W NDOWS.
Y ou can determine its exact location from the value of the W NDI R environment variable by issuing
the following command from the command prompt:

C.\> echo %W\ NDI R%

An option file can be created and modified with any text editor, such as the Notepad program. For
example, if MySQL isinstalled at E: \ mysql and the data directory islocated at D: \ MySQLdat a,
you can create the option file and set up a[ nysql d] section to specify values for the basedir and
datadir parameters:

[nysqgld] , ,

# set basedir to your installation path

basedi r =E: / mysql

# set datadir to the location of your data directory
dat adi r=D:; / MySQLdat a

Note that Windows pathnames are specified in option files using forward slashes rather than back-
dashes. If you do use backslashes, you must double them:

[nysqld] , ,

# set basedir to your installation path

basedi r=C: \\ Program Fi | es\\ nmysql

# set datadir to the location of your data directory
dat adi r=D: \\ MySQ_Ldat a

See Section 2.3.8, “Creating an Option File”.

2.3.15. Upgrading MySQL on Windows

This section lists some of the steps you should take when upgrading MySQL on Windows.

1. You should aways back up your current MySQL installation before performing an upgrade.
See Section 5.7.1, “ Database Backups'.

2. Download the latest Windows distribution of MySQL from http://dev.mysgl.com.

3. Before upgrading MySQL, you must stop the server.

If the server is installed as a service, stop the service with the following command from the
command prompt:

C:\> NET STOP MySQL
If you are not running the MySQL server as a service, use the following command to stop the
server:

C\> C\nysqgl\bin\nmysgladnmi n -u root shutdown

4. Exitthe W nMySQLAdM n programif it is running.

5. When upgrading to MySQL 4.1.5 or higher from a previous version, or when upgrading from a
version of MySQL instaled from a Zip archive to a version of MySQL installed with the
MySQL Installation Wizard, you must manually remove the previous installation and MySQL
service (if the server isinstalled as a service).
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10.

2.3.16.
Unix

To remove the MySQL service, use the following command:

C\> C\nysql\bin\nysgld --renove

If you do not remove the existing service, the MySQL Installation Wizard may fail to
properly install the new MySQL service.

If you are using the MySQL Installation Wizard, start the wizard as described in Section 2.3.4,
“Using the MySQL Installation Wizard”.

If you are installing MySQL from a Zip archive, extract the archive. Y ou may either overwrite
your existing MySQL installation (usualy located at C: \ nmysql ), or install it into a different
directory, such as C: \ nysql 4. Overwriting the existing installation is recommended.

Restart the server. For example, use NET START MySQL if you run MySQL as a service, or
invoke mysgld directly otherwise.

Refer to Section 2.10, “Upgrading MySQL” for additional information on upgrading MySQL
that is not specific to Windows.

If you encounter errors, see Section 2.3.14, “Troubleshooting a MySQL Installation Under
Windows'.

MySQL on Windows Compared to MySQL on

MySQL for Windows has proven itself to be very stable. The Windows version of MySQL has the
same features as the corresponding Unix version, with the following exceptions:

Windows 95 and threads

Windows 95 leaks about 200 bytes of main memory for each thread creation. Each connection in
MySQL creates a new thread, so you shouldn't run mysgld for an extended time on Windows 95
if your server handles many connections! Other versions of Windows don't suffer from this bug.

Limited number of ports

Windows systems have about 4,000 ports available for client connections, and after a connection
on a port closes, it takes two to four minutes before the port can be reused. In situations where
clients connect to and disconnect from the server at a high rate, it is possible for al available
ports to be used up before closed ports become available again. If this happens, the MySQL
server appears to be unresponsive even though it is running. Note that ports may be used by oth-
er applications running on the machine as well, in which case the number of ports available to
MySQL islower.

For more information, see http://support.microsoft.com/default.aspx?scid=kb;en-us;196271.
Concurrent reads

MySQL depends on the pread() and pwite() calsto be able to mix | NSERT and SE-
LECT. Currently we use mutexes to emulate pr ead() /pwri t e() . We will, in the long run,
replace the file level interface with a virtual interfface so that we can use the
readfile()witefile() interface on NT, 2000, and XP to get more speed. The current
implementation limits the number of open files MySQL can use to 2,048 (1,024 before MySQL
4.0.19), which means that you cannot run as many concurrent threads on NT, 2000, XP, and
2003 as on Unix.

Blocking read
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MySQL uses a blocking read for each connection, which has the following implications if
named pipe connections are enabl ed:

e A connection is not disconnected automatically after eight hours, as happens with the Unix
version of MySQL.

« |f aconnection hangs, it'simpossible to break it without killing MySQL.

* mysgladmin kill does not work on a sleeping connection.

* mysgladmin shutdown can't abort as long as there are sleeping connections.

We plan to fix this problem when our Windows developers have figured out a nice workaround.

ALTER TABLE

While you are executing an ALTER TABLE statement, the table is locked from being used by

other threads. This has to do with the fact that on Windows, you can't delete a file that isin use

by another thread. In the future, we may find some way to work around this problem.

DROP TABLE

DROP TABLE on atable that is in use by a MERGE table does not work on Windows because

the MERGE handler does the table mapping hidden from the upper layer of MySQL. Because

Windows doesn't alow you to drop files that are open, you first must flush all MERGE tables

(with FLUSH TABLES) or drop the MERGE table before dropping the table. We will fix this at

the same time we introduce views.

DATA DI RECTORY and | NDEX DI RECTCRY

The DATA DI RECTORY and | NDEX DI RECTORY options for CREATE TABLE are ignored

on Windows, because Windows doesn't support symbolic links. These options also are ignored

on systems that have a non-functional r eal pat h() call.

DROP DATABASE

Y ou cannot drop a database that isin use by some thread.

Killing MySQL from the Task Manager

You cannot kill MySQL from the Task Manager or with the shutdown utility in Windows 95.
Y ou must stop it with mysgladmin shutdown.

Case-insensitive names

Filenames are not case sensitive on Windows, so MySQL database and table names are also not
case sensitive on Windows. The only restriction is that database and table names must be spe-
cified using the same case throughout a given statement. See Section 9.2.2, “ldentifier Case
Sensitivity”.

The'\ ' pathname separator character

Pathname components in Windows are separated by the '\ ' character, which is also the escape

character in MySQL. If you are using LOAD DATA | NFI LEor SELECT ... | NTO OUT-
FI LE, use Unix-style filenames with '/ * characters:

nysql > LOAD DATA INFILE " C:/tnp/skr.txt' | NTO TABLE skr;
nysql > SELECT * | NTO OQUTFILE ' C./tnp/skr.txt' FROM skr;

Alternatively, you must double the '\ ' character:
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nysql > LOAD DATA I NFILE "C:\\tnp\\skr.txt' |INTO TABLE skr;
nysql > SELECT * | NTO OUTFI LE ' C:\\tnp\\skr.txt' FROM skr;

» Problemswith pipes.
Pipes do not work reliably from the Windows command-line prompt. If the pipe includes the
character *Z / CHAR( 24) , Windows thinks it has encountered end-of-file and aborts the pro-
gram.

Thisismainly a problem when you try to apply abinary log as follows:
C.\> nysql bi nl og bi nary-1og-name | nysql --user=root

If you have a problem applying the log and suspect that it is because of a~Z / CHAR( 24) char-
acter, you can use the following workaround:

C.\> nysqgl binl og binary-log-file --result-file=/tnp/bin.sql
C.\> nysgl --user=root --execute "source /tnp/bin.sql"

The latter command aso can be used to reliably read in any SQL file that may contain binary
data.

* Access denied for user error
If you attempt to run a MySQL client program to connect to a server running on the same ma-
chine, but get the error Access denied for user 'some-user' @unknown' to
dat abase ' mysql ', thismeansthat MySQL cannot resolve your hostname properly.
To fix this, you should create a file named \ wi ndows\ host s containing the following in-
formation:

127.0.0.1 | ocal host

Here are some open issues for anyone who might want to help us improve MySQL on Windows:

PD: Commented this one out as obsolete until | hear otherwise
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e Make asingle-user MYSQL. DLL server. This should include everything in a standard MySQL
server, except thread creation. This makes MySQL much easier to use in applications that don't
need atrue client/server and don't need to access the server from other hosts.

* Add some nice start and shutdown icons to the MySQL installation.

* It would be redlly nice to be able to kill mysgld from the Task Manager in Windows 95. For the
moment, you must use mysgladmin shutdown.

e Portreadl i ne to Windows for use in the mysgl command-line tool.

* GUI versions of the standard MySQL clients (mysgl, mysglshow, mysgladmin, and mysqgl-
dump) would be nice.

e It would be nice if the socket read and write functionsin net . ¢ were interruptible. This would
make it possible to kill open threads with mysgladmin kill on Windows.

» Add macrosto use the faster thread-safe increment/decrement methods provided by Windows.

2.4. Installing MySQL on Linux

The recommended way to install MySQL on Linux is by using the RPM packages. The MySQL
RPMs are currently built on a SUSE Linux 7.3 system, but should work on most versions of Linux
that support rpm and use gl i bc. To obtain RPM packages, see Section 2.1.3, “How to Get

MySQL”.

Note: RPM distributions of MySQL often are provided by other vendors. Be aware that they may
differ in features and capabilities from those built by MySQL AB, and that the instructions in this
manual do not necessarily apply to installing them. The vendor's instructions should be consulted in-
stead.

If you have problems with an RPM file (for example, if you receive the error “"Sorry, the
host ' xxxx' could not be | ooked up"), see Section 2.12.1.2, “Linux Binary Distribu-
tion Notes’.

In most cases, you only need to install the MySQL- ser ver and MySQL- cl i ent packages to get
afunctional MySQL installation. The other packages are not required for a standard installation. If
you want to run a MySQL-Max server that has additional capabilities, you should aso install the
My SQL- Max RPM. However, you should do so only after installing the MySQL- ser ver RPM.
See Section 5.1.2, “The mysqgld-max Extended MySQL Server”.

If you get a dependency failure when trying to install the MySQL 4.0 packages (for example, “er -
ror: renoving these packages woul d break dependencies: libnysqglcli-
ent.so0.10 is needed by ..."), you should also instal the package MySQL-
shar ed- conpat, which includes both the shared libraries for backward compatibility
(I'i brrysqgl client. so. 12 for MySQL 4.0and | i brrysqgl cl i ent. so. 10 for MySQL 3.23).

Many Linux distributions still ship with MySQL 3.23 and they usually link applications dynamic-
ally to save disk space. If these shared libraries are in a separate package (for example, My SQL-
shar ed), it is sufficient to simply leave this package installed and just upgrade the MySQL server
and client packages (which are statically linked and do not depend on the shared libraries). For dis-
tributions that include the shared libraries in the same package as the MySQL server (for example,
Red Hat Linux), you could either install our 3.23 MySQL- shar ed RPM, or use the MySQ_-
shar ed- conmpat package instead.

The following RPM packages are available:

e M/SQL-server-VERSI ON. i 386. rpm

The MySQL server. You need this unless you only want to connect to a MySQL server running
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on another machine. Note: Server RPM files were called MySQ.- VERSI ON. i 386. r pmbe-
fore MySQL 4.0.10. That is, they did not have - ser ver inthe name.

My SQL- Max- VERSI ON. i 386. r pm

The MySQL-Max server. This server has additional capabilities that the one provided in the
MySQL- server RPM doesnot. You must install the MySQL- ser ver RPM first, because the
My SQ_- Max RPM depends on it.

MySQL-cl i ent - VERSI ON. i 386. rpm

The standard MySQL client programs. Y ou probably always want to install this package.

My SQL- bench- VERSI ON. i 386. r pm

Tests and benchmarks. Reguires Perl and the DBD: : mysql module.

MySQL- devel - VERSI ON. i 386. r pm

The libraries and include files that are needed if you want to compile other MySQL clients, such
as the Perl modules.

My SQL- shar ed- VERSI ON. i 386. r pm

This package contains the shared libraries (I i bnysqgl cl i ent. so*) that certain languages
and applications need to dynamically load and use MySQL.

My SQ_- shar ed- conpat - VERSI ON. i 386. rpm

This package includes the shared libraries for both MySQL 3.23 and MySQL 4.0. Install this
package instead of MySQ_- shar ed if you have applications installed that are dynamically
linked against MySQL 3.23 but you want to upgrade to MySQL 4.0 without breaking the library
dependencies. This package has been available since MySQL 4.0.13.

My SQ.- enbedded- VERSI ON. i 386. rpm

The embedded MySQL server library (from MySQL 4.0).

MySQL- VERSI ON. src. rpm

This contains the source code for al of the previous packages. It can also be used to rebuild the
RPMs on other architectures (for example, Alpha or SPARC).

To seedl filesin an RPM package (for example, aMy SQL- ser ver RPM), run:

shel I > rpm -gpl MySQ.-server-VERSI ON.i 386.rpm

To perform a standard minimal installation, run:

shel I > rpm-i MySQL-server-VERSI ON.i 386.rpm
shel Il > rpm-i MySQL-client-VERSI ON. i 386.rpm

Toinstall just the client package, run:

shell> rpm-i MySQL-client-VERSI ON. i 386.rpm

RPM provides a feature to verify the integrity and authenticity of packages before installing them. If
you would like to learn more about this feature, see Section 2.1.4, “Verifying Package Integrity Us-
ing MD5 Checksums or GhuPG'.
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The server RPM places dataunder the/ var / | i b/ mysql directory. The RPM also createsalogin
account for a user named nysql (if one does not exist) to use for running the MySQL server, and
creates the appropriate entriesin / et c/ i nit. d/ to start the server automatically at boot time.
(This means that if you have performed a previous installation and have made changes to its startup
script, you may want to make a copy of the script so that you don't lose it when you install a newer
RPM.) See Section 2.9.2.2, “ Starting and Stopping MySQL Automatically” for more information on
how MySQL can be started automatically on system startup.

If you want to install the MySQL RPM on older Linux distributions that do not support initialization
scriptsin/ et c/ i nit. d (directly or viaa symlink), you should create a symbolic link that points
to the location where your initialization scripts actually are installed. For example, if that location is
/etc/rc.d/init.d,usethese commands before installing the RPM to create/ etc/init.d
asasymbolic link that points there;

shel |l > cd /etc
shell>1n -s rc.d/init.d .

However, al current major Linux distributions should support the new directory layout that uses /
etc/init.d,becauseitisrequired for LSB (Linux Standard Base) compliance.

If the RPM filesthat you install include MySQL- ser ver , the mysgld server should be up and run-
ning after installation. Y ou should be able to start using MySQL.

If something goes wrong, you can find more information in the binary installation section. See Sec-
tion 2.7, “Installing MySQL on Other Unix-Like Systems’.

Note: The accounts that are listed in the MySQL grant tables initially have no passwords. After
starting the server, you should set up passwords for them using the instructions in Section 2.9,
“Post-Installation Setup and Testing”.

2.5. Installing MySQL on Mac OS X

Beginning with MySQL 4.0.11, you can install MySQL on Mac OS X 10.2.x (" Jaguar") and up us-
ing aMac OS X hinary package in PKG format instead of the binary tarball distribution. Please note
that older versions of Mac OS X (for example, 10.1.x) are not supported by this package.

The package is located inside a disk image (. dng) file that you first need to mount by double-
clicking itsicon in the Finder. It should then mount the image and display its contents.

To obtain MySQL, see Section 2.1.3, “How to Get MySQL".

Note: Before proceeding with the installation, be sure to shut down al running MySQL server in-
stances by either using the MySQL Manager Application (on Mac OS X Server) or viamysgladmin
shutdown on the command line.

To actually install the MySQL PKG file, double-click on the package icon. This launches the Mac
OS X Package Installer, which guides you through the installation of MySQL.

Due to a bug in the Mac OS X package installer, you may see this error message in the destination
disk selection dialog:

You cannot install this software on this disk. (null)

If this error occurs, simply click the Go Back button once to return to the previous screen. Then
click Cont i nue to advance to the destination disk selection again, and you should be able to
choose the destination disk correctly. We have reported this bug to Apple and it is investigating this
problem.

The Mac OS X PKG of MySQL installs itself into / usr/ 1 ocal / nysql - VERSI ON and also in-
stallsa symbolic link, / usr/ | ocal / nysql , pointing to the new location. If a directory named /
usr/l ocal / nysql exists, itisrenamedto/ usr/ | ocal / nysql . bak first. Additionaly, the
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installer creates the grant tablesin the mysql database by executing mysql_install_db after the in-
stallation.

Theinstallation layout is similar to that of atar file binary distribution; all MySQL binaries are loc-
ated in the directory /usr/Il ocal / nysql /bi n. The MySQL socket file is created as /
t np/ nysql . sock by default. See Section 2.1.5, “Installation Layouts’.

MySQL installation requires a Mac OS X user account named nmysql . A user account with this
name should exist by default on Mac OS X 10.2 and up.

If you are running Mac OS X Server, you have a version of MySQL installed. The versions of
MySQL that ship with Mac OS X Server versions are shown in the following table:

Mac OS X Server Version MySQL Version
10.2-10.2.2 3.23.51
10.2.3-10.2.6 3.2353

10.3 4,0.14

10.3.2 4.0.16

This manual section covers the installation of the official MySQL Mac OS X PKG only. Make sure
to read Apple's help information about installing MySQL: Run the “"Help View" application, select
“Mac OS X Server" help, do a search for "MySQL," and read the item entitled Installing
MySQL."

For pre-installed versions of MySQL on Mac OS X Server, note especially that you should start
mysgld with safe_mysqgld instead of mysgld_safeif MySQL isolder than version 4.0.

If you previoudy used Marc Liyanages MySQL packages for Mac OS X from ht-
tp://www.entropy.ch, you can simply follow the update instructions for packages using the binary
installation layout as given on his pages.

If you are upgrading from Marc's 3.23.xx versions or from the Mac OS X Server version of MySQL
to the official MySQL PKG, you also need to convert the existing MySQL privilege tables to the
current format, because some new security privileges have been added. See Section 2.10.7,
“Upgrading the Grant Tables’.

If you would like to automatically start up MySQL during system startup, you also need to install
the MySQL Startup Item. Starting with MySQL 4.0.15, it is part of the Mac OS X installation disk
images as a separate installation package. Simply double-click the MySQLSt art upl t em pkg
icon and follow the instructions to install it.

Note that the Startup Item need be installed only once! There is no need to install it each time you
upgrade the MySQL package later.

The Startup Item is installed into / Li brary/ Startupltens/ MySQLCOM (Before MySQL
4.1.2, the location was / Li brary/ St art upl t enms/ MySQL, but that collided with the MySQL
Startup Item installed by Mac OS X Server.) Startup Item installation adds a variable MYSQL-
COM=- YES- to the system configuration file / et ¢/ host confi g. If you would like to disable
the automatic startup of MySQL, simply change this variable to MYSQLCOM=- NO- .

On Mac OS X Server, the default MySQL installation uses the variable MYSQL in the /
et ¢/ host confi g file. The MySQL AB Startup Item installer disables this variable by setting it
to MYSQL=- NO- . This avoids boot time conflicts with the MYySQL COMvariable used by the MySQL
AB Startup Item. However, it does not shut down a running MySQL server. You should do that
yourself.

After the installation, you can start up MySQL by running the following commands in a terminal
window. You must have administrator privileges to perform this task.

If you haveinstalled the Startup Item:
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shel | > sudo /Library/ Startupltens/ MySQLCOM MySQ.COM st art
(Enter your password, if necessary)
(Press Control-D or enter "exit" to exit the shell)

For versions of MySQL older than 4.1.3, substitute / Li b-
rary/ Startupltens/ MySQ.COM My SQLCOM with / Li b-
rary/ Startupltens/ MySQ/ MySQL above.

If you don't use the Startup Item, enter the following command sequence:

shel I > cd /usr/I|ocal / mysql

shel | > sudo ./bin/nysql d_safe

(Enter your password, if necessary)

(Press Control -2)

shel | > bg

(Press Control-D or enter "exit" to exit the shell)

You should be able to connect to the MySQL server, for example, by running /
usr/ 1l ocal / nysql / bi n/ nysql .

Note: The accounts that are listed in the MySQL grant tables initially have no passwords. After
starting the server, you should set up passwords for them using the instructions in Section 2.9,
“Post-Installation Setup and Testing”.

You might want to add aliases to your shell's resource file to make it easier to access commonly
used programs such as mysgl and mysgladmin from the command line. The syntax for tcshis:

alias nmysql /usr/local/nysql/bin/nysqgl
alias nysql adnmin /usr/local/nysql/bin/nysql adm n

For bash, use:

alias nysql =/ usr/ Il ocal / nysql / bi n/ nysql
al i as nysql adm n=/usr/ | ocal / mysql / bi n/ nysql adm n

Even better, add / usr /| ocal / mysql / bi n to your PATH environment variable. For example,
add the following line to your $HOVE/ . t cshr c fileif your shell istcsh:

setenv PATH ${ PATH}:/usr/l ocal / mysql / bin

If no. t cshrc fileexistsin your home directory, create it with atext editor.

If you are upgrading an existing installation, please note that installing a new MySQL PKG does not
remove the directory of an older installation. Unfortunately, the Mac OS X Installer does not yet of-
fer the functionality required to properly upgrade previously installed packages.

To use your existing databases with the new installation, you'll need to copy the contents of the old
data directory to the new data directory. Make sure that neither the old server nor the new one is
running when you do this. After you have copied over the MySQL database files from the previous
installation and have successfully started the new server, you should consider removing the old in-
stallation files to save disk space. Additionally, you should also remove older versions of the Pack-
age Receipt directorieslocated in/ Li br ar y/ Recei pt s/ nysql - VERSI ON. pkg.

2.6. Installing MySQL on NetWare

Porting MySQL to NetWare was an effort spearheaded by Novell. Novell customers should be
pleased to note that NetWare 6.5 ships with bundled MySQL binaries, complete with an automatic
commercia use license for al servers running that version of NetWare.
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MySQL for NetWare is compiled using a combination of Met r ower ks CodeVWarri or for
Net War e and special cross-compilation versions of the GNU autotools.

The latest binary packages for NetWare can be obtained at http://dev.mysgl.com/downloads/. See
Section 2.1.3, “How to Get MySQL".

In order to host MySQL, the NetWare server must meet these requirements:

* NetWare 6.5 Support Pack 2 installed and updated with the latest LibC, or NetWare 6.0 with
Support Pack 4 installed and updated with the latest LibC. NetWare 6.5 Support Pack 2 and oth-
er updates are available at http://support.novell.com/filefinder/18197/index.html. NetWare 6.0
Support Pack 4 and other updates are available at ht-
tp://support.novell.com/filefinder/13659/index.html. The latest LibC is available at ht-
tp://devel oper.novell.com/ndk/libc.htm. Steps to update LibC can be found here: ht-
tp://devel oper.novell.com/ndk/doc/libe/index.html?page=/ndk/doc/libc/libc_enu/data/ajjlOr0.htm
I

* The system must meet Novell's minimum requirements to run the respective version of Net-
Ware.

*  MySQL data, aswell as the binaries themselves, must be installed on an NSS volume; tradition-
al volumes are not supported.

Toinstall MySQL for NetWare, use the following procedure:

1. If you are upgrading from a prior installation, stop the MySQL server. This is done from the
server console, using the following command:
SERVER: nysql admin -u root shutdown

2. Log on to the target server from a client machine with access to the location where you are in-
stalling MySQL.

3. Extract the binary package Zip file onto the server. Be sure to allow the pathsin the Zip file to
be used. It is safe to simply extract the fileto SYS: \ .

If you are upgrading from a prior installation, you may need to copy the data directory (for ex-
ample, SYS: MYSQL\ DATA), aswell asny. cnf, if you have customized it. Y ou can then de-
lete the old copy of MySQL.

4. You might want to rename the directory to something more consistent and easy to use. We re-
commend using SYS: MYSQL; examplesin this manual use this name to refer to the installation
directory in general.

5. At the server console, add a search path for the directory containing the MySQL NLMs. For
example:

SERVER: SEARCH ADD SYS: MYSQL\ BI N

6. Initialize the data directory and the grant tables, if needed, by executing mysql_install_db at
the server console.

7. Start the MySQL server using mysgld_safe at the server console.

8. To finish the installation, you should also add the following commands to aut oexec. ncf.
For example, if your MySQL ingtalation is in SYS: MYSQL and you want MySQL to start
automatically, you could add these lines:

#Starts the MySQL 4. 0. x dat abase server
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SEARCH ADD SYS: MYSQL\ BI N
MYSQLD_SAFE

If you are running MySQL on NetWare 6.0, we strongly suggest that you use the -
- ski p- ext er nal - | ocki ng option on the command line;

#Starts the MySQL 4. 0.x dat abase server
SEARCH ADD SYS: MYSQL\ BI N
MYSQLD_SAFE - - ski p- ext er nal - | ocki ng

It is also necessary to use CHECK TABLE and REPAI R TABLE instead of myisamchk, be-
cause myisamchk makes use of external locking. External locking is known to have problems
on NetWare 6.0; the problem has been eliminated in NetWare 6.5.

mysgld_safe on NetWare provides a screen presence. When you unload (shut down) the
mysgld_safe NLM, the screen does not by default go away. Instead, it prompts for user input:

*<NLM has term nated; Press any key to close the screen>*

If you want NetWare to close the screen automatically instead, use the - - aut ocl ose option
to mysgld_safe. For example:

#Starts the MySQL 4. 0. x dat abase server
SEARCH ADD SYS: MYSQL\ BI N
MYSQLD SAFE - - aut ocl ose

9. When installing the 4.1.x version either for the first time or upgrading the 4.0.x version to
41.x, download and instal Perl module for MySQL 4.1 from ht-
tp://forge.novell.com/modul es/xfmod/project/showfiles.php?group id=1126 and PHP Exten-
sion for MySQL 4.1 from ht-
tp://forge.novell.com/modul es/xfmod/project/showfiles.php?group_id=1078

The behavior of mysgld_safe on NetWare is described further in Section 5.1.3, “The mysqgld_safe
Server Startup Script”.

If there was an existing installation of MySQL on the server, be sure to check for existing MySQL
startup commandsin aut oexec. ncf , and edit or delete them as necessary.

Note: The accounts that are listed in the MySQL grant tables initially have no passwords. After

starting the server, you should set up passwords for them using the instructions in Section 2.9,
“Post-Installation Setup and Testing”.

2.7. Installing MySQL on Other Unix-Like Sys-
tems

This section covers the installation of MySQL binary distributions that are provided for various plat-
forms in the form of compressed tar files (files with a. t ar. gz extension). See Section 2.1.2.5,
“MySQL Binaries Compiled by MySQL AB” for adetailed list.

To obtain MySQL, see Section 2.1.3, “How to Get MySQL".

MySQL tar file binary distributions have names of the form nmysql - VERSI ON- CS. t ar . gz,
where VERSI ON is a number (for example, 4. 0. 17), and OS indicates the type of operating sys-
tem for which the distribution isintended (for example, pc- | i nux- i 686).

In addition to these generic packages, we also offer binaries in platform-specific package formats
for selected platforms. See Section 2.2, “ Standard MySQL Installation Using a Binary Distribution”
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for more information on how to install these.

Y ou need the following tools to install aMySQL tar file binary distribution:;

 GNU gunzi p to uncompress the distribution.

* A reasonable tar to unpack the distribution. GNU tar is known to work. Some operating sys-
tems come with a pre-installed version of tar that is known to have problems. For example, Mac
OS X tar and Sun tar are known to have problems with long filenames. On Mac OS X, you can
use the pre-installed gnutar program. On other systems with a deficient tar, you should install
GNU tar first.

If you run into problems, please always use mysglbug when posting questions to a MySQL mailing
list. Even if the problem isn't a bug, mysglbug gathers system information that helps others solve
your problem. By not using mysqglbug, you lessen the likelihood of getting a solution to your prob-
lem. You can find mysglbug in the bi n directory after you unpack the distribution. See Sec-
tion 1.4.1.3, “How to Report Bugs or Problems’.

The basic commands you must execute to install and use aMySQL binary distribution are:

shel | > groupadd nysql
shel | > useradd -g nysql nysql
shell > cd /usr/| ocal
shel | > gunzip < /path/to/ nysql-VERSION-OS.tar.gz | tar xvf -
shell > In -s full-path-to-nysql - VERSI ON- CS nysql
shel | > cd nysql
shel | > scripts/mysqgl _install _db --user=nysql
shel | > chown -R root
shel | > chown -R nysql data
shel | > chgrp -R nysql
>

shel | > bi n/ nysql d_saf e -- user =nysql &

For versions of MySQL older than 4.0, substitute bin/safe_mysgld for bin/mysqgld_safe in the final
command.

Note: This procedure does not set up any passwords for MySQL accounts. After following the pro-
cedure, proceed to Section 2.9, “Post-Installation Setup and Testing”.

A more detailed version of the preceding description for installing a binary distribution follows:

1. Addalogin user and group for mysgld to run as:

shel | > groupadd nysql
shel | > useradd -g nysqgl nysql

These commands add the mysqgl group and the nysql user. The syntax for useradd and
groupadd may differ slightly on different versions of Unix. They may also be called adduser
and addgroup.

Y ou might want to call the user and group something else instead of mysql . If so, substitute
the appropriate name in the following steps.

2. Pick thedirectory under which you want to unpack the distribution, and change location into it.
In the following example, we unpack the distribution under / usr/ | ocal . (The instructions,
therefore, assume that you have permission to create files and directoriesin / usr/ | ocal . If
that directory is protected, you need to perform the installation asr oot .)

shell > cd /usr/|ocal

3. Obtain a distribution file from one of the sites listed in Section 2.1.3, “How to Get MySQL".
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For a given release, binary distributions for al platforms are built from the same MySQL
source distribution.

Unpack the distribution, which creates the installation directory. Then create a symbolic link to
that directory:

shel | > gunzip < /path/to/ nysql -VERSION-CS.tar.gz | tar xvf -
shell> In -s full-path-to-nysql - VERSI ON OGS nysql

Thetar command creates a directory named nysql - VERSI ON- OS. Thel n command makes
a symbolic link to that directory. This lets you refer more easily to the installation directory as
/usr/local /nmysql .

With GNU tar, no separate invocation of gunzi p is necessary. You can replace the first line
with the following alternative command to uncompress and extract the distribution:

shel | > tar zxvf /path/to/ mysqgl-VERSIO\N-CS. tar. gz

Change location into the installation directory:

shel | > cd nysql

You can find severa files and subdirectories in the nysql directory. The most important for
installation purposes arethe bi n and scri pt s subdirectories.

e bin

This directory contains client programs and the server. Y ou should add the full pathname of
this directory to your PATH environment variable so that your shell finds the MySQL pro-
grams properly. See Appendix F, Environment Variables.

e scripts

This directory contains the mysqgl_install_db script used to initialize the mysql database
containing the grant tables that store the server access permissions.

If you haven't installed MySQL before, you must create the MySQL grant tables:

shel | > scripts/nysqgl _install _db --user=mysql

If you run the command as r oot , you should use the - - user option as shown. The value of
the option should be the name of the login account that you created in the first step to use for
running the server. If you run the command while logged in as that user, you can omit the -
- user option.

Note that for MySQL versions older than 3.22.10, mysqgl_install_db left the server running
after creating the grant tables. This is no longer true; you need to restart the server after per-
forming the remaining steps in this procedure.

Change the ownership of program binariesto r oot and ownership of the data directory to the
user that you run mysgld as. Assuming that you are located in the installation directory (/
usr/ | ocal / nysql ), the commandslook like this:

shel | > chown -R root .
shel | > chown -R nysql data
shel | > chgrp -R nysql

The first command changes the owner attribute of the files to the r oot user. The second
changes the owner attribute of the data directory to the nysql user. The third changes the
group attribute to the mysql group.
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8. If you would like MySQL to start automatically when you boot your machine, you can copy
support-fil es/ nysql.server to the location where your system has its startup files.
More information can be found in the support-fil es/ nmysql . server script itself and
in Section 2.9.2.2, “ Starting and Stopping MySQL Automatically”.

9. You can set up new accounts using the bin/mysqgl_setpermission script if you install the DBI
and DBD: : mysql Perl modules. For instructions, see Section 2.13, “Perl Installation Notes”.

10. If you would like to use mysglaccess and have the MySQL distribution in some non-standard
place, you must change the location where mysqglaccess expects to find the mysgl client. Edit
thebi n/ nysql access script at approximately line 18. Search for aline that looks like this:
SMYSQL = "/usr/local/bin/mysqgl"; # path to nysql executable
Change the path to reflect the location where mysql actually is stored on your system. If you
do not do this, you get aBr oken pi pe error when you run mysglaccess.

After everything has been unpacked and installed, you should test your distribution.

Y ou can start the MySQL server with the following command:

shel | > bin/nysql d_safe --user=nysql &

For versions of MySQL older than 4.0, substitute bin/safe_mysgld for bin/mysqld_safe in the com-

mand.

More information about mysqld_safe is given in Section 5.1.3, “The mysgld_safe Server Startup
Script”.

Note: The accounts that are listed in the MySQL grant tables initially have no passwords. After
starting the server, you should set up passwords for them using the instructions in Section 2.9,
“Post-Installation Setup and Testing”.

2.8. MySQL Installation Using a Source Distri-
bution

Before you proceed with the source installation, check first to see whether our binary is available for
your platform and whether it works for you. We put alot of effort into making sure that our binaries
are built with the best possible options.

To obtain a source distribution for MySQL, Section 2.1.3, “How to Get MySQL".

MySQL source distributions are provided as compressed tar archives and have names of the form
nysql - VERSI ON. t ar . gz, where VERSI ONisanumber like5. 0. 3- al pha.

Y ou need the following tools to build and install MySQL from source:

*  GNU gunzi p to uncompress the distribution.

e A reasonable tar to unpack the distribution. GNU tar is known to work. Some operating sys-
tems come with a pre-installed version of tar that is known to have problems. For example, Mac
OS X tar and Sun tar are known to have problems with long filenames. On Mac OS X, you can
use the pre-installed gnutar program. On other systems with a deficient tar, you should install
GNU tar first.

» A working ANSI C++ compiler. gcc 2.95.2 or later, egcs 1.0.2 or later or eges 2.91.66, SGI
C++, and SunPro C++ are some of the compilersthat are known to work. | i bg++ is not needed
when using gcc. gee 2.7.x has a bug that makes it impossible to compile some perfectly legal
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C++files, suchassql / sgl _base. cc. If you have only gcc 2.7.x, you must upgrade your gcc
to be able to compile MySQL. gcc 2.8.1 is also known to have problems on some platforms, so
it should be avoided if anew compiler exists for the platform.

gcc 2.95.2 or later is recommended when compiling MySQL 3.23.x.

* A good make program. GNU make is always recommended and is sometimes required. If you
have problems, we recommend trying GNU make 3.75 or newer.

If you are using a version of gcc recent enough to understand the - f no- except i ons option, itis
very important that you use this option. Otherwise, you may compile a binary that crashes ran-
domly. We also recommend that you use -f el i de-constructors and -fno-rtti aong
with - f no- except i ons. When in doubt, do the following:

CFLAGS="- (3" CXX=gcc CXXFLAGS="-O3 -felide-constructors \
-fno-exceptions -fno-rtti" ./configure \
--prefix=/usr/local/nysql --enable-assenbler \
--wWith-nysqgl d-1dflags=-all-static

On most systems, this gives you afast and stable binary.

If you run into problems, please always use mysglbug when posting questions to a MySQL mailing
list. Even if the problem isn't a bug, mysglbug gathers system information that helps others solve
your problem. By not using mysqlbug, you lessen the likelihood of getting a solution to your prob-

lem. You can find mysglbug inthe scri pt s directory after you unpack the distribution. See Sec-
tion 1.4.1.3, “How to Report Bugs or Problems”.

Source Installation Overview

The basic commands you must execute to install a MySQL source distribution are:

shel | > groupadd nysq

shel | > useradd -g mysql nysql

shel | > gunzip < nysql-VERSION.tar.gz | tar -xvf -
shel I > cd nysql - VERSI ON

shel Il > ./configure --prefix=/usr/local/nmysql
shel | > make

shel | > make i nst al

shel | > cp support-files/ny-nediumcnf /etc/ny.cnf
shel I > cd /usr/1ocal / nmysq

shel | > bin/nmysql _install_db --user=nysql

shel | > chown -R root

shel | > chown -R nysqgl var

shel | > chgrp -R nysql

shel | > bin/nysql d_safe --user=nysql &

For versions of MySQL older than 4.0, substitute bin/safe_mysgld for bin/mysqgld_safe in the final
command.

If you start from a source RPM, do the following:

shell > rpnbuild --rebuild --clean MySQL- VERSI ON. src. rpm

This makes a binary RPM that you can install. For older versions of RPM, you may have to replace
the command rpmbuild with rpm instead.

Note: This procedure does not set up any passwords for MySQL accounts. After following the pro-
cedure, proceed to Section 2.9, “Post-Installation Setup and Testing”, for post-installation setup and
testing.

A more detailed version of the preceding description for installing MySQL from a source distribu-
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tion follows:

1. Addalogin user and group for mysgld to run as:
shel | > groupadd nysql
shel | > useradd -g nysql nysql

These commands add the mysqgl group and the nysql user. The syntax for useradd and
groupadd may differ dlightly on different versions of Unix. They may also be called adduser
and addgroup.

Y ou might want to call the user and group something else instead of nysql . If so, substitute
the appropriate name in the following steps.

2. Pick the directory under which you want to unpack the distribution, and change location into it.
3. Obtain adistribution file from one of the siteslisted in Section 2.1.3, “How to Get MySQL".
4. Unpack the distribution into the current directory:

shel | > gunzip < /path/to/ nysqgl-VERSION.tar.gz | tar xvf -

This command creates adirectory named mysql - VERSI ON.

With GNU tar, no separate invocation of gunzi p is necessary. You can use the following al-
ternative command to uncompress and extract the distribution:

shel | > tar zxvf /path/to/ nysql-VERSION-COS.tar. gz

5. Changelocation into the top-level directory of the unpacked distribution:;
shel I > cd mysql - VERSI ON
Note that currently you must configure and build MySQL from this top-level directory. You
cannot build it in adifferent directory.
6. Configure the release and compile everything:
shel | > ./configure --prefix=/usr/local/nysql

shel | > make

When you run configure, you might want to specify some options. Run ./configure --help for
alist of options. Section 2.8.2, “Typical configure Options’, discusses some of the more useful
options.

If configure fails and you are going to send mail to a MySQL mailing list to ask for assistance,
please include any lines from conf i g. | og that you think can help solve the problem. Also
include the last couple of lines of output from configure. Post the bug report using the mysql-
bug script. See Section 1.4.1.3, “How to Report Bugs or Problems”.
If the compile fails, see Section 2.8.4, “Dealing with Problems Compiling MySQL” for help.

7. Instal the distribution:
shel | > make install

If you want to set up an option file, use one of those present in the support - fi |l es direct-
ory as atemplate. For example:
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10.

11.

12.

shel | > cp support-files/ny-nediumcnf /etc/ny.cnf

Y ou might need to run these commands asr oot .

If you want to configure support for | nnoDB tables, you should edit the/ et ¢/ ny. cnf file,
remove the # character before the option lines that start with i nnodb_. . . , and modify the
option values to be what you want. See Section 4.3.2, “Using Option Files” and Section 15.4,
“l1 nnoDB Configuration”.

Change location into the installation directory:

shel | > cd /usr/| ocal / nysql

If you haven't installed MySQL before, you must create the MySQL grant tables:

shel | > bin/nysql _install _db --user=nysql

If you run the command as r oot , you should use the - - user option as shown. The vaue of
the option should be the name of the login account that you created in the first step to use for
running the server. If you run the command while logged in as that user, you can omit the -
- user option.

Note that for MySQL versions older than 3.22.10, mysgl_install_db left the server running
after creating the grant tables. This is no longer true; you need to restart the server after per-
forming the remaining steps in this procedure.

Change the ownership of program binaries to r oot and ownership of the data directory to the
user that you run mysgld as. Assuming that you are located in the installation directory (/
usr/ |l ocal / nysql ), the commandslook like this:

shel | > chown -R root
shel | > chown -R nysqgl var
shel I > chgrp -R nysql

The first command changes the owner attribute of the files to the r oot user. The second
changes the owner attribute of the data directory to the nysql user. The third changes the
group attribute to the nysql group.

If you would like MySQL to start automatically when you boot your machine, you can copy
support-fil es/ nysql.server to the location where your system has its startup files.
More information can be found in the support-fil es/ nmysql. server script itself and
in Section 2.9.2.2, “ Starting and Stopping MySQL Automatically”.

You can set up new accounts using the bin/mysgl_setper mission script if you install the DBI
and DBD: : mysql Perl modules. For instructions, see Section 2.13, “Perl Installation Notes”.

After everything has been installed, you should initialize and test your distribution using this com-
mand:

shel | > /usr/Ilocal / nmysql /bin/mysqgl d_safe --user=nysql &

For versions of MySQL older than 4.0, substitute safe_mysqgld for mysgld_safe in the command.

If that command fails immediately and prints nysql d ended, you can find some information in
thehost _nane. err fileinthe datadirectory.

More information about mysqgld_safe is given in Section 5.1.3, “The mysgld_safe Server Startup
Script”.
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Note: The accounts that are listed in the MySQL grant tables initially have no passwords. After
starting the server, you should set up passwords for them using the instructions in Section 2.9,
“Post-Installation Setup and Testing”.

Typical configure Options

The configure script gives you a great deal of control over how you configure aMySQL source dis-
tribution. Typically you do this using options on the configure command line. Y ou can also affect
configure using certain environment variables. See Appendix F, Environment Variables. For alist
of options supported by configure, run this command:

shell > ./configure --help

Some of the more commonly used configur e options are described here:

To compile just the MySQL client libraries and client programs and not the server, use the -
-wi t hout - ser ver option:

shel Il > ./configure --w thout-server

If you don't have a C++ compiler, mysqgl cannot be compiled (it is the one client program that
requires C++). In this case, you can remove the code in configure that tests for the C++ com-
piler and then run ./configure with the - - wi t hout - ser ver option. The compile step should
still try to build mysqgl, but you can ignore any warnings about nmysql . cc. (If make stops, try
make -k to tell it to continue with the rest of the build even if errors occur.)

If you want to build the embedded MySQL library (I i brrysql d. a) you should use the -
-wi t h- enbedded- ser ver option.

If you don't want your log files and database directories located under / usr/ | ocal / var , use
a configure command something like one of these:

shel Il > ./configure --prefix=/usr/local/mnmysql
shel I > ./configure --prefix=/usr/local \
--local statedir=/usr/local/nysql/data

The first command changes the installation prefix so that everything is installed under /
usr/ | ocal / nysql rather than the default of / usr /| ocal . The second command preserves
the default installation prefix, but overrides the default location for database directories
(normally / usr/ | ocal / var) and changes it to / usr/| ocal / mysql / dat a. After you
have compiled MySQL, you can change these options with option files. See Section 4.3.2,
“Using Option Files”.

If you are using Unix and you want the MySQL socket located somewhere other than the default
location (normally inthe directory / t mp or / var / r un), use a configure command like this:

shel Il > ./configure \
--wW t h-uni x- socket - pat h=/ usr/ | ocal / nysql / t np/ nysql . sock

The socket filename must be an absolute pathname. You can also change the location of
mysql . sock later by using a MySQL option file. See Section A.4.5, “How to Protect or
Change the MySQL Socket File/ t np/ mysql . sock”.

If you want to compile statically linked programs (for example, to make a binary distribution, to
get more speed, or to work around problems with some Red Hat Linux distributions), run con-
figurelikethis:

shell > ./configure --with-client-Idflags=-all-static \
--with-nysqgl d-1dflags=-all-static
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If you are using gcc and don't havel i bg++ or | i bst dc++ installed, you can tell configureto
use gec as your C++ compiler:

shel | > CC=gcc CXX=gcc ./configure

When you use gcc as your C++ compiler, it does not attempt to link in |i bg++ or
I i bst dc++. This may be a good idea to do even if you have these libraries installed, because
some versions of them have caused strange problems for MySQL usersin the past.

The following list indicates some compilers and environment variable settings that are com-
monly used with each one.

e gcc2.7.2:

CC=gcc CXX=gcc CXXFLAGS="-O3 -felide-constructors"”

¢ egcsl0.3a

CC=gcc CXX=gcc CXXFLAGS="-O3 -felide-constructors \
-fno-exceptions -fno-rtti"

e gcc295.2:

CFLAGS="- (3 -npentiunpro" CXX=gcc CXXFLAGS="-QO3 -npentiunpro \
-felide-constructors -fno-exceptions -fno-rtti"

* pgcc 2.90.29 or newer:

CFLAGS="- (3 -nmpentiunpro -mnstack-align-double" CXX=gcc \
CXXFLAGS="- (O3 -npentiunpro -nstack-align-double \
-felide-constructors -fno-exceptions -fno-rtti"

In most cases, you can get a reasonably optimized MySQL binary by using the options from the
preceding list and adding the following options to the configureline:

--prefix=/usr/local/nysqgl --enable-assenbler \
--with-nmysqgl d-1dfl ags=-all-static

The full configure line would, in other words, be something like the following for all recent gcc
versions.

CFLAGS="- 3 -npenti unpro" CXX=gcc CXXFLAGS="-C38 -npentiunpro \
-felide-constructors -fno-exceptions -fno-rtti" ./configure \
--prefix=/usr/local/nysqgl --enable-assenbler \

--with-nmysqgl d-1dfl ags=-all-static

The binaries we provide on the MySQL Web site at http://www.mysgl.com/ are al compiled
with full optimization and should be perfect for most users. See Section 2.1.2.5, “MySQL Binar-
ies Compiled by MySQL AB”. There are some configuration settings you can tweak to make an
even faster binary, but these are only for advanced users. See Section 7.5.4, “How Compiling
and Linking Affects the Speed of MySQL".
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If the build fails and produces errors about your compiler or linker not being able to create the
shared library | i bnysqgl cl i ent . so. # (where'#' is aversion number), you can work around
this problem by giving the - - di sabl e- shar ed option to configure. In this case, configure
doesnot build ashared | i brrysql cl i ent . so. # library.

» By default, MySQL usesthel at i n1 (1SO-8859-1) character set. To change the default set, use
the--w t h- char set option:

shel | > ./configure --wth-charset =CHARSET

CHARSET may be one of bi g5, cp1251, cp1257, czech, dani sh, dec8, dos, euc_kr,
gb2312, gbk, germanl, hebr ew, hp8, hungari an, koi 8 ru, koi 8 ukr, latinl,
latin2, sjis, swe7,tis620, ujis, usa7, or wi n1251ukr. See Section 5.8.1, “The
Character Set Used for Data and Sorting”.

As of MySQL 4.1.1, the default collation may also be specified. MySQL uses the | at -
i n1 swedi sh_ci collation. To changethis, usethe--wi t h- col | ati on option:

shel | > ./configure --with-collati on=COLLATI ON

To change both the character set and the collation, use both the - - wi t h- char set and -
-wi t h-col | ati on options. The collation must be alegal collation for the character set. (Use
the SHOW COLLATI ON statement to determine which collations are available for each character
set.)

If you want to convert characters between the server and the client, you should take alook at the
SET CHARACTER SET statement. See Section 13.5.3, “SET Syntax”.

Warning: If you change character sets after having created any tables, you have to run myis-
amchk -r -q --set-character-set=char set on every table. Y our indexes may be sorted incor-
rectly otherwise. (This can happen if you install MySQL, create some tables, then reconfigure
MySQL to use a different character set and reinstall it.)

With the configure option - - wi t h- ext r a- char set s=LI ST, you can define which addi-
tional character sets should be compiled into the server. LI ST is either a list of character set
names separated by spaces, conpl ex to include all character sets that can't be dynamically
loaded, or al | toinclude all character setsinto the binaries.

e To configure MySQL with debugging code, use the - - wi t h- debug option:
shel | > ./configure --wth-debug

This causes a safe memory allocator to be included that can find some errors and that provides
output about what is happening. See Section E.1, “Debugging a MySQL Server”.

» If your client programs are using threads, you also must compile a thread-safe version of the
MySQL client library with the - - enabl e-t hr ead- saf e- cl i ent configure option. This
createsal i bnysql cl i ent _r library with which you should link your threaded applications.
See Section 22.2.15, “How to Make a Threaded Client”.

» Options that pertain to particular systems can be found in the system-specific section of this
manual. See Section 2.12, “Operating System-Specific Notes’.

2.8.3. Installing from the Development Source Tree

Caution: You should read this section only if you are interested in helping us test our new code. If
you just want to get MySQL up and running on your system, you should use a standard release dis-
tribution (either a binary or source distribution).

To obtain our most recent development source tree, use these instructions:
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Download BitK eeper from http://www.hitmover.com/cgi-bin/download.cgi. Y ou need Bitkeep-
er 3.0 or newer to access our repository.

Follow the instructions to install it.

After BitKeeper has been installed, first go to the directory you want to work from, and then
use one of the following commands to clone the MySQL version branch of your choice:

To clone the old 3.23 branch, use this command:

shel I > bk cl one bk://nysql . bkbits.net/nysqgl-3.23 nysql -3. 23

To clone the 4.0 stable (production) branch, use this command:

shel | > bk cl one bk://nmysql.bkbits.net/nysql-4.0 nmysql-4.0

To clone the 4.1 stable (production) branch, use this command:

shel | > bk cl one bk://nysql.bkbits.net/nysql-4.1 nysql-4.1

To clone the 5.0 development branch, use this command:

shel | > bk cl one bk://nysql.bkbits.net/nysql-5.0 nysql-5.0

In the preceding examples, the source tree is set up in the mysql - 3. 23/, nysql - 4. 0/,
mysql -4. 1/ ,ornysql - 5. 0/ subdirectory of your current directory.

If you are behind afirewall and can only initiate HT TP connections, you can also use BitK eep-
erviaHTTP.

If you are required to use a proxy server, set the environment variable ht t p_pr oxy to point
to your proxy:

shel | > export http_proxy="http://your. proxy.server:8080/"

Replacethebk: // withhtt p:// when doing aclone. Example:

shel | > bk clone http://nysql.bkbits.net/nysql-4.1 nysql-4.1

The initial download of the source tree may take a while, depending on the speed of your con-
nection. Please be patient.

Y ou need GNU make, autoconf 2.58 (or newer), automake 1.8, libtool 1.5, and m4 to run the
next set of commands. Even though many operating systems come with their own implementa-
tion of make, chances are high that the compilation fails with strange error messages. There-
fore, it is highly recommended that you use GNU make (sometimes named gmake) instead.
Fortunately, a large number of operating systems ship with the GNU toolchain preinstalled or
supply installable packages of these. In any case, they can also be downloaded from the follow-
ing locations:

e http://www.gnu.org/software/autoconf/

e http://www.gnu.org/software/automake/

* http://www.gnu.org/software/libtool/

e http://www.gnu.org/software/m4/
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* http://www.gnu.org/software/make/

If you are trying to configure MySQL 4.1 or later, you also need GNU bison 1.75 or later.
Older versions of bison may report this error:

sql _yacc. yy: #####: fatal error: maxi mumtable size (32767) exceeded

Note: The maximum table size is not actually exceeded; the error is caused by bugs in older
versions of bison.

Versions of MySQL before version 4.1 may also compile with other yacc implementations (for
example, BSD yacc 91.7.30). For later versions, GNU bison is required.

The following example shows the typical commands required to configure a source tree. The
first cd command changes location into the top-level directory of the tree; replace mysql -
4. 0 with the appropriate directory name.

shel | > cd nysql-4.0

shel | > bk -r edit

shel | > acl ocal ; aut oheader; autoconf; autonake

shel | > (cd i nnobase; acl ocal ; autoheader; autoconf; autonake)
shel | > (cd bdb/dist; sh s_all)

shEI | > ./configure # Add your favorite options here

make

The command lines that change directory into the i nnobase and bdb/ di st directories are
used to configure the | nnoDB and Berkeley DB (BDB) storage engines. You can omit these
command lines if you to not require | nnoDB or BDB support.

If you get some strange errors during this stage, verify that you really have libtool installed.

A collection of our standard configuration scripts is located in the BUI LDY subdirectory. You
may find it more convenient to use the BUI LD/ conpi | e- pent i um debug script than the
preceding set of shell commands. To compile on a different architecture, modify the script by
removing flags that are Pentium-specific.

When the build is done, run make install. Be careful with this on a production machine; the
command may overwrite your live release installation. If you have another installation of
MySQL, we recommend that you run ./configur e with different values for the - - pr ef i x, -
-wi th-tcp-port, and--uni x- socket - pat h options than those used for your produc-
tion server.

Play hard with your new installation and try to make the new features crash. Start by running
make test. See Section 25.1.2, “MySQL Test Suite”.

If you have gotten to the make stage and the distribution does not compile, please report it in
our bugs database at http://bugs.mysgl.com/. If you have installed the latest versions of the re-
quired GNU tools, and they crash trying to process our configuration files, please report that
also. However, if you execute acl ocal and get aconmand not found error or asimilar
problem, do not report it. Instead, make sure that all the necessary tools are installed and that
your PATH variableis set correctly so that your shell can find them.

After theinitial bk cl one operation to obtain the source tree, you should run bk pul | peri-
odically to get updates.

Y ou can examine the change history for the tree with al the diffs by using bk revt ool . If
you see some funny diffs or code that you have a question about, do not hesitate to send email
to the MySQL i nt er nal s mailing list. See Section 1.4.1.1, “The MySQL Mailing Lists.
Also, if you think you have a better idea on how to do something, send an email message to the
same address with a patch. bk di f f s produces a patch for you after you have made changes
to the source. If you do not have the time to code your idea, just send a description.
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10. BitKeeper has anice help utility that you can accessviabk hel pt ool .

11. Please note that any commits (madeviabk ci or bk ci t ool ) triggers the posting of a mes-
sage with the changeset to our internals mailing list, as well as the usual openlogging.org sub-
mission with just the changeset comments. Generally, you wouldn't need to use commit (since

the public tree does not allow bk push), but rather usethe bk di f f s method described pre-
viously.

Y ou can also browse changesets, comments, and source code online. For example, to browse thisin-
formation for MySQL 4.1, go to http://mysqgl.bkbits.net:8080/mysql-4.1.

The manual isin a separate tree that can be cloned with:

shel | > bk cl one bk://nysql.bkbits. net/mysqgl doc nysql doc

There are aso public BitKeeper trees for MySQL Control Center and MyODBC. They can be
cloned respectively asfollows.

To clone MySQL Control center, use this command:

shel | > bk clone http://nmysql.bkbits.net/nysqlcc nysqglcc

To clone MyODBC, use this command:

shel | > bk clone http://nmysql.bkbits.net/nyodbc3 nyodbc3

To clone Connector/NET, use this command:

shel | > bk cl one http://mysql.bkbits. net/connector-net connector-net

Dealing with Problems Compiling MySQL

All MySQL programs compile cleanly for us with no warnings on Solaris or Linux using gcc. On
other systems, warnings may occur due to differences in system include files. See Section 2.8.5,
“MIT-pthreads Notes’ for warnings that may occur when using MIT-pthreads. For other problems,
check the following list.

The solution to many problems involves reconfiguring. If you do need to reconfigure, take note of
the following:

« If configure is run after it has previously been run, it may use information that was gathered
during its previous invocation. Thisinformation is stored in conf i g. cache. When configure
starts up, it looks for that file and reads its contents if it exists, on the assumption that the in-
formation is still correct. That assumption isinvalid when you reconfigure.

» Each time you run configure, you must run make again to recompile. However, you may want

to remove old object files from previous builds first because they were compiled using different
configuration options.

To prevent old configuration information or object files from being used, run these commands be-
fore re-running configure:

shel | > rm confi g. cache

shel | > make cl ean

Alternatively, you can run make distclean.
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The following list describes some of the problems when compiling MySQL that have been found to
occur most often:

« If you get errors such as the ones shown here when compiling sql _yacc. cc, you probably
have run out of memory or swap space:

Internal conmpiler error: programcclplus got fatal signal 11
Qut of virtual menory
Virtual nenory exhausted

The problem is that gcc requires a huge amount of memory to compilesqgl _yacc. cc within-
line functions. Try running configure with the- - wi t h- | ow menor y option:

shel | > ./configure --wth-1ow nenory

Thisoption causes - f no- i nl i ne to be added to the compile lineif you are using gcc and - Q0
if you are using something else. Y ou should try the - - wi t h- | ow menor y option even if you
have so much memory and swap space that you think you can't possibly have run out. This prob-
lem has been observed to occur even on systems with generous hardware configurations and the
--wi t h-1 ow nmenory option usually fixesit.

» By default, configure picks c++ as the compiler name and GNU c++ links with - | g++. If you
are using gcc, that behavior can cause problems during configuration such as this:

configure: error: installation or configuration problem
C++ conpi l er cannot create executabl es.

Y ou might aso observe problems during compilation related to g++, | i bg++, or | i bst dc++.

One cause of these problems is that you may not have g++, or you may have g++ but not
i bg++, or | i bstdc++. Take alook at the confi g. | og file. It should contain the exact
reason why your C++ compiler didn't work. To work around these problems, you can use gcc as
your C++ compiler. Try setting the environment variable CXXto " gcc - G3" . For example:

shel | > CXX="gcc -@" ./configure

This works because gcc compiles C++ sources as well as g++ does, but does not link in
i bg++orlibstdc++ by default.

Another way to fix these problems is to install g++, | i bg++, and | i bst dc++. We would,
however, like to recommend that you not use | i bg++ or | i bst dc++ with MySQL because
this only increases the binary size of mysgld without giving you any benefits. Some versions of
these libraries have also caused strange problems for MySQL usersin the past.

Using gcc as the C++ compiler isalso required if you want to compile MySQL with RAID func-
tionality (see Section 13.2.6, “CREATE TABLE Syntax” for more info on RAID table type) and
you are using GNU gcc version 3 and above. If you get errors like those following during the
linking stage when you configure MySQL to compile with the option - - wi t h-r ai d, try to use
gcc as your C++ compiler by defining the CXX environment variable:

gcc -3 -DDBUG OFF -rdynanic -o isancthk isancthk.o sort.o [|ibnisama
../ nysys/libnysys.a ../dbug/libdbug.a ../strings/libnystrings.a
-Ipthread -1z -lcrypt -Insl -Im-Ipthread
..Imysys/libnysys.a(raid.o)(.text+0x79): In function

“my_raid create':: undefined reference to "operator new unsi gned)
../Imysys/libnysys.a(raid.o)(.text+0xdd): In function
“my_rald_create':: undefined reference to "operator del ete(void*)

../ nysys/libnysys.a(raid.o)(.text+0x129): In function

“my_raid open':: undefined reference to "~operator new(unsi gned)

../ nysys/libnysys.a(raid.o)(.text+0x189): In function
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“nmy_raid_open':: undefined reference to "operator delete(void*)'
..Imysys/libnysys.a(raid.o)(.text+0x64b): In function
"my_raid_close':: undefined reference to "operator delete(void*)'
collect2: Id returned 1 exit status

If your compile fails with errors such as any of the following, you must upgrade your version of
make to GNU make:

making all in mt-pthreads

make: Fatal error 1n reader: Makefile, line 18:
Badly formed macro assi gnnent

Or:

make: file “~Makefile' line 18: Miust be a separator (:

Or:

pt hread. h: No such file or directory

Solaris and FreeBSD are known to have troublesome make programs.
GNU make Version 3.75 is known to work.

If you want to define flags to be used by your C or C++ compilers, do so by adding the flags to
the CFLAGS and CXXFLAGS environment variables. You can also specify the compiler names
thisway using CC and CXX. For example:

shel | > CC=gcc

shel | > CFLAGS=- 3

shel | > CXX=gcc

shel | > CXXFLAGS=- 3B

shel | > export CC CFLAGS CXX CXXFLAGS

See Section 2.1.2.5, “MySQL Binaries Compiled by MySQL AB”, for alist of flag definitions
that have been found to be useful on various systems.
If you get an error message like this, you need to upgrade your gcc compiler:

client/libmysqgl.c:273: parse error before ~ _ attribute

gcc 2.8.1 is known to work, but we recommend using gcc 2.95.2 or eges 1.0.3ainstead.

If you get errors such as those shown here when compiling mysgld, configure didn't correctly
detect the type of the last argument to accept (), get socknane() , or get peer nane() :

cxx: Error: nysqgld.cc, line 645: In this statenent, the referenced
type of the pointer value ''length'' is ''unsigned |long' ',
which is not conpatible with ""int'".

new sock = accept(sock, (struct sockaddr *)&cAddr, & ength);

To fix this, edit theconf i g. h file (which is generated by configure). Look for these lines:
/* Define as the base type of the last arg to accept */
#def i ne SOCKET_SI ZE_TYPE XXX

Change XXX to si ze_t or i nt, depending on your operating system. (Note that you have to
do this each time you run configur e because configur e regeneratesconf i g. h.)
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e Thesqgl _yacc. cc fileisgenerated from sql _yacc. yy. Normally the build process doesn't
need to create sql _yacc. cc, because MySQL comes with an pre-generated copy. However,
if you do need to re-create it, you might encounter this error:

"sgl _yacc.yy", line xxx fatal: default action causes potential...

This is a sign that your version of yacc is deficient. You probably need to install bison (the
GNU version of yacc) and use that instead.

e On Debian Linux 3.0, you need to install gawk instead of the default mawk if you want to com-
pile MySQL 4.1 or higher with Berkeley DB support.

» If you need to debug mysgld or a MySQL client, run configure with the - - wi t h- debug op-
tion, then recompile and link your clients with the new client library. See Section E.2,
“Debugging aMySQL Client”.

» If you get a compilation error on Linux (for example, SUSE Linux 8.1 or Red Hat Linux 7.3)
similar to the following one:

I'ibnysqgl.c:1329: warning: passing arg 5 of "gethostbynane_r' from
i nconpati bl e pointer type

I'ibrmysql.c:1329: too few argunents to function "gethostbynane r'
i bmysql.c:1329: warning: assignnment nekes pointer frominteger

wi t hout a cast

make[ 2]: *** [libnysqgl.lo] Error 1

By default, the configur e script attempts to determine the correct number of arguments by using
g++ the GNU C++ compiler. This test yields wrong resultsif g++ is not installed. There are two
ways to work around this problem:

e Make sure that the GNU C++ g++ isinstalled. On some Linux distributions, the required
packageis called gpp; on others, it is named gcc-c++.

* Usegcc asyour C++ compiler by setting the CXX environment variable to gec:

export CXX="gcc"

Please note that you need to run configur e again afterward.

2.8.5. MIT-pthreads Notes

This section describes some of the issues involved in using MIT-pthreads.

On Linux, you should not use MIT-pthreads. Use the installed LinuxThreads implementation in-
stead. See Section 2.12.1, “Linux Notes’.

If your system does not provide native thread support, you need to build MySQL using the MIT-
pthreads package. This includes older FreeBSD systems, SunOS 4.x, Solaris 2.4 and earlier, and
some others. See Section 2.1.1, “Operating Systems Supported by MySQL".

Beginning with MySQL 4.0.2, MIT-pthreads is no longer part of the source distribution. If you re-
quire this package, you need to download it separately from  ht-
tp://iwww.mysgl.com/Downloads/Contrib/pthreads-1_60_beta6-mysql.tar.gz

After downloading, extract this source archive into the top level of the MySQL source directory. It
creates a new subdirectory named m t - pt hr eads.

e« On most systems, you can force MIT-pthreads to be used by running configure with the -
-wi th-m t-threads option:
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shell> ./configure --with-mt-threads

Building in a non-source directory is not supported when using MIT-pthreads because we want
to minimize our changes to this code.

The checks that determine whether to use MIT-pthreads occur only during the part of the config-
uration process that deals with the server code. If you have configured the distribution using -

-wi t hout - ser ver to build only the client code, clients do not know whether MIT-pthreads
is being used and use Unix socket connections by default. Because Unix socket files do not work
under MIT-pthreads on some platforms, this means you need to use - h or - - host when you
run client programs.

When MySQL is compiled using MIT-pthreads, system locking is disabled by default for per-
formance reasons. You can tell the server to use system locking with the -
- ext ernal -1 ocki ng option. Thisis needed only if you want to be able to run two MySQL
servers against the same data files, which is not recommended.

Sometimes the pthread bi nd() command fails to bind to a socket without any error message
(at least on Solaris). Theresult isthat all connections to the server fail. For example:

shel | > nmysql adm n versi on
mysgl adm n: connect to server at '' failed;
error: 'Can't connect to nmysqgl server on |ocal host (146)'

The solution to thisisto kill the mysgld server and restart it. This has only happened to us when
we have forced down the server and done arestart immediately.

With MIT-pthreads, the sl eep() system call isn't interruptible with SI G NT (break). Thisis
only noticeable when you run mysgladmin --sleep. You must wait for the sl eep() cal to ter-
minate before the interrupt is served and the process stops.

When linking, you may receive warning messages like these (at least on Solaris); they can be ig-
nored:

I d: warning: synbol " _iob' has differing sizes:

(file /'nyl/local/pthreads/lib/libpthread.a(findfp.o) val ue=0x4;
file fusr/lib/libc.so val ue=0x140);

/[yl ocal / pthreads/Ilib/libpthread. a(findfp.o) definition taken
I d: warning: synbol °~_iob'" has differing sizes:

(file I'ny/local/pthreads/lib/libpthread. a(findfp.o) val ue=0x4;
file /fusr/lib/libc.so val ue=0x140);

/[ my/ 1 ocal / pthreads/Iib/libpthread.a(findfp.o) definition taken

Some other warnings also can be ignored:
inmplicit declaration of function “int strtoll(...)'
inmplicit declaration of function “int strtoul (...)'

We haven't gotten r eadl i ne to work with MIT-pthreads. (Thisisn't needed, but may be inter-
esting for someone.)

Installing MySQL from Source on Windows

These instructions describe how to build MySQL binaries from source for versions 4.1 and above on
Windows. Instructions are provided for building binaries from a standard source distribution or from
the BitKeeper tree that contains the latest devel opment source.

Note: The instructions in this document are strictly for users who want to test MySQL on Windows
from the latest source distribution or from the BitKeeper tree. For production use, MySQL AB does
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not advise using a MySQL server built by yourself from source. Normally, it is best to use precom-
piled binary distributions of MySQL that are built specifically for optimal performance on Windows
by MySQL AB. Instructions for installing a binary distributions are available at Section 2.3,
“Installing MySQL on Windows’'.

To build MySQL on Windows from source, you need the following compiler and resources avail-
able on your Windows system:

* VC++ 6.0 compiler (updated with 4 or 5 SP and pre-processor package). The pre-processor
package is necessary for the macro assembler. More details can be found at ht-
tp://msdn.microsoft.com/vstudio/downl oads/updates/sp/vs6/sp5/fag.aspx.

* Approximately 45MB disk space.
* 64MB RAM.

Youll aso need a MySQL source distribution for Windows. There are two ways you can get a
source distribution for MySQL version 4.1 and above:

1. Obtain a source distribution packaged by MySQL AB for the particular version of MySQL in
which you are interested. Prepackaged source distributions are available for released versions
of MySQL and can be obtained from http://dev.mysgl.com/downloads/.

2. You can package a source distribution yourself from the latest BitK eeper devel oper source tree.
If you plan to do this, you must create the package on a Unix system and then transfer it to your
Windows system. (The reason for this is that some of the configuration and build steps require
tools that work only on Unix.) The BitKeeper approach thus requires:

* A system running Unix, or a Unix-like system such as Linux.
e BitKeeper 3.0 instaled on that system. You can obtain BitKeeper from ht-
tp:/iwww . bitkeeper.com/.

If you are using a Windows source distribution, you can go directly to Section 2.8.6.1, “Building
MySQL Using VC++". To build from the BitKeeper tree, proceed to Section 2.8.6.2, “Creating a
Windows Source Package from the L atest Devel opment Source”.

If you find something not working as expected, or you have suggestions about ways to improve the

current build process on Windows, please send a message to the wi n32 mailing list. See Sec-
tion 1.4.1.1, “The MySQL Mailing Lists’.

2.8.6.1. Building MySQL Using VC++

Note: VC++ workspace files for MySQL 4.1 and above are compatible with Microsoft Visua Stu-
dio 6.0 and above (7.0/.NET) editions and tested by MySQL AB staff before each release.

Follow this procedure to build MySQL.:

1. Create awork directory (for example, C. \ wor kdi r).

2. Unpack the source distribution in the aforementioned directory using W nZi p or other Win-
dowstool that canread . zi p files.

3. Start the VC++ 6.0 compiler.
4. IntheFi | e menu, select Open Wor kspace.
5. Openthenysql . dswworkspace you find in the work directory.

6. FromtheBui | d menu, selecttheSet Acti ve Confi gurati on menu.
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7. Click over the screen selectingnysqgl d - W n32 Debug and click OK.
8. PressF7 to begin the build of the debug server, libraries, and some client applications.
9. Compiletherelease versions that you want in the same way.

10. Debug versions of the programs and libraries are placed in the cl i ent _debug and
i b_debug directories. Release versions of the programs and libraries are placed in the
client_release and!lib_rel ease directories. Note that if you want to build both de-
bug and release versions, you can select the Bui | d Al | option from the Bui | d menu.

11. Test the server. The server built using the preceding instructions expects that the MySQL base
directory and data directory are C: \ mysqgl and C: \ nysql \ dat a by default. If you want to
test your server using the source tree root directory and its data directory as the base directory
and data directory, you need to tell the server their pathnames. You can either do this on the
command line with the - - basedi r and - - dat adi r options, or place appropriate optionsin
an option file (the my. i ni file in your Windows directory or C: \ my. cnf ). If you have an
existing data directory elsewhere that you want to use, you can specify its pathname instead.

12. Start your server fromthe cl i ent _rel ease or cl i ent _debug directory, depending on
which server you want to use. The general server startup instructions are at Section 2.3,
“Installing MySQL on Windows”. You'll need to adapt the instructions appropriately if you
want to use a different base directory or data directory.

13. When the server is running in standalone fashion or as a service based on your configuration,
try to connect to it from the mysqgl interactive command-line utility that exists in your cl i -
ent _rel ease orclient_debug directory.

When you are satisfied that the programs you have built are working correctly, stop the server. Then
install MySQL asfollows:

1. Create the directories where you want to instal MySQL. For example, to install into
C: \ nysql , use these commands:

C\> nkdir C \nysql

C\> nkdir C\nysql\bin
C\> nkdir C\nysql\data
C\> nkdir C:\nysql\share
C\> nkdir C\nysqgl\scripts

If you want to compile other clients and link them to MySQL, you should also create severa
additional directories:

C.\> nkdir C\nysql\include
C\> nkdir C\nysqgl\lib

C\> nkdir C\nysql\lib\debug
C\> nkdir C\nysqgl\lib\opt

If you want to benchmark MySQL, create this directory:
C\> nkdir C:\nysqgl\sql-bench

Benchmarking requires Perl support.
2. Fromthewor kdi r directory, copy intothe C: \ mysql directory the following directories:

C\> cd \workdir

C.\workdir> copy client _release\*.exe C\nysqgl\bin

C.\workdi r> copy client_debug\nysqgl d. exe C \nysql\bin\nmysqgl d- debug. exe
C.\workdir> xcopy scripts\*.* C\nysqgl\scripts /E
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C:\workdi r> xcopy share\*.* C\nysql\share /E

If you want to compile other clients and link them to MySQL, you should a so copy severa lib-
raries and header files:

C \workdi r> copy |ib_debug\nysqlcli ent lib C\nysqgl\lib\debug
C.\workdir> copy lib_debug\libnysqgl.* C\nysql\lib\debug
C\workdir> copy |lib_debug\zlib.* C \rrysql\l i b\ debug
C:\workdir> copy lib_rel ease\nysqlcli ent lib C \rrysql \'1i b\ opt
C:\workdir> copy lib_release\libnysql.* C\nysql\lib\opt
C\workdir> copy lib_release\zlib.* C \rrysql\l i b\ opt
C.\workdir> copy include\*.h C\nysql\include

C.\workdir> copy libnysqgl\libnysql.def C \nysqgl\include

If you want to benchmark MySQL, you should also do this:
C.\wor kdi r> xcopy sql -bench\*.* C: \nysql\bench /E

Set up and start the server in the same way as for the binary Windows distribution. See Section 2.3,
“Installing MySQL on Windows’'.

2.8.6.2. Creating a Windows Source Package from the Latest De-
velopment Source

To create a Windows source package from the current BitKeeper source tree, use the following in-
structions. Please note that this procedure must be performed on a system running a Unix or Unix-
like operating system. For example, the procedure is known to work well on Linux.

1. Clone the BitKeeper source tree for MySQL (version 4.1 or above, as desired). For more in-
formation on how to clone the source tree, see the instructions at Section 2.8.3, “Installing from
the Development Source Tree”.

2. Configure and build the distribution so that you have a server binary to work with. One way to
do thisisto run the following command in the top-level directory of your source tree:

shel | > ./ BU LD/ conpi | e- penti um max

3. After making sure that the build process completed successfully, run the following utility script
from top-level directory of your source tree:
shel | > ./scripts/nake_win_src_distribution

This script creates a Windows source package to be used on your Windows system. You can
supply different options to the script based on your needs. It accepts the following options:

e --help
Display ahelp message.
e --debug

Print information about script operations, do not create package.

. --t rr‘p
Specify the temporary location.
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o --suffix
Suffix name for the package.
e --dirnane
Directory name to copy files (intermediate).
e --silent
Do not print verbose list of files processed.
e --tar
Createt ar . gz packageinstead of . zi p package.
By default, make win_src_distribution creates a Zip-format archive with the name
mysql - VERSI ON- wi n- src. zi p, where VERSI ON represents the version of your MySQL

source tree.

4. Copy or upload to your Windows machine the Windows source package that you have just cre-
ated. To compileit, use the instructions in Section 2.8.6.1, “Building MySQL Using VC++".

2.8.7. Compiling MySQL Clients on Windows

In your source files, you should include my _gl obal . h beforenysql . h:

#i ncl ude <ny_gl obal . h>
#i ncl ude <nysql. h>

ny_gl obal . h includes any other files needed for Windows compatibility (such aswi ndows. h)
if you compile your program on Windows.

Y ou can either link your code with the dynamic | i bnysql . | i b library, which isjust awrapper to
loadinl i bnysql . dl I ondemand, or link with the static mysql cl i ent . | i b library.

The MySQL client libraries are compiled as threaded libraries, so you should also compile your
code to be multi-threaded.

2.9. Post-Installation Setup and Testing

After installing MySQL, there are some issues you should address. For example, on Unix, you
should initialize the data directory and create the MySQL grant tables. On all platforms, an import-
ant security concern isthat theinitial accountsin the grant tables have no passwords. Y ou should as-
sign passwords to prevent unauthorized access to the MySQL server. For MySQL 4.1.3 and up, you
can create time zone tables to enable recognition of named time zones. (Currently, these tables can
be populated only on Unix. This problem will be addressed soon for Windows.)

The following sections include post-installation procedures that are specific to Windows systems
and to Unix systems. Another section, Section 2.9.2.3, “ Starting and Troubleshooting the MySQL
Server”, applies to al platforms; it describes what to do if you have trouble getting the server to
start. Section 2.9.3, “Securing the Initial MySQL Accounts’ also applies to al platforms. You
should follow its instructions to make sure that you have properly protected your MySQL accounts
by assigning passwords to them.

When you are ready to create additional user accounts, you can find information on the MySQL ac-
cess control system and account management in Section 5.5, “The MySQL Access Privilege Sys-
tem” and Section 5.6, “MySQL User Account Management”.
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Windows Post-Installation Procedures

On Windows, the data directory and the grant tables do not have to be created. MySQL Windows
distributions include the grant tables with a set of preinitialized accountsin the nysql database un-
der the data directory. Y ou do not run the mysgl_install_db script that is used on Unix. However, if
you did not install MySQL using the Windows Installation Wizard, you should assign passwords to
the accounts. See Section 2.3.4.1, “Introduction”. The procedure for this is given in Section 2.9.3,
“Securing the Initial MySQL Accounts’.

Before setting up passwords, you might want to try running some client programs to make sure that
you can connect to the server and that it is operating properly. Make sure the server is running (see
Section 2.3.10, “ Starting the Server for the First Time”), then issue the following commands to veri-
fy that you can retrieve information from the server. The output should be similar to what is shown
here:

C:\> C\nysql\bin\ nmysgl show
+

i,
| Dat abases |
T +
| nysal |
| test

e +

C.\> C\nysql\bin\nmysqgl show nysql
Dat abase: nysql

S +
| Tabl es |

Fom e oo - +

| columms_priv |

| db |

| func |

| host |

| tables priv

| user |

ok +

C.\> C\nysql\bin\nmysgl -e "SELECT Host, Db, User FROM db" nysql
Hom e - - Fomm - Hom e - - - +

| host | db | user |

tomm - - Fom e - tomm - - +

| % | test% |

[ S [ +

If you are running a version of Windows that supports services and you want the MySQL server to
run automatically when Windows starts, see Section 2.3.12, “Starting MySQL as a Windows Ser-
vice'.

Unix Post-Installation Procedures

After installing MySQL on Unix, you need to initialize the grant tables, start the server, and make
sure that the server works okay. You may also wish to arrange for the server to be started and
stopped automatically when your system starts and stops. Y ou should also assign passwords to the
accounts in the grant tables.

On Unix, the grant tables are set up by the mysgl_install_db program. For some installation meth-

ods, this program is run for you automatically:

 If you install MySQL on Linux using RPM distributions, the server RPM runs
mysql_install_db.

 If you instal MySQL on Mac OS X using a PKG distribution, the installer runs
mysql_install_db.

Otherwise, you'll need to run mysqgl_install_db yourself.
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The following procedure describes how to initialize the grant tables (if that has not previously been
done) and then start the server. It also suggests some commands that you can use to test whether the
server is accessible and working properly. For information about starting and stopping the server
automatically, see Section 2.9.2.2, “ Starting and Stopping MySQL Automatically”.

After you complete the procedure and have the server running, you should assign passwords to the
accounts created by mysgl_install_db. Instructions for doing so are given in Section 2.9.3,
“Securing the Initial MySQL Accounts”.

In the examples shown here, the server runs under the user ID of the mysql login account. This as-
sumes that such an account exists. Either create the account if it does not exist, or substitute the
name of a different existing login account that you plan to use for running the server.

1. Change location into the top-level directory of your MySQL installation, represented here by
BASEDI R:

shel | > c¢cd BASEDI R

BASEDI R is likely to be something like / usr /1 ocal / mysql or /usr/| ocal . The fol-
lowing steps assume that you are located in this directory.

2. If necessary, run the mysqgl_install_db program to set up the initial MySQL grant tables con-
taining the privileges that determine how users are allowed to connect to the server. You'll need
to do thisif you used a distribution type that doesn't run the program for you.

Typicaly, mysgl_install_db needs to be run only the first time you install MySQL, so you can
skip this step if you are upgrading an existing installation, However, mysqgl_install_db does
not overwrite any existing privilege tables, so it should be safe to runin any circumstances.

To initialize the grant tables, use one of the following commands, depending on whether
mysgl_install_db islocated inthebi n or scri pt s directory:

shel | > bin/nysql _install _db --user=nysql
shel | > scripts/nysql _install _db --user=mnmysql

The mysgl_install_db script creates the data directory, the nysql database that holds all data-
base privileges, and thet est database that you can use to test MySQL. The script also creates
privilege table entries for r oot accounts and anonymous-user accounts. The accounts have no
passwords initially. A description of their initial privilegesis given in Section 2.9.3, “Securing
the Initial MySQL Accounts’. Briefly, these privileges alow the MySQL r oot user to do any-
thing, and allow anybody to create or use databases with a name of t est or starting with
test .

It is important to make sure that the database directories and files are owned by the nysql lo-
gin account so that the server has read and write access to them when you run it later. To en-
sure this, the - - user option should be used as shown if you run mysgl_install_db asr oot .
Otherwise, you should execute the script while logged in as mysqgl , in which case you can
omit the - - user option from the command.

mysgl_install_db creates several tables in the mysql database: user, db, host,
tabl es_priv, colums_priv, func, and possibly others depending on your version of
MySQL.

If you don't want to have the t est database, you can remove it with mysgladmin -u root
drop test after starting the server.

If you have problems with mysgl_install_db, see Section 2.9.2.1, “Problems Running
mysgl_install_db”.

There are some aternatives to running the mysgl_install_db script as it is provided in the
MySQL distribution:
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e If you want the initial privileges to be different from the standard defaults, you can modify
mysql_install_db before you run it. However, a preferable technique is to use GRANT and
REVCKE to change the privileges after the grant tables have been set up. In other words,
you can run mysgl_install_db, and then usenysgl -u root mnysql toconnect to the
server asthe MySQL r oot user so that you can issue the GRANT and REVCOKE statements.

If you want to install MySQL on a lot of machines with the same privileges, you can put
the GRANT and REVOKE statements in a file and execute the file as a script using mysql
after running mysgl_install_db. For example:

shel | > bin/nysql _install _db --user=mnysql
shel | > bin/mysql -u root < your_script_file

By doing this, you can avoid having to issue the statements manually on each machine.

e It is possible to re-create the grant tables completely after they have previously been cre-
ated. Y ou might want to do thisif you're just learning how to use GRANT and REVOKE and
have made so many modifications after running mysgl_install_db that you want to wipe
out the tables and start over.

To re-create the grant tables, remove all the. frm . MYl , and . MYD files in the directory
containing the nysql database. (Thisis the directory named nysql under the data direct-
ory, which is listed as the dat adi r value when you run mysgld --help.) Then run the
mysgl_install_db script again.

Note: For MySQL versions older than 3.22.10, you should not delete the . f r mfiles. If you
accidentally do this, you should copy them back into the nysql directory from your
MySQL distribution before running mysgl_install_db.

e You can start mysgld manually using the - - ski p- gr ant - t abl es option and add the
privilege information yourself using mysgl:

shel | > bin/nysql d_safe --user=nysql --skip-grant-tables &
shel | > bi n/ nysql nysql

From mysqgl, manually execute the SQL commands contained in mysgl_install_db. Make
sure that you run mysgladmin flush-privileges or mysgladmin reload afterward to tell the
server to reload the grant tables.

Note that by not using mysql_install_db, you not only have to populate the grant tables
manually, you aso have to create them first.

Start the MySQL server:

shel | > bi n/ nysql d_safe --user=nysql &

For versions of MySQL older than 4.0, substitute bin/safe_mysqgld for bin/mysqld_safe in this
command.

It is important that the MySQL server be run using an unprivileged (non-r oot ) login account.
To ensure this, the - - user option should be used as shown if you run mysqgl _safe as
r oot . Otherwise, you should execute the script while logged in as mysql , in which case you
can omit the - - user option from the command.

Further instructions for running MySQL as an unprivileged user are given in Section A.3.2,
“How to Run MySQL asaNormal User”.

If you neglected to create the grant tables before proceeding to this step, the following message
appearsin the error log file when you start the server:
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mysgld: Can't find file: '"host.frm

If you have other problems starting the server, see Section 2.9.2.3, “ Starting and Troubleshoot-
ing the MySQL Server”.

Use mysgladmin to verify that the server is running. The following commands provide simple
tests to check whether the server is up and responding to connections:

shel | > bi n/ nysql adnmi n version
shel | > bi n/ nysql admi n vari abl es

The output from mysgladmin version varies slightly depending on your platform and version
of MySQL, but should be similar to that shown here:

shel | > bi n/ nysql admi n version

mysqgladmn Ver 8.40 Distrib 4.0.18, for linux on i586

Copyright (C 2000 MWSQL AB & MySQ. Finland AB & TCX Dat aKonsult AB
This software cones with ABSOLUTELY NO WARRANTY. This is free software,
and you are welcone to nodify and redistribute it under the GPL |icense

Server version 4.0.18-10g

Pr ot ocol version 10

Connecti on Local host via Unix socket
TCP port 3306

UNI X socket /'t mp/ nysql . sock

Upti e: 16 sec

Threads: 1 Questions: 9 Slow queries: 0

Opens: 7 Flush tables: 2 Open tables: 0

Queries per second avg: 0.000

Menmory in use: 132K Max menory used: 16773K

To see what else you can do with mysgladmin, invoke it with the - - hel p option.

Verify that you can shut down the server:

shel | > bin/nysqladnm n -u root shut down

Verify that you can restart the server. Do this by using mysqld_safe or by invoking mysqgld
directly. For example:

shel | > bin/nysql d_safe --user=nysql --log &

If mysgld_safe fails, see Section 2.9.2.3, “ Starting and Troubleshooting the MySQL Server”.

Run some simple tests to verify that you can retrieve information from the server. The output
should be similar to what is shown here:

shel | > bi n/ nysql show

[ S +
| Dat abases |
S +
| nysql |
| test |
- +

shel | > bi n/ nmysql show nysql
Dat abase: nysql
e +

colums_priv |
d

func |
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| host |
| tables priv
| user |

8. Thereisabenchmark suiteinthesql - bench directory (under the MySQL installation direct-
ory) that you can use to compare how MySQL performs on different platforms. The benchmark
suite is written in Perl. It uses the Perl DBI module to provide a database-independent interface
to the various databases, and some other additional Perl modules are required to run the bench-
mark suite. Y ou must have the following modules installed:

DBI
DBD: : nysql
Dat a: : Dunper

Dat a: : ShowTabl e

These modules can be obtained from CPAN (http://www.cpan.org/). See Section 2.13.1,
“Installing Perl on Unix”.

The sql - bench/ Resul t s directory contains the results from many runs against different
databases and platforms. To run all tests, execute these commands:

shel | > cd sql - bench
shel | > perl run-all-tests

If you don't have the sql - bench directory, you probably installed MySQL using RPM files
other than the source RPM. (The source RPM includesthe sql - bench benchmark directory.)
In this case, you must first install the benchmark suite before you can use it. Beginning with
MySQL 3.22, there are separate benchmark RPM files named nysql - bench- VERSI O\
i 386. r pmthat contain benchmark code and data.

If you have a source distribution, there are also tests in its t est s subdirectory that you can
run. For example, to run aut o_i ncr enent . t st , execute this command from the top-level
directory of your source distribution:

shel | > nysql -vvf test < ./tests/auto_increnent.tst

The expected result of thetest can befoundinthe. /t est s/ aut o_i ncrenent. res file.

9. At this point, you should have the server running. However, none of the initiadl MySQL ac-
counts have a password, so you should assign passwords using the instructions in Section 2.9.3,
“Securing the Initial MySQL Accounts”.

As of MySQL 4.1.3, the installation procedure creates time zone tables in the mysql database.
However, you must populate the tables manually. Instructions to do this are given in Section 5.8.8,
“MySQL Server Time Zone Support”.

2.9.2.1. Problems Running mysql_install _db

The purpose of the mysgl_install_db script is to generate new MySQL privilege tables. It does not
overwrite existing MySQL privilege tables, and it does not affect any other data.
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If you want to re-create your privilege tables, first stop the mysqld server if it's running. Then re-
name the nysql directory under the data directory to save it, and then run mysgl_install_db. For
example;

shel | > mv nysql -data-directory/ nmysql nysql-data-directory/nysql-old
shel | > nysqgl _install _db --user=nysql

This section lists problems you might encounter when you run mysgl_install_db:

mysgl_install_db doesn't install the grant tables

You may find that mysql_install_db fails to install the grant tables and terminates after display-
ing the following messages:

Starting nysqld daenon with databases from XXXXXX
mysqgl d ended

In this case, you should examine the error log file very carefully. The log should be located in
the directory XXXXXX named by the error message, and should indicate why mysqgld didn't start.
If you don't understand what happened, include the log when you post a bug report. See Sec-
tion 1.4.1.3, “How to Report Bugs or Problems”.

Thereisa mysqld process running

This indicates that the server is running, in which case the grant tables have probably been cre-
ated. If so, you don't have to run mysgl_install_db at all because it need be run only once (when
you install MySQL the first time).

Installing a second mysgld server doesn't work when one server isrunning

This can happen when you have an existing MySQL installation, but want to put a new installa-
tion in a different location. For example, you might have a production installation, but you want
to create a second installation for testing purposes. Generally the problem that occurs when you
try to run a second server isthat it tries to use a network interface that isin use by the first serv-
er. In this case, you should see one of the following error messages:

Can't start server: Bind on TCP/IP port:
Address already in use
Can't start server: Bind on unix socket...

For instructions on setting up multiple servers, see Section 5.10, “Running Multiple MySQL
Servers on the Same Machine”.

You don't havewrite accessto/ t np

If you don't have write access to create temporary files or a Unix socket file in the default loca-
tion (the/ t np directory), an error occurs when you run mysql_install_db or the mysqgld serv-
er.

Y ou can specify different temporary directory and Unix socket file locations by executing these
commands prior to starting mysgl_install_db or mysgld:

shel | > TMPDI R=/ sone_t np_di r/
shel | > MYSQL_UNI X_PORT=/ sone_t np_di r/ nysql . sock
shel | > export TMPDI R MYSQL_UNI X_PORT
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some_t np_di r should be the full pathname to some directory for which you have write per-
mission.

After this, you should be able to run mysql_install_db and start the server with these com-

mands:
shel | > bin/nysql _install _db --user=nysql
shel | > bin/nysql d_safe --user=nysql &

If mysgl_install_db is located in the scri pt s directory, modify the first command to use
scripts/nysql __install _db.

See Section A.4.5, “How to Protect or Change the MySQL Socket File/ t np/ mysql . sock”.
See Appendix F, Environment Variables.

2.9.2.2. Starting and Stopping MySQL Automatically

Generally, you start the mysgld server in one of these ways:

» By invoking mysgld directly. Thisworks on any platform.

* By running the MySQL server as a Windows service. This can be done on versions of Windows
that support services (such as NT, 2000, XP, and 2003). The service can be set to start the server
automatically when Windows starts, or as a manual service that you start on request. For instruc-
tions, see Section 2.3.12, “ Starting MySQL as a Windows Service”.

» By invoking mysqgld_safe, which tries to determine the proper options for mysqgld and then runs
it with those options. This script is used on systems based on BSD Unix. See Section 5.1.3, “The
mysqld_safe Server Startup Script”.

e By invoking mysqgl.server. This script is used primarily at system startup and shutdown on sys-
tems that use System V-style run directories, where it usualy is installed under the name
nysql . The mysqgl.server script starts the server by invoking mysgld_safe. See Section 5.1.4,
“The mysqgl.server Server Startup Script”.

e OnMac OS X, you can install a separate MySQL Startup Item package to enable the automatic
startup of MySQL on system startup. The Startup Item starts the server by invoking
mysgl.server. See Section 2.5, “Installing MySQL on Mac OS X” for details.

The mysqgl.server and mysqgld_safe scripts and the Mac OS X Startup Item can be used to start the
server manually, or automatically at system startup time. mysqgl.server and the Startup Item also can
be used to stop the server.

To start or stop the server manually using the mysqgl.server script, invoke it with st art or st op
arguments:

shel | > nysql . server start
shel | > nysql . server stop

Before mysql.server starts the server, it changes location to the MySQL installation directory, and
then invokes mysgld_safe. If you want the server to run as some specific user, add an appropriate
user option to the[ mysql d] group of the/ et c/ my. cnf option file, as shown later in this sec-
tion. (It is possible that you'll need to edit mysgl.server if you've installed a binary distribution of
MySQL in a non-standard location. Modify it to cd into the proper directory before it runs
mysgld_safe. If you do this, your modified version of mysqgl.server may be overwritten if you up-
grade MySQL in the future, so you should make a copy of your edited version that you can rein-
stall.)
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mysgl.server stop brings down the server by sending a signal to it. You can also stop the server
manually by executing mysgladmin shutdown.

To start and stop MySQL automatically on your server, you need to add start and stop commands to
the appropriate placesinyour / et ¢/ r c* files.

If you use the Linux server RPM package (My SQL- ser ver - VERSI ON. r pm), the mysqgl.server
script is installed in the /et ¢/ i ni t. d directory with the name mysql . You need not install it
manually. See Section 2.4, “Installing MySQL on Linux” for more information on the Linux RPM
packages.

Some vendors provide RPM packages that install a startup script under a different name such as
mysqgld.

If you install MySQL from a source distribution or using a binary distribution format that does not
install mysqgl.server automatically, you can install it manually. The script can be found in the sup-
port-fil es directory under the MySQL installation directory or in aMySQL source tree.

To install mysgl.server manually, copy it to the/ et c/i nit.d directory with the name mysgl,
and then make it executable. Do this by changing location into the appropriate directory where
mysqgl.server islocated and executing these commands:

shel I > cp nysql .server /etc/init.d/ nysqgl
shel I > chnod +x /etc/init.d/ nmysqgl

Older Red Hat systems use the/ et c/rc. d/ i nit. d directory rather than/etc/init. d. Ad-
just the preceding commands accordingly. Alternatively, first create/ et ¢/ i ni t. d asasymbolic
link that pointsto/ etc/rc.d/init.d:

shell > cd /etc
shell>1In -s rc.d/init.d .
After installing the script, the commands needed to activate it to run at system startup depend on

your operating system. On Linux, you can usechkconfi g:

shel | > chkconfig --add mnmysql

On some Linux systems, the following command also seems to be necessary to fully enable the
mysqgl script:

shel | > chkconfig --1evel 345 nysqgl on

On FreeBSD, startup scripts generally should go in /usr/ |l ocal /etc/rc.d/. The rc(8)
manual page states that scripts in this directory are executed only if their basename matches the
* . sh shell filename pattern. Any other files or directories present within the directory are silently
ignored. In other words, on FreeBSD, you should install the mysql . server script as /
usr/local/etc/rc.d/ mysql.server. sh toenableautomatic startup.

As an dternative to the preceding setup, some operating systems alsouse/ etc/rc. | ocal or/
etc/init.d/ boot.!| ocal tostart additional serviceson startup. To start up MySQL using this
method, you could append a command like the one following to the appropriate startup file:

/bin/sh -c 'cd /usr/local/nysql; ./bin/nysql d safe --user=nysql &

For other systems, consult your operating system documentation to see how to install startup scripts.

You can add options for mysgl.server in aglobal / et ¢/ ny. cnf file. A typical / et ¢/ ny. cnf
file might look like this:

[ nysql d]
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dat adi r=/usr/ 1 ocal / nysql / var
socket =/ var/t nmp/ nysql . sock
port =3306

user =nysql

[ mysql . server]

basedi r=/usr /I ocal / nysql

The mysgl.server script understands the following options. basedi r, dat adi r,and pi d-fi l e.
If specified, they must be placed in an option file, not on the command line. mysgl.server under-
standsonly st art and st op as command-line arguments.

The following table shows which option groups the server and each startup script read from option

files:
Script Option Groups
mysgld [mysqgl d],[server],[nysql d- maj or - ver si on]

mysql.server [mysql d],[ nysql . server]
mysgld_safe [mysql d],[server],[mysql d_saf e]

[ mysql d- maj or-version] means that groups with names like [nysql d-4.0],
[mysqgl d-4. 1] ,and [ nysqgl d- 5. 0] areread by servers having versions 4.0.x, 4.1.x, 5.0.x, and
so forth. This feature was added in MySQL 4.0.14. It can be used to specify options that can be read
only by servers within a given release series.

For backward compatibility, mysgl.server also reads the [nysql _server] group and
mysgld_safe also reads the [ saf e_nysql d] group. However, you should update your option
filesto usethe [ nysql . server] and [ nysql d_saf e] groups instead when you begin using
MySQL 4.0 or later.

See Section 4.3.2, “Using Option Files”.

2.9.2.3. Starting and Troubleshooting the MySQL Server

If you have problems starting the server, here are some things you can try:

e Specify any special options needed by the storage engines you are using.
» Make sure that the server knows where to find the data directory.

» Make sure the server can use the data directory. The ownership and permissions of the data dir-
ectory and its contents must be set such that the server can access and modify them.

» Check the error log to see why the server doesn't start.

» Veify that the network interfaces the server wants to use are available.

Some storage engines have options that control their behavior. You can create army. cnf file and
set startup options for the engines you plan to use. If you are going to use storage engines that sup-
port transactional tables (I nnoDB, BDB), be sure that you have them configured the way you want
before starting the server:

» If you are using | nnoDB tables, refer to the | nnoDB-specific startup options. In MySQL 3.23,
you must configure | nnoDB explicitly or the server fails to start. From MySQL 4.0 on, | n-
noDB uses default values for its configuration options if you specify none. See Section 15.4,
“l1 nnoDB Configuration”.

» If you are using BDB (Berkeley DB) tables, you should familiarize yourself with the different
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BDB-specific startup options. See Section 14.4.3, “BDB Startup Options’.

When the mysgld server starts, it changes location to the data directory. This is where it expects to
find databases and where it expects to write log files. On Unix, the server also writes the pid
(process ID) file in the data directory.

The data directory location is hardwired in when the server is compiled. This is where the server
looks for the data directory by default. If the data directory is located somewhere else on your sys-
tem, the server does not work properly. Y ou can find out what the default path settings are by invok-
ing mysgld with the - - verbose and --hel p options. (Prior to MySQL 4.1, omit the -
-ver bose option.)

If the defaults don't match the MySQL installation layout on your system, you can override them by
specifying options on the command line to mysqld or mysqgld_safe. You can also list the optionsin
an option file.

To specify the location of the data directory explicitly, use the - - dat adi r option. However, nor-
mally you can tell mysgld the location of the base directory under which MySQL isinstalled and it
looks for the data directory there. Y ou can do thiswith the - - basedi r option.

To check the effect of specifying path options, invoke mysqgld with those options followed by the -

-verbose and - - hel p options. For example, if you change location into the directory where
mysgld is installed, and then run the following command, it shows the effect of starting the server
with abase directory of / usr/ | ocal :

shel I > ./nysqgld --basedir=/usr/local --verbose --help

You can specify other options such as - - dat adi r as well, but note that - - ver bose and -

- hel p must be the last options. (Prior to MySQL 4.1, omit the - - ver bose option.)

Once you determine the path settings you want, start the server without - - ver bose and - - hel p.

If mysgld is currently running, you can find out what path settings it is using by executing this com-
mand:

shel | > nysql adni n vari abl es

Or:

shel | > nmysqgl adnin -h host _nane vari abl es

host _nane isthe name of the MySQL server host.

If you get Errcode 13 (which means Per m ssi on deni ed) when starting mysgld, this
means that the access privileges of the data directory or its contents do not alow the server access.
In this case, you change the permissions for the involved files and directories so that the server has
the right to use them. You can also start the server as r oot , but this can raise security issues and
should be avoided.

On Unix, change location into the data directory and check the ownership of the data directory and
its contents to make sure the server has access. For example, if the data directory is /
usr/ 1 ocal / nysql / var, use this command:

shell> Is -la /usr/local/nysqgl/var

If the data directory or its files or subdirectories are not owned by the account that you use for run-

ning the server, change their ownership to that account:

shel | > chown -R nysqgl /usr/local/nysql/var
shel I > chgrp -R nysql /usr/local/nysql/var
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If the server fails to start up correctly, check the error log file to see if you can find out why. Log
files are located in the data directory (typicaly C:\nysql\data on Windows, /
usr/ |l ocal / nysql / dat a for a Unix binary distribution, and / usr/ | ocal / var for a Unix
source distribution). Look in the data directory for files with names of the form host _nane. err
and host _nane. | og, where host _nane is the name of your server host. (Older servers on
Windows use nysql . err asthe error log name.) Then check the last few lines of these files. On
Unix, you can uset ai | to display the last few lines:

shell > t
shell > t

host _nane. err

ail
ai |l host _nane. | og

The error log contains information that indicates why the server couldn't start. For example, you
might see something like thisin the log:

000729 14:50:10 bdb: Recovery function for LSN 1 27595 fail ed

000729 14:50:10 bdb: warning: ./test/tl.db: No such file or directory

000729 14:50:10 Can't init databases

This means that you didn't start mysgld with the - - bdb- no- r ecover option and Berkeley DB
found something wrong with its own log files when it tried to recover your databases. To be able to
continue, you should move away the old Berkeley DB log files from the database directory to some
other place, where you can later examine them. The BDB log files are named in sequence beginning
with| og. 0000000001, where the number increases over time.

If you are running mysqgld with BDB table support and mysgld dumps core at startup, this could be
due to problems with the BDB recovery log. In this case, you can try starting mysgld with -

- bdb- no-recover . If that helps, then you should remove al BDB log files from the data direct-
ory and try starting mysqld again without the - - bdb- no- r ecover option.

If either of the following errors occur, it means that some other program (perhaps another mysqld
server) is using the TCP/IP port or Unix socket file that mysgld istrying to use:

Can't start server: Bind on TCP/IP port: Address already in use
Can't start server: Bind on unix socket...

Use ps to determine whether you have another mysgld server running. If so, shut down the server
before starting mysqld again. (If another server isrunning, and you really want to run multiple serv-
ers, you can find information about how to do so in Section 5.10, “Running Multiple MySQL Serv-
ers on the Same Machine”.)

If no other server is running, try to execute the command t el net your - host - nane tcp-
i p-port-nunber. (The default MySQL port number is 3306.) Then press Enter a couple of
times. If you don't get an error message liket el net: Unable to connect to renote
host: Connection refused, some other program is using the TCP/IP port that mysgld is
trying to use. You'll need to track down what program this is and disable it, or else tell mysgld to
listen to a different port with the - - por t option. In this case, you'll also need to specify the port
number for client programs when connecting to the server via TCP/IP.

Another reason the port might be inaccessible is that you have afirewall running that blocks connec-
tionstoit. If so, modify the firewall settings to allow access to the port.

If the server starts but you can't connect to it, you should make sure that you have an entry in /
et ¢/ host s that looks like this:

127.0.0.1 | ocal host

This problem occurs only on systems that don't have a working thread library and for which MySQL
must be configured to use MIT-pthreads.
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If you can't get mysqld to start, you can try to make a trace file to find the problem by using the -
- debug option. See Section E.1.2, “Creating Trace Files'.

See Section 2.3.14, “Troubleshooting a MySQL Installation Under Windows”, for more information
on troubleshooting Windows installations.

Securing the Initial MySQL Accounts

Part of the MySQL installation processisto set up the mysql database containing the grant tables:

»  Windows distributions contain preinitialized grant tables that are installed automatically.

e On Unix, the grant tables are populated by the mysgl_install_db program. Some installation
methods run this program for you. Others require that you execute it manually. For details, see
Section 2.9.2, “Unix Post-1nstallation Procedures’.

The grant tables define the initial MySQL user accounts and their access privileges. These accounts
are set up asfollows:

» Two accounts are created with a username of r oot . These are superuser accounts that can do
anything. Theinitial r oot account passwords are empty, so anyone can connect to the MySQL
server asr oot without a password and be granted all privileges.

« On Windows, oner oot account is for connecting from the local host and the other allows
connections from any host.

¢ On Unix, both r oot accounts are for connections from the local host. Connections must be
made from the local host by specifying a hostname of | ocal host for one account, or the
actual hostname or 1P number for the other.

» Two anonymous-user accounts are created, each with an empty username. The anonymous ac-
counts have no passwords, so anyone can use them to connect to the MySQL server.

e On Windows, one anonymous account is for connections from the local host. It has al priv-
ileges, just like the r oot accounts. The other is for connections from any host and has all
privilegesfor thet est database or other databases with namesthat start witht est .

e On Unix, both anonymous accounts are for connections from the local host. Connections
must be made from the local host by specifying a hostname of | ocal host for one account,
or the actual hostname or IP number for the other. These accounts have al privileges for the
t est database or other databases with names that start witht est _.

As noted, none of the initial accounts have passwords. This means that your MySQL installation is
unprotected until you do something about it:

» If you want to prevent clients from connecting as anonymous users without a password, you
should either assign passwords to the anonymous accounts or else remove them.

e You should assign passwords to the MySQL r oot accounts.

The following instructions describe how to set up passwords for the initial MySQL accounts, first
for the anonymous accounts and then for the r oot accounts. Replace “"'newpwd" in the examples
with the actual password that you want to use. The instructions also cover how to remove the an-
onymous accounts, should you prefer not to allow anonymous access at all.

You might want to defer setting the passwords until later, so that you don't need to specify them
while you perform additional setup or testing. However, be sure to set them before using your in-
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stallation for any real production work.

To assign passwords to the anonymous accounts, you can use either SET PASSWORD or UPDATE.
In both cases, be sure to encrypt the password using the PASSWORD( ) function.

Touse SET PASSWORD on Windows, do this:

shel I > mysqgl -u root

nysql > SET PASSWORD FOR '' @I ocal host' = PASSWORD(' newpwd' ) ;
nysql > SET PASSWORD FOR '' @ % = PASSWORD(' newpwd' ) ;

Touse SET PASSWORD on Unix, do this:

shel I > mysqgl -u root

nysqgl > SET PASSWORD FOR '' @1 ocal host'
nysqgl > SET PASSWORD FOR '' @ host _nane'

PASSWORD( ' newpwd' ) ;
PASSWORD( ' newpwd' ) ;

In the second SET PASSWORD statement, replace host _nane with the name of the server host.
Thisis the name that is specified in the Host column of the non-I ocal host record for r oot in
theuser table. If you don't know what hostname this is, issue the following statement before using
SET PASSWORD:

nysqgl > SELECT Host, User FROM nysql . user;

Look for the record that hasr oot in the User column and something other than | ocal host in
the Host column. Then usethat Host valuein the second SET PASSWORD statement.

The other way to assign passwords to the anonymous accounts is by using UPDATE to modify the
user table directly. Connect to the server asr oot and issue an UPDATE statement that assigns a
value to the Passwor d column of the appropriate user table records. The procedure is the same
for Windows and Unix. The following UPDATE statement assigns a password to both anonymous
accounts at once;

shel | > mysql -u root

nysql > UPDATE nysql . user SET Password = PASSWORD(' newpwd')
-> WHERE User = '";

nysqgl > FLUSH PRI VI LEGES;

After you update the passwords in the user table directly using UPDATE, you must tell the server
to re-read the grant tables with FLUSH PRI VI LEGES. Otherwise, the change goes unnoticed until
you restart the server.

If you prefer to remove the anonymous accounts instead, do so as follows:
shel | > nmysqgl -u root

nysql > DELETE FROM nysql . user WHERE User = '"';
nysql > FLUSH PRI VI LEGES;

The DELETE statement applies both to Windows and to Unix. On Windows, if you want to remove
only the anonymous account that has the same privilegesasr oot , do this instead:

shel | > nmysqgl -u root

nysql > DELETE FROM nysql . user WHERE Host ='l ocal host' AND User="";
nysql > FLUSH PRI VI LEGES;

This account allows anonymous access but has full privileges, so removing it improves security.

Y ou can assign passwords to the r oot accounts in several ways. The following discussion demon-
strates three methods:
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* UsetheSET PASSWORD statement

* Usethe mysgladmin command-line client program

» Usethe UPDATE statement

To assign passwords using SET PASSWORD, connect to the server as r oot and issue two SET
PASSWORD statements. Be sure to encrypt the password using the PASSWORD( ) function.
For Windows, do this:

shel | > nmysqgl -u root

nysqgl > SET PASSWORD FOR 'root' @1 ocal host' = PASSWORD(' newpwd' ) ;
nysql > SET PASSWORD FOR 'root' @% = PASSWORD(' newpwd' ) ;

For Unix, do this:

shel | > nmysqgl -u root

nysqgl > SET PASSWORD FOR 'root' @1 ocal host'
nysqgl > SET PASSWORD FOR 'root' @ host _nane'

PASSWORD( ' newpwd' ) ;
PASSWORD( ' newpwd' )

In the second SET PASSWORD statement, replace host _nane with the name of the server host.
Thisis the same hostname that you used when you assigned the anonymous account passwords.

To assign passwords to ther oot accounts using mysgladmin, execute the following commands:

shel I > mysqgl admin -u root password "newpwd"
shel I > nmysqgl adnin -u root -h host_nanme password "newpwd"

These commands apply both to Windows and to Unix. In the second command, replace
host _nane with the name of the server host. The double quotes around the password are not al-
ways necessary, but you should use them if the password contains spaces or other characters that are
special to your command interpreter.

If you are using a server from a very old version of MySQL, the mysgladmin commands to set the
password fail with the message parse error near ' SET password' . The solution to this
problem isto upgrade the server to a newer version of MySQL.

Y ou can aso use UPDATE to modify the user table directly. The following UPDATE statement as-
signs a password to both r oot accounts at once:

shel I > mysqgl -u root

nysql > UPDATE nysql . user SET Password = PASSWORD(' newpwd')
-> WHERE User = 'root';

nysqgl > FLUSH PRI VI LEGES;

The UPDATE statement applies both to Windows and to Unix.

After the passwords have been set, you must supply the appropriate password whenever you connect
to the server. For example, if you want to use mysgladmin to shut down the server, you can do so
using this command:

shel I > nmysqgladnmin -u root -p shutdown

Enter password: (enter root password here)

Note: If you forget your r oot password after setting it up, the procedure for resetting it is covered
in Section A.4.1, “How to Reset the Root Password”.

To set up new accounts, you can use the GRANT statement. For instructions, see Section 5.6.2,
“Adding New User Accountsto MySQL".
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2.10. Upgrading MySQL

As a general rule, we recommend that when upgrading from one release series to another, you
should go to the next series rather than skipping a series. For example, if you currently are running
MySQL 3.23 and wish to upgrade to a newer series, upgrade to MySQL 4.0 rather than to 4.1 or 5.0.

The following items form a checklist of things you should do whenever you perform an upgrade:

» Read the upgrading section for the release series to which you are upgrading. Read the change
notes as well. These provide information about new features you can use. For example, before
upgrading from MySQL 4.1 to 5.0, read the 5.0 upgrading section (see Section 2.10.1,
“Upgrading from Version 4.1 to 5.0”) and read the 5.0 change notes (see Appendix D, MySQL
Change History).

» Before you do an upgrade, back up your databases.

e If you are running MySQL Server on Windows, see Section 2.3.15, “Upgrading MySQL on
Windows'.

* An upgrade may involve changes to the grant tables that are stored in the nysql database. Oc-
casionally new columns or tables are added to support new features. To take advantage of these
features, be sure that your grant tables are up to date. The upgrade procedure is described in Sec-
tion 2.10.7, “Upgrading the Grant Tables’.

» If you are using replication, see Section 6.6, “Upgrading a Replication Setup” for information on
upgrading your replication setup.

* If you install a MySQL-Max distribution that includes a server named mysqgld-max, then up-
grade later to a non-Max version of MySQL, mysqgld_safe still attempts to run the old mysgld-
max server. If you perform such an upgrade, you should manually remove the old mysgld-max
server to ensure that mysqgld_safe runs the new mysqgld server.

Y ou can always move the MySQL format files and data files between different versions on the same
architecture as long as you stay within versions for the same release series of MySQL. The current
production release seriesis 4.1. If you change the character set when running MySQL, you must run
myisamchk -r -q --set-character-set=char set on al Myl SAMtables. Otherwise, your indexes
may not be ordered correctly, because changing the character set may also change the sort order.

Normally you can upgrade MySQL to a newer MySQL version without having to do any changes to
your tables. Please confirm if the upgrade notes to the particular version you are upgrading to tells
you anything about this. If there would be any incompatibilities you can use mysgldump to dump
your tables before upgrading. After upgrading, reload the dump file using mysgl or nysql i nport
to re-create your tables.

If you are cautious about using new versions, you can aways rename your old mysqgld before in-
stalling a newer one. For example, if you are using MySQL 4.0.18 and want to upgrade to 4.1.1, re-
name your current server from mysgld to mysqgld-4.0.18. If your new mysgld then does something
unexpected, you can simply shut it down and restart with your old mysgld.

If, after an upgrade, you experience problems with recompiled client programs, such as Cormands
out of sync or unexpected core dumps, you probably have used old header or library files when
compiling your programs. In this case, you should check the date for your mysql . h file and
i bnysgl client. alibrary to verify that they are from the new MySQL distribution. If not, re-
compile your programs with the new headers and libraries.

If problems occur, such as that the new mysgld server doesn't want to start or that you can't connect
without a password, verify that you don't have some old ny. cnf file from your previous installa-
tion. You can check this with the --print-defaults option (for example, mysgld -
-print-defaults). If this displays anything other than the program name, you have an active ny. cnf
file that affects server or client operation.
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It is agood ideato rebuild and reinstall the Perl DBD: : nysql module whenever you install a new
release of MySQL. The same applies to other MySQL interfaces as well, such as the PHP nmysql
extension and the Python My SQLdb module.

2.10.1. Upgrading from Version 4.1t0 5.0

In general, you should do the following when upgrading to MySQL 5.0 from 4.1:

Check the items in the change list found later in this section to see whether any of them might
affect your applications.

Read the 5.0 news items to see what significant new features you can use in 5.0. See Sec-
tion D.1, “Changesin release 5.0.x (Development)”.

If you are running MySQL Server on Windows, see Section 2.3.15, “Upgrading MySQL on
Windows’. Also, two of the Windows MySQL servers were renamed. See Section 2.3.9,
“Selecting aMySQL Server type”.

MySQL 5.0 adds support for stored procedures. This support requires the pr oc table in the
mysql database. To create this file, you should run the mysql_fix_privilege tables script as
described in Section 2.10.7, “Upgrading the Grant Tables’.

MySQL 5.0 adds support for views. This support requires the extra privilege columns in the
user and db tables in the nysql database. To create these columns, you should run the
mysql_fix_privilege tables script as described in Section 2.10.7, “Upgrading the Grant
Tables’.

If you are using replication, see Section 6.6, “Upgrading a Replication Setup” for information on
upgrading your replication setup.

MySQL 5.0.2 adds several new SQL modes that allow stricter control over rejecting records that
have invalid or missing values. See Section 5.2.2, “The Server SQL Mode”. See Section 1.5.6.2,
“Constraints on Invalid Data’. If you want to enable this control but continue to use MySQL's
capability for storing incorrect dates such as' 2004- 02- 31" , you should start the server with
--sql _node=TRADI TI ONAL, ALLOW | NVALI D_DATES.

As of MySQL 5.0.2, the SCHEMA and SCHEMAS keywords are accepted as synonyms for
DATABASE and DATABASES.

The update log is removed in MySQL 5.0.

The following list describes changes that may affect applications and that you should watch out for
when upgrading to version 5.0:

The update log is removed, so if you enabled it in the past, you should enable the binary log in-
stead. See Section D.1, “Changesin release 5.0.x (Development)”.

User variables are not case sensitive. In MySQL 4.1, SET @& = 0; SET @ = 1; SE-
LECT @x; createstwo variables and returns 0. In MySQL 5.0, it creates one variable and re-
turns 1.

APl change: the reconnect flag in the MYSQ. structure is set to O by
mysqgl _real connect (). Only those client programs which didn't explicitly set thisflag to
O or 1 after mysqgl _real connect () experience a change. Having automatic reconnection
enabled by default was considered too dangerous (after reconnection, table locks, temporary
tables, user and session variables are lost).

2.10.2. Upgrading from Version 4.0to 4.1
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In general, you should do the following when upgrading to MySQL 4.1 from 4.0:

Check the items in the change lists found later in this section to see whether any of them might
affect your applications. Some of them result in incompatibilities with earlier versions.

Read the 4.1 news items to see what significant new features you can use in 4.1. See Sec-
tion D.2, “Changesin release 4.1.x (Production)”.

Character set support has been improved. The server supports multiple character sets.

Important note: MySQL 4.1 stores table names and column names in UTF8. If you have table
names or column names that use characters outside of the standard 7-bit US-ASCII range, you
may haveto do amysql dunp of your tablesin MySQL 4.0 and restore them after upgrading to
MySQL 4.1. The symptom for this problem is that you get at abl e not found error when
trying to access your tables. In this case, you should be able to downgrade back to MySQL 4.0
and access your data.

If you are running MySQL Server on Windows, see Section 2.3.15, “Upgrading MySQL on
Windows'.

After upgrading, update the grant tables to have the new longer Passwor d column that is
needed for more secure handling of passwords. The procedure uses mysgl_fix_privilege tables
and is described in Section 2.10.7, “Upgrading the Grant Tables’. If you don't do this, MySQL
does not use the new more secure protocol to authenticate. Implications of the password-hand-
ling change for applications are given later in this section.

If you are using replication, see Section 6.6, “Upgrading a Replication Setup” for information on
upgrading your replication setup.

The Berkeley DB table handler is updated to DB 4.1 (from 3.2) which has a new log format. If
you have to downgrade back to 4.0 you must use mysgldump to dump your BDB tables in text
format and delete all | 0g. XXXXXXXXXX files before you start MySQL 4.0 and reload the data.

MySQL 4.1.3 introduces support for per-connection time zones. See Section 5.8.8, “MySQL
Server Time Zone Support”. To enable recognition of named time zones, you should creste the
time zone tables in the nysql database. For instructions, see Section 2.9, “Post-Installation
Setup and Testing”.

If you are using an old DBD- mysql module (Msgl - MySQL- nodul es) you have to upgrade
to use the newer DBD- mysql module. Anything above DBD- nysql 2.xx should befine.

If you don't upgrade, some methods (such as DBI - >do( ) ) do not notice error conditions cor-
rectly.

The - -defaul ts-fil e=option-file-nane option gives an eror if the option file
doesn't exist.

Some notes about upgrading from MySQL 4.0 to MySQL 4.1 on Netware: Make sure to upgrade
Perl and PHP versions. Download Pel 5 for Netware from  ht-
tp://forge.novell.com/modul es/xfmod/project/?perl5 and PHP from ht-
tp://forge.novell.com/modul es/xfmod/project/?php. Download and install Perl module for
MySQL 4.1 from http://forge.novell.com/modul es/xfmod/project/showfiles.php?group_id=1126
and PHP Extension for MySQL 41 from ht-
tp://forge.novell.com/modul es/xf mod/proj ect/showfiles.php?group_id=1078.

Severa visible behaviors have changed between MySQL 4.0 and MySQL 4.1 to fix some critical
bugs and make MySQL more compatible with standard SQL . These changes may affect your applic-
ations.

Some of the 4.1 behaviors can be tested in 4.0 before performing a full upgrade to 4.1. We have ad-
ded to later MySQL 4.0 releases (from 4.0.12 on) a - - new startup option for mysqgld. See Sec-
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tion 5.2.1, “mysgld Command-Line Options’.

This option gives you the 4.1 behavior for the most critical changes. Y ou can also enable these be-
haviors for a given client connection with the SET @@ew=1 command, or turn them off if they
areonwith SET @@hew=0.

If you believe that some of the 4.1 changes affect you, we recommend that before upgrading to 4.1,
you download the latest MySQL 4.0 version and run it with the - - new option by adding the follow-
ing to your config file:

[ mysql d- 4. 0]
new

That way you can test the new behaviorsin 4.0 to make sure that your applications work with them.
This helps you have a smooth, painless transition when you perform a full upgrade to 4.1 later. Put-
ting the - - new option in the [ nysql d- 4. 0] option group ensures that you don't accidentally
later run the 4.1 version with the - - new option.

The following lists describe changes that may affect applications and that you should watch out for
when upgrading to version 4.1:

Server Changes:

» All tables and string columns have a character set. See Chapter 10, Character Set Support. Char-
acter set information is displayed by SHOW CREATE TABLE and mysgldump. (MySQL ver-
sions 4.0.6 and above can read the new dump files; older versions cannot.) This change should
not affect applications that use only one character set.

» If you have table columns that store character data represented in a character set that the 4.1
server supports directly, you can convert the columns to the proper character set using the in-
structions in Section 10.10.2, “Converting 4.0 Character Columns to 4.1 Format”. Also, data-
base, table, and column identifiers are stored internally using Unicode (UTF8) regardless of the
default character set. See Section 9.2, “Database, Table, Index, Column, and Alias Names’.

e Incompatible change: There are conditions under which you should rebuild tables. In general,
to rebuild atable, dump it with mysgldump and reload the dump file. Some items in the follow-
ing list indicate alternatives means for rebuilding.

» If you have created or used | nnoDB tables with TI MESTAMP columns in MySQL versions
4.1.0 to 4.1.3, you have to rebuild those tables when you upgrade to MySQL 4.1.4 or later.
The storage format in those MySQL versions for a TI| MESTAMP column was incorrect. If
you upgrade from MySQL 4.0 to 4.1.4 or later, then no rebuild of tables with TI MESTAMP
columns is needed.

e Starting from MySQL 4.1.3, | nnoDB uses the same character set comparison functions as
MySQL for non-l ati nl_swedi sh_ci character strings that are not Bl NARY. This
changes the sorting order of space and characters with a code < ASCII(32) in those character
sets. For | ati n1_swedi sh_ci character strings and Bl NARY strings, | nnoDB uses its
own pad-spaces-at-end comparison method, which stays unchanged. If you have an | nnoDB
table created with MySQL 4.1.2 or earlier, with an index on anon-l at i n1 character set (in
the case of 4.1.0 and 4.1.1, with any character set) and the table contains any
CHAR/VARCHAR/or TEXT columns that are not Bl NARY but may contain characters with a
code < ASCII(32), then you should do ALTER TABLE or OPTI M ZE TABLE onitto re-
generate the index, after upgrading to MySQL 4.1.3 or later. Also, Myl SAMtables have to be
rebuilt or repaired in these cases.

e |If you have used column prefix indexes on UTF8 columns or other multi-byte character set
columnsin MySQL 4.1.0 to 4.1.5, you must rebuild the tables when you upgrade to MySQL
4.1.6 or later.

» |If you have used accent characters (characters with byte values of 128 to 255) in database
names, table names, constraint names, or column names in versions of MySQL earlier than
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4.1, you cannot upgrade to MySQL 4.1 directly, because 4.1 uses UTF8 to store metadata
names. Use RENAME TABLE to overcome thisif the accent character is in the table name or
the database name, or rebuild the table.

Incompatible change: MySQL interprets length specifications in character column definitions
in characters. (Earlier versions interpret them in bytes.) For example, CHAR( N) means N char-
acters, not N bytes.

For single-byte character sets, this change makes no difference. However, if you upgrade to
MySQL 4.1 and configure the server to use a multi-byte character set, the apparent length of
character columns changes. Suppose that a 4.0 table contains a CHAR( 8) column used to store
uj i s characters. Eight bytes can store from two to four uj i s characters. If you upgrade to 4.1
and configure the server to use uj i s as its default character set, the server interprets character
column lengths based on the maximum size of auj i s character, which is three bytes. The num-
ber of three-byte characters that fit in eight bytes is two. Consequently, if you use SHOWV CRE-

ATE TABLE to view the table definition, MySQL displays CHAR( 2) . You can retrieve existing
data from the table, but you can only store new values containing up to two characters. To cor-
rect thisissue, use ALTER TABLE to change the column definition. For example:

ALTER TABLE tbl _nanme MODI FY col nane CHAR(8);

The table definition format used in . f r mfiles has changed slightly in 4.1. MySQL 4.0 versions
from 4.0.11 on can read the new . f r mformat directly, but older versions cannot. If you need to
move tables from 4.1 to a version earlier than 4.0.11, you should use mysgldump. See Sec-
tion 8.8, “The mysgldump Database Backup Program”.

Important note: If you upgrade to MySQL 4.1.1 or higher, it is difficult to downgrade back to
4.00r 4.1.0! That is because, for earlier versions, | nnoDB is not aware of multiple tablespaces.

Incompatible change: In connection with the support for per-connection time zones in MySQL
4.1.3,thet i nezone system variable wasrenamedtosystem ti ne_zone.

Windows servers support connections from local clients using shared memory if run with the -
- shar ed- nmenor y option. If you are running multiple servers this way on the same Windows
machine, you should use adifferent - - shar ed- menor y- base- nane option for each server.

The interface to aggregated UDF functions has changed a bit. You must declare a
xxx_cl ear () function for each aggregate function XXX() .

Client Changes:

mysgldump has the - - opt and - - quot e- nanes options enabled by default. You can turn
them off with - - ski p- opt and - - ski p- quot e- nanes.

SQL Changes:

Incompatible change: In MySQL 4.1.2, the Type column in the output from SHOW TABLE
STATUS was renamed to Engi ne.

Incompatible change: String comparison works according to SQL standard: Instead of strip-
ping end spaces before comparison, we now extend the shorter string with spaces. The problem
with thisisthatnow ' a' > 'a\t', which it wasn't before. If you have any tables where you
have a CHAR or VARCHAR column in which the last character in the column may be less than
ASCI | (32), you should use REPAI R TABLE or myisamchk to ensure that the table is cor-
rect.

When using multiple-table DELETE statements, you should use the alias of the tables from
which you want to delete, not the actual table name. For example, instead of doing this:
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DELETE test FROMtest AS t1, test2 WHERE ...

Do this:
DELETE t1 FROMtest AS t1l, test2 WHERE ...

This corrects a problem that was present in MySQL 4.0.

Incompatible change: TI MESTAMP is returned as a string in ' YYYY- MM DD HH MM SS'
format (from 4.0.12 the - - new option can be used to make a 4.0 server behave as 4.1 in thisre-
spect). See Section 11.3.1.2, “TI MESTANP Properties as of MySQL 4.1".

If you want to have the value returned as a number (as MySQL 4.0 does) you should add +0 to
TI MESTAMP columns when you retrieve them:

mysqgl > SELECT ts_col + 0 FROM tbl _nane;

Display widths for TI MESTAMP columns are no longer supported. For example, if you declare a
column as TI MESTAMP( 10) , the ( 10) isignored.

These changes were necessary for SQL standards compliance. In a future version, a further
change will be made (backward compatible with this change), allowing the timestamp length to
indicate the desired number of digits for fractions of a second.

Incompatible change: Binary values such as OXxFFDF are assumed to be strings instead of
numbers. This fixes some problems with character sets where it's convenient to input a string as
a binary value. With this change, you should use CAST() if you want to compare binary values
numerically asintegers:

rrysql > SELECT CAST(OxFEFF AS UNSI GNED | NTEGER)
< CAST(OxFF AS UNSI GNED | NTEGER) ;
-> 0
If you don't use CAST( ) , alexical string comparison is done:
mysqgl > SELECT OXFEFF < OxFF;
-> 1

Using binary items in a numeric context or comparing them using the = operator should work as
before. (The - - new option can be used from 4.0.13 on to make a 4.0 server behave as 4.1 in this

respect.)

For functions that produce a DATE, DATETI ME, or Tl ME value, the result returned to the client
isfixed up to have atemporal type. For example, in MySQL 4.1, you get this result:

nysqgl > SELECT CAST(' 2001-1-1' AS DATETI ME);
-> '2001-01-01 00: 00: 00O
In MySQL 4.0, the result is different:
nysqgl > SELECT CAST(' 2001-1-1' AS DATETI ME);
-> '2001-01-01'
DEFAULT values no longer can be specified for AUTO_| NCREMENT columns. (In 4.0, a DE-

FAULT vaueissilently ignored; in 4.1, an error occurs.)

LIMT no longer accepts negative arguments. Use some large number (maximum
18446744073709551615) instead of -1.
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SERI ALI ZE is no longer a valid mode value for the sql _nbde variable. You should use SET
TRANSACTI ON | SOLATI ON LEVEL SERI ALl ZABLE instead. SERI ALI ZE is no longer
valid for the --sql-node option  for mysqld, either. Use -
-transaction-isol ati on=SERI ALI ZABLE instead.

Incompatible change: Before MySQL 4.1.1, the statement parser was less strict and its string-
to-date conversion would ignore everything up to the first digit. As a result, invalid statements
such as the following were accepted:

INSERT INTO t (datetime_col) VALUES ('stuff 2005-02-11 10:17:01');

As of MySQL 4.1.1, the parser is more strict and treats the string as an invalid date, so the pre-
ceding statement resultsin awarning.

C API Changes:

Incompatible change: Themysql _shut down() C API function has an extra parameter as of
MySQL 4.1.3: SHUTDOM\-level. You should convert any nysql _shut down( X) cal you
have in your applicationto nysql _shut down( X, SHUTDOAN_DEFAULT) .

Some C API callssuch asnmysql _real query() return1 on error, not - 1. You may have
to change some old applicationsiif they use constructs like this:

if (nysql _real query(mysgl object, query, query length) == -1)
{
printf("Got error");

Change the call to test for a non-zero value instead:
i f (nysql _real _query(mysgl _object, query, query_length) !'= 0)
printf("Got error");

Passwor d-Handling Changes:

The password hashing mechanism has changed in 4.1 to provide better security, but this may cause
compatibility problems if you still have clients that use the client library from 4.0 or earlier. (It is
very likely that you have 4.0 clients in situations where clients connect from remote hosts that have
not yet upgraded to 4.1.) The following list indicates some possible upgrade strategies. They repres-
ent various tradeoffs between the goal of compatibility with old clients and the goal of security.

Only upgrade the client to use 4.1 client libraries (not the server). No behavior changes (except
the return value of some API calls), but you cannot use any of the new features provided by the
4.1 client/server protocol, either. (MySQL 4.1 has an extended client/server protocol that offers
such features as prepared statements and multiple result sets.) See Section 22.2.4, “C APl Pre-
pared Statements”.

Upgrade to 4.1 and run the mysql_fix_privilege tables script to widen the Passwor d column
in the user table so that it can hold long password hashes. But run the server with the -
- ol d- passwor ds option to provide backward compatibility that allows pre-4.1 clients to
continue to connect to their short-hash accounts. Eventually, when all your clients are upgraded
to 4.1, you can stop using the - - ol d- passwor ds server option. You can also change the
passwords for your MySQL accounts to use the new more secure format. A pure-4.1 installation
isthe most secure.
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Further background on password hashing with respect to client authentication and password-chan-
ging operations may be found in Section 5.5.9, “Password Hashing in MySQL 4.1" and Sec-
tionA.2.3,“C i ent does not support authentication protocol”.

2.10.3. Upgrading from Version 3.23 to 4.0

In general, you should do the following when upgrading to MySQL 4.0 from 3.23:

e Check the items in the change lists found later in this section to see whether any of them might
affect your applications.

* Read the 4.0 news items to see what significant new features you can use in 4.0. See Sec-
tion D.3, “Changesin release 4.0.x (Production)”.

» If you are running MySQL Server on Windows, see Section 2.3.15, “Upgrading MySQL on
Windows'.

» After upgrading, update the grant tables to add new privileges and features. The procedure uses
the mysgl_fix_privilege tables script and is described in Section 2.10.7, “Upgrading the Grant
Tables'.

» If you are using replication, see Section 6.6, “Upgrading a Replication Setup” for information on
upgrading your replication setup.

» Edit any MySQL startup scripts or option files to not use any of the deprecated options de-
scribed later in this section.

e Convert your old | SAM files to Myl SAM files. One way to do this is with the
mysqgl _convert tabl e format script. (Thisis a Perl script; it requires that DBI be in-
stalled.) To convert the tables in a given database, use this command:

shel | > nmysgl _convert table fornat database db_nane

Note that this should be used only if al tables in the given database are | SAM or Myl SAM
tables. To avoid converting tables of other typesto Myl SAM you can explicitly list the names of
your | SAMtables after the database name on the command line.

Individual tables can be changed to Myl SAMby using the following ALTER TABLE statement
for each table to be converted:

nysql > ALTER TABLE t bl _name TYPE=M/I SAM

If you are not sure of the table type for a given table, use this statement:

nysql > SHOW TABLE STATUS LI KE 'tbl _nane';

* Ensure that you dont have any MySQL clients that use shared libraries (like the Perl
DBD: : nysql module). If you do, you should recompile them, because the data structures used
inlibmysql client. so have changed. The same applies to other MySQL interfaces as well,
such as the Python My SQLdb module.

MySQL 4.0 works even if you don't perform the preceding actions, but you cannot use the new se-
curity privilegesin MySQL 4.0 and you may run into problems when upgrading later to MySQL 4.1
or newer. The | SAMfile format still works in MySQL 4.0, but is deprecated and is not compiled in
by default as of MySQL 4.1. Myl SAMtables should be used instead.

Old clients should work with a MySQL 4.0 server without any problems.

Even if you perform the preceding actions, you can still downgrade to MySQL 3.23.52 or newer if
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you run into problems with the MySQL 4.0 series. In this case, you must use mysqgldump to dump
any tables that use full-text indexes and reload the dump file into the 3.23 server. This is necessary
because 4.0 uses a new format for full-text indexing.

The following lists describe changes that may affect applications and that you should watch out for
when upgrading to version 4.0:

Server Changes:

MySQL 4.0 has a lot of new privileges in the nysql . user table. See Section 5.5.3,
“Privileges Provided by MySQL".

To get these new privileges to work, you must update the grant tables. The procedure is de-
scribed in Section 2.10.7, “Upgrading the Grant Tables’. Until you do this, all accounts have the
SHOW DATABASES, CREATE TEMPORARY TABLES, and LOCK TABLES privileges. SU-
PER and EXECUTE privileges take their value from PROCESS. REPLI CATI ON SLAVE and
REPLI CATI ON CLI ENT take their values from FI LE.

If you have any scripts that create new MySQL user accounts, you may want to change them to
use the new privileges. If you are not using GRANT commands in the scripts, thisis a good time
to change your scriptsto use GRANT instead of modifying the grant tables directly.

From version 4.0.2 on, the option - - saf e- show dat abase is deprecated (and no longer
does anything). See Section 5.4.3, “ Startup Options for mysqld Concerning Security”.

If you get Access deni ed errors for new users in version 4.0.2 and up, you should check
whether you need some of the new grants that you didn't need before. In particular, you need
REPLI CATI ON SLAVE (instead of FI LE) for new slave servers.

safe_mysqgld has been renamed to mysqld_safe. For backward compatibility, binary distribu-
tionswill for some time include safe_mysgld as a symlink to mysgld_safe.

I nnoDB support is included by default in binary distributions. If you build MySQL from
source, | nnoDB is configured in by default. If you do not use | nnoDB and want to save
memory when running a server that has | nnoDB support enabled, use the - - ski p-i nnodb
server startup option. To compile MySQL without | nnoDB support, run configure with the -
-wi t hout - i nnodb option.

Values for the startup parameters nyi sam max_extra_sort _file_size and nyi s-
am max_extra_sort _file_size are given in bytes (they were given in megabytes be-
fore 4.0.3).

mysqld has the option - - t enp- pool enabled by default because this gives better performance
with some operating systems (most notably Linux).

The mysgld startup options - - ski p- | ocki ng and - - enabl e- | ocki ng were renamed to
- -ski p-external -1 ocki ng and- - ext er nal -1 ocki ng.

External system locking of Myl SAMI SAMfiles is turned off by default. You can turn this on
with - - ext er nal - | ocki ng. (However, thisis never needed for most users.)

The following startup variables and options have been renamed:

Old Name New Name

nyi sam bul k_insert_tree_size

bul k_insert _buffer_size

query_cache_startup_type

guery_cache_type

record _buffer

read_buf fer_size

record_rnd_buffer

read_rnd_buffer_size

sort _buffer

sort_buffer_size

war ni ngs

| og- war ni ngs
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--err-log --1 og-error (for mysgld_safe) ‘

The startup optionsr ecor d_buf f er, sort _buf f er, and war ni ngs still work in MySQL
4.0 but are deprecated.

SQL Changes:

The following SQL variables have been renamed:

Old Name New Name

SQL_BI G_TABLES Bl G TABLES

SQL_LOW PRI ORI TY_UPDATES LOW PRI ORI TY_UPDATES
SQL_MAX JA N_SI ZE MAX JA N_SI ZE
SQL_QUERY_CACHE _TYPE QUERY_CACHE_TYPE

The old names still work in MySQL 4.0 but are deprecated.

You have to use SET GLOBAL SQ._SLAVE SKI P_COUNTER=ski p_count instead of
SET SQ._SLAVE SKI P_COUNTER=ski p_count .

SHOW MASTER STATUS returns an empty set if binary logging is not enabled.
SHOW SLAVE STATUS returns an empty set if the ave is not initialized.

SHOW | NDEX has two more columnsthan it had in 3.23 (Nul | and | ndex_t ype).
The format of SHOW OPEN TABLES has changed.

ORDER BY col _name DESC sorts NULL values last, as of MySQL 4.0.11. In 3.23 and in
earlier 4.0 versions, this was not always consistent.

CHECK, LOCALTI ME, and LOCALTI MESTAMP are reserved words.

DOUBLE and FLOAT columns honor the UNSI GNED flag on storage (before, UNSI GNED was
ignored for these columns).

The result of all bitwise operators (| , & <<, >>, and ~) is unsigned. This may cause problems if
you are using them in a context where you want a signed result. See Section 12.7, “Cast Func-
tions and Operators’.

Note: When you use subtraction between integer values where one is of type UNSI GNED, the
result is unsigned. In other words, before upgrading to MySQL 4.0, you should check your ap-
plication for cases in which you are subtracting a value from an unsigned entity and want a neg-
ative answer or subtracting an unsigned value from an integer column. Y ou can disable this be-
havior by using the - - sql - rode=NO_UNSI GNED_SUBTRACTI ON option when starting
mysqld. See Section 5.2.2, “ The Server SQL Mode’.

Y ou should use integers to store valuesin Bl G NT columns (instead of using strings, as you did
in MySQL 3.23). Using strings still works, but using integers is more efficient.

In MySQL 3.23, | NSERT | NTO ... SELECT aways had | GNORE enabled. As of 4.0.1,
MySQL stops (and possibly rolls back) by default in case of an error unless you specify | G
NORE.

You should use TRUNCATE TABLE when you want to delete all rows from a table and you
don't need to obtain a count of the number of rows that were deleted. (DELETE FROM
t bl _name returns a row count in 4.0 and doesn't reset the AUTO_| NCREMENT counter, and
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TRUNCATE TABLE isfaster.)

* You get an eror if you have an active transaction or LOCK TABLES statement when trying to
execute TRUNCATE TABLE or DROP DATABASE.

e Touse MATCH ... AGAINST (... I N BOOLEAN MODE) full-text searches with your
tables, you must rebuild their indexes with REPAI R TABLE t bl _nane USE_FRM If you
attempt a boolean full-text search without rebuilding the indexes this way, the search returns in-
correct results. See Section 12.6.4, “Fine-Tuning MySQL Full-Text Search”.

e LOCATE() and | NSTR() are case sensitive if one of the arguments is a binary string. Other-
wise they are case insensitive.

» STRCMP() usesthe current character set when performing comparisons. This makes the default
comparison behavior not case sensitive unless one or both of the operands are binary strings.

o HEX(str) returns the characters in st r converted to hexadecimal. If you want to convert a
number to hexadecimal, you should ensure that you call HEX() with a numeric argument.

 RAND(seed) returns a different random number series in 4.0 than in 3.23; this was done to
further differentiate RAND( seed) and RAND( seed+1) .

* The default type returned by | FNULL( A, B) is set to be the more ““genera"” of the types of A
and B. (The general-to-specific order is string, REAL, | NTEGER).

C API Changes:

e« The od C AP functions nysql _drop_db(), mysqgl _create_db(), and
mysgl _connect () ae no longer supported unless you compile MySQL with
CFLAGS=- DUSE_QOLD_FUNCTI ONS. However, it is preferable to change client programs to
use the new 4.0 API instead.

* Inthe MYSQL_FI ELD structure, | engt h and max_I| engt h have changed from unsi gned
i nt tounsi gned | ong. This should not cause any problems, except that they may generate
warning messages when used as argumentsin thepri nt f () classof functions.

» Multi-threaded clients should use nysql _thread_init () and nysql _thread_end().
See Section 22.2.15, “How to Make a Threaded Client”.

Other Changes:

» If youwant to recompile the Perl DBD: : nysql module, use arecent version. Version 2.9003 is
recommended. Versions older than 1.2218 should not be used because they use the deprecated
mysqgl _drop_db() call.

2.10.4. Upgrading from Version 3.22 to 3.23

MySQL 3.22 and 3.21 clients work without any problems with aMySQL 3.23 server.

When upgrading to MySQL 3.23 from an earlier version, note the following changes:

Table Changes:

*  MySQL 3.23 supports tables of the new Myl SAMtype and the old | SAMtype. By default, al
new tables are created with type Myl SAM unless you stat mysgld with the -

-def aul t -t abl e-t ype=i samoption. You don't have to convert your old | SAMtables to
use them with MySQL 3.23. You can convert an | SAMtable to Myl SAMformat with ALTER
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TABLE t bl _name TYPE=My| SAMor the Perl script mysql _convert table format.

» All tables that use the t i s620 character set must be fixed with myisamchk -r or REPAI R
TABLE.

» If you are using the ger man character sort order for | SAMtables, you must repair them with is-
amchk -r, because we have made some changes in the sort order.

Client Program Changes:

e The MySQL client mysgl is by default started with the - - no- naned- commands (-g) op-
tion. This option can be disabled with - - enabl e- naned- commands (-G . This may
cause incompatibility problems in some cases--for example, in SQL scripts that use named
commands without a semicolon. Long format commands still work from the first line.

e If you want your mysgldump files to be compatible between MySQL 3.22 and 3.23, you should
not usethe- - opt or--al | optionto mysgldump.

SQL Changes:

» If youdo aDROP DATABASE on asymbolically linked database, both the link and the original
database are deleted. This didn't happen in MySQL 3.22 because configure didn't detect the
availability of ther eadl i nk() system call.

* OPTIM ZE TABLE works only for Myl SAMtables. For other table types, you can use ALTER
TABLE to optimize the table. During OPTI M ZE TABLE, the table is locked to prevent it from
being used by other threads.

» Date functions that work on parts of dates (such as MONTH( ) ) return O for 0000- 00- 00 dates.
In MySQL 3.22, these functions returned NULL.

e Thedefault returntype of | F() depends on both arguments, not just the first one.

* AUTO_I NCREMENT columns should not be used to store negative numbers. The reason for this
is that negative numbers caused problems when wrapping from #1 to 0. Y ou should not store O
in AUTO_| NCREMENT columns, either; CHECK TABLE complains about 0 values because they
may change if you dump and restore the table. AUTO | NCREMENT for Myl SAM tables is
handled at a lower level and is much faster than before. In addition, for Myl SAM tables, old
numbers are not reused, even if you delete rows from the table.

e CASE, DELAYED, ELSE, END, FULLTEXT, | NNER, Rl GHT, THEN, and WHEN are reserved
words.

* FLOAT( p) isatrue floating-point type and not a value with a fixed number of decimals.

*  When declaring columns using a DECI MAL( | engt h, dec) type, the | engt h argument no
longer includes a place for the sign or the decimal point.

« A TIME dring must be of one of the following formats: [[[ DAYS]
[HHH]IMw]SS.fraction] or [[[[[HH HH M SS[.fraction].

* LI KE compares strings using the same character comparison rules as for the = operator. If you
require  the  old behavior, you can compile MySQL with the
CXXFLAGS=- DL| KE_CMP_TOUPPER flag.

* REGEXP iscaseinsengitive if neither of the stringsis a binary string.

*  When you check or repair Myl SAM (. MYI ) tables, you should use the CHECK TABLE state-
ment or the myisamchk command. For | SAM(. | SM) tables, use the isamchk command.
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e Check all your calls to DATE_FORMAT() to make sure that there is a '% before each format
character.

* In MySQL 3.22, the output of SELECT DI STINCT ... was amost aways sorted. In
MySQL 3.23, you must use GROUP BY or ORDER BY to obtain sorted output.

e SUM)) returns NULL instead of O if there are no matching rows. This is required by standard
SQL.

e An AND or ORwith NULL values returns NULL instead of 0. This mostly affects queries that use
NOT on an ANDY OR expression as NOT NULL = NULL.

* LPAD() and RPAD() shorten the result string if it's longer than the length argument.
C API Changes:

e nysqgl _fetch fields direct() isafunctioninstead of a macro. It returns a pointer to a
MYSQL_FI ELDinstead of aMYSQL_FI ELD.

e nysqgl _numfields() cannot be used on a MYSQL* object (it's a function that takes a
MYSQ._RES* vaue as an argument). With a MYSQL* object, you should use
mysqgl _field _count() instead.

2.10.5. Upgrading from Version 3.21 to 3.22

Nothing that affects compatibility has changed between versions 3.21 and 3.22. The only pitfal is
that new tables that are created with DATE type columns use the new way to store the date. You
can't access these new columns from an old version of mysgld.

When upgrading to MySQL 3.23 from an earlier version, note the following changes:

e After instaling MySQL Version 3.22, you should start the new server and then run the
mysql_fix_privilege tables script. This adds the new privileges that you need to use the GRANT
command. If you forget this, you get Access deni ed when you try to use ALTER TABLE,
CREATE | NDEX, or DROP | NDEX. The procedure for updating the grant tablesis described in
Section 2.10.7, “Upgrading the Grant Tables’.

» TheCAPI interffacetomysql _real connect () haschanged. If you have an old client pro-
gram that calls this function, you must pass a0 for the new db argument (or recode the client to
send the db element for faster connections). You must aso call mysql _i ni t () before calling
mysgl _real _connect (). This change was done to allow the new nmysql _opti ons()
function to save options in the MYSQL handler structure.

* The mysgld variable key_buf f er has been renamed to key_buf f er _si ze, but you can
still use the old name in your startup files.

2.10.6. Upgrading from Version 3.20 to 3.21

If you are running a version older than Version 3.20.28 and want to switch to Version 3.21, you
need to do the following:

Y ou can start the mysgld Version 3.21 server with the - - ol d- pr ot ocol option to useit with cli-
ents from a Version 3.20 distribution. In this case, the server uses the old pre-3.21 passwor d()
checking rather than the new method. Also, the new client function mysql _errno() does not re-
turn any server error, only CR_UNKNOWN_ERROR. The function does work for client errors.

If you are not using the - - ol d- pr ot ocol option to mysgld, you need to make the following

133



Installing MySQL

changes:
» All client code must be recompiled. If you are using ODBC, you must get the MyODBC 2.x
driver.

e Thescripts/add | ong_password script must be run to convert the Passwor d field in
thenysql . user tableto CHAR( 16) .

* All passwords must be reassigned in the mysql . user table to get 62-bit rather than 31-bit
passwords.

» Thetableformat hasn't changed, so you don't have to convert any tables.

MySQL 3.20.28 and above can handle the new user table format without affecting clients. If you
have a MySQL version earlier than 3.20.28, passwords no longer work with it if you convert the
user table. So to be safe, you should first upgrade to at least Version 3.20.28 and then upgrade to
Version 3.21.

The new client code works with a 3.20.x mysqgld server, so if you experience problems with 3.21.x,
you can use the old 3.20.x server without having to recompile the clients again.

If you are not using the - - ol d- pr ot ocol optionto mysqgld, old clients are unable to connect and
should issue the following error message:

ERROR: Protocol msmatch. Server Version = 10 Client Version = 9
The Perl DBI interface also supports the old nysql per| interface. The only change you have to
make if you use mysql per | isto change the argumentsto the connect () function. The new ar-

guments are: host , dat abase, user , and passwor d (note that theuser and passwor d argu-
ments have changed places).

The following changes may affect queriesin old applications:

» HAVI NGmust be specified before any ORDER BY clause.
* The parametersto LOCATE() have been swapped.

* There are some new reserved words. The most noticeable are DATE, TI ME, and TI MESTANP.

2.10.7. Upgrading the Grant Tables

Some releases introduce changes to the structure of the grant tables (the tables in the nysql data
base) to add new privileges or features. To make sure that your grant tables are current when you
update to a new version of MySQL, you should update your grant tables as well.

On Unix or Unix-like systems, update the grant tables by running the mysqgl_fix_privilege tables
script:

shel | > nysqgl _fix _privilege tables
You must run this script while the server is running. It attempts to connect to the server running on

the local host as r oot . If your r oot account requires a password, indicate the password on the
command line. For MySQL 4.1 and up, specify the password like this:

shel | > nmysql _fix_privilege_tables --password=root_password

Prior to MySQL 4.1, specify the password like this:
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shel | > nmysqgl _fix_privilege tables root_password

The mysql_fix_privilege_tables script performs any actions necessary to convert your grant tables
to the current format. Y ou might see some Dupl i cat e col utm nane warnings as it runs; you
can ignore them.

After running the script, stop the server and restart it.

On Windows systems, there isn't an easy way to update the grant tables until MySQL 4.0.15. From
version 4.0.15 on, MySQL distributionsincludeamnysql _fi x_privil ege_t abl es. sql SQL
script that you can run using the mysgl client. If your MySQL installation is located at C: \ mysql ,
the commands look like this:

C\> C\nysqgl\bin\nmysgl -u root -p nysql
nysqgl > SOURCE C.\nysql\scripts\nysqgl _fix privilege_tables.sql

If your installation is located in some other directory, adjust the pathnames appropriately.
The mysgl command will prompt you for ther oot password; enter it when prompted.

As with the Unix procedure, you might see some Dupl i cat e col utmm nane warnings as mysql
processes the statements in the mysql _fi x_privil ege_t abl es. sqgl script; you can ignore
them.

After running the script, stop the server and restart it.

If you are upgrading to MySQL 5.0.1 or later, the grant table upgrade procedure just described adds
view-related columns for the CREATE VI EWand SHOW VI EWprivileges. These privileges exist at
the global and database levels. Their initial values are assigned as follows:

* In MySQL 5.0.2 or later, mysgl_fix_privilege tables copies the Cr eat e_pri v vaue in the
user tabletotheCreat e _vi ew priv and Show vi ew pri v columns.

* 1In5.0.1, the view-related privileges are not enabled for any accounts, so you cannot immediately
use GRANT to give them to accounts that should have them. To deal with this, first connect to
the server as r oot and issue the following statements to give the privileges to the r oot ac-
counts manually with UPDATE:

mysqgl > UPDATE nysql . user SET Show view priv = 'Y, Create_viewpriv ="'Y
-> WHERE User = 'root';
nysql > FLUSH PRI VI LEGES;

After this, r oot can use GRANT to give the view privileges to other accounts. Note: Y ou should
issue the statements just shown, GRANT ALL does not work at the global and database levels,
because GRANT ALL requiresthat you actually possess al privileges.

2.10.8. Copying MySQL Databases to Another Machine

If you are using MySQL 3.23 or later, you can copy the. frm . Myl , and . MYD files for Myl SAM
tables between different architectures that support the same floating-point format. (MySQL takes
care of any byte-swapping issues.) See Section 14.1, “The Myl SAMStorage Engine”.

The MySQL | SAMdataand index files (. | SDand *. | SM respectively) are architecture dependent
and in some cases operating system dependent. If you want to move your applications to another
machine that has a different architecture or operating system than your current machine, you should
not try to move a database by simply copying the files to the other machine. Use mysgldump in-
stead.

By default, mysgldump creates a file containing SQL statements. Y ou can then transfer the file to
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the other machine and feed it asinput to the mysg| client.

Try mysgldump --help to see what options are available. If you are moving the data to a newer ver-
sion of MySQL, you should use mysgldump --opt to take advantage of any optimizations that res-
ult in adump file that is smaller and can be processed faster.

The easiest (although not the fastest) way to move a database between two machines is to run the
following commands on the machine on which the database is | ocated:

shel I > mysgl admin -h 'other_hostname' create db_nane

shel I > mysqgl dunp --opt db_name | mysgl -h 'other_hostnanme' db_nane
If you want to copy a database from aremote machine over a slow network, you can use:

shel | > mysqgl admi n create db_nane

shel I > mysqgl dunp -h 'other_host name' --opt --conpress db_name | mnmysgl db_nane

Y ou can also store the result in afile, then transfer the file to the target machine and load the file in-
to the database there. For example, you can dump a database to a file on the source machine like
this:

shel I > nmysqgl dunp --quick db_nanme | gzip > db_nane. contents. gz

(The file created in this example is compressed.) Transfer the file containing the database contents
to the target machine and run these commands there:

shel | > nmysqgl adm n create db_nane
shel | > gunzip < db_nane. contents.gz | mysgl db_nane

You can also use mysgldump and mysglimport to transfer the database. For big tables, this is
much faster than simply using mysgldump. In the following commands, DUMPDI R represents the
full pathname of the directory you use to store the output from mysgldump.

First, create the directory for the output files and dump the database:

shel | > nmkdi r DUMPDI R

shel | > nmysql dunp --tab=DUMPDI R db_nane

Then transfer the files in the DUMPDI R directory to some corresponding directory on the target ma-
chine and load the filesinto MySQL there:

shel | > nmysqgl admi n create db_nane # create database

shel | > cat DUMWDIR/ *.sql | mysql db_nane # create tables in database
shel | > nmysql i nport db_name DUMPDI R/ *. t xt # load data into tables

Also, don't forget to copy the nysql database because that iswhere theuser , db, and host grant
tables are stored. Y ou might have to run commands as the MySQL r oot user on the new machine
until you havethe mysql databasein place.

After you import the mysql database on the new machine, execute mysgladmin flush-privileges
so that the server reloads the grant table information.

Downgrading MySQL

This section describes what you should do if you are downgrading to an older MySQL version in the
unlikely case that the previous version worked better than the new one.

2.11

If you are downgrading within the same release series (for example, from 4.0.20 to 4.0.19) the gen-
erd ruleisthat you just have to install the new binaries on top of the old ones. There is no need to
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do anything with the databases. As always, however, it's always a good idea to make a backup.

The following items form a checklist of things you should do whenever you perform an downgrade:

* Read the upgrading section for the release series from which you are downgrading to be sure
that it doesn't have any features you really need. Section 2.10, “Upgrading MySQL".

» |If thereisadowngrading section for that version, please read it, too!

Y ou can always move the MySQL format files and data files between different versions on the same

architecture as long as you stay within versions for the same release series of MySQL. The current
production release seriesis 4.1.

If you downgrade from one release series to another, there may be incompatibilities in table storage
formats. In this case, you can use mysgldump to dump your tables before dowgnrading. After
downgrading, reload the dump file using mysqgl or mysql i mport to re-create your tables. See
Section 2.10.8, “ Copying MySQL Databases to Another Maching” for examples.

The normal symptom of a downward-incompatible table format change when you downgrade is that
you can't open tables. In that case, use the following procedure:

1. Stoptheolder MySQL server that you are trying to downgrade to.

2. Restart the newer MySQL server you are trying to downgrade from.

3. Dump any tables that were inaccessible to the older server by using mysgldump to create a
dump file.

4. Stop the newer MySQL server and restart the older one.

5. Reload the dump fileinto the older server. Y our tables should be accessible.

2.11.1. Downgrading to 4.0

The table format in 4.1 changed to include more and new character set information. Because of this,
you must use nysql dunp to dump any tables you have created with the newer MySQL server. For
example, if all the tables in a particular database need to be dumped to be reverted back to MySQL
4.0 format, use this command:

shel | > nmysqgl dunp --create-options --conpati bl e=nysql 40 db_nanme > dunp_file

Then stop the newer server, restart the older server, and read in the dump file:

shel | > nmysqgl db_nanme < dunp_file

In the specia case that you're downgrading Myl SAMtables, no special treatment is necessary if all
columns in the tables contain only numeric columns or string columns (CHAR, VARCHAR, TEXT,
and so forth) that contain only | ati n1 data. Your 4.1 tables should be directly usable with a 4.0
server.

If you used the mysql _fix_privil ege_tabl es script to upgrade the grant tables, you can
either use the preceding method to convert them to back to MySQL 4.0 or do the following in
MySQL 4.1 (or above):

ALTER TABLE nysql . user CONVERT TO CHARACTER SET | atinl COLLATE | atinl _swedish_c
ALTER TABLE nysql . db CONVERT TO CHARACTER SET | atinl COLLATE | atinl_swedish_ci;
ALTER TABLE nysql . host CONVERT TO CHARACTER SET | atinl COLLATE | atinl_swedi sh_c
ALTER TABLE nysql .tabl es_priv CONVERT TO CHARACTER SET |l atinl COLLATE | atinl_sw
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ALTER TABLE nysql . colums_priv CONVERT TO CHARACTER SET | atinl COLLATE latinl_ s
ALTER TABLE nysql . func CONVERT TO CHARACTER SET | atinl COLLATE | atinl swedish c

2.12. Operating System-Specific Notes
2.12.1. Linux Notes

This section discusses issues that have been found to occur on Linux. The first few subsections de-
scribe general operating system-related issues, problems that can occur when using binary or source
distributions, and post-installation issues. The remaining subsections discuss problems that occur
with Linux on specific platforms.

Note that most of these problems occur on older versions of Linux. If you are running a recent ver-
sion, you may see none of them.

2.12.1.1. Linux Operating System Notes
MySQL needs at least Linux Version 2.0.

Warning: We have seen some strange problems with Linux 2.2.14 and MySQL on SMP systems.
We also have reports from some MySQL users that they have encountered serious stability problems
using MySQL with kernel 2.2.14. If you are using this kernel, you should upgrade to 2.2.19 (or new-
er) or to a2.4 kernel. If you have a multiple-CPU box, then you should seriously consider using 2.4
because it gives you a significant speed boost. Y our system should be more stable.

When using LinuxThreads, you should see a minimum of three mysqgld processes running. These
arein fact threads. There is one thread for the LinuxThreads manager, one thread to handle connec-
tions, and one thread to handle alarms and signals.

2.12.1.2. Linux Binary Distribution Notes

The Linux-Intel binary and RPM releases of MySQL are configured for the highest possible speed.
We are always trying to use the fastest stable compiler available.

The binary release is linked with - st at i ¢, which means you do not normally need to worry about
which version of the system libraries you have. You need not install LinuxThreads, either. A pro-
gram linked with - st at i ¢ is dightly larger than a dynamically linked program, but also slightly
faster (3-5%). However, one problem with a statically linked program is that you can't use user-
defined functions (UDFS). If you are going to write or use UDFs (this is something for C or C++
programmers only), you must compile MySQL yourself using dynamic linking.

A known issue with binary distributions is that on older Linux systemsthat usel i bc (such as Red
Hat 4.x or Slackware), you get some non-fatal problems with hostname resolution. If your system
uses| i bc rather than gl i bc2, you probably will encounter some difficulties with hostname resol -
ution and get pwnant() . This happens because gl i bc unfortunately depends on some external
libraries to implement hostname resolution and get pwent (), even when compiled with -
st at i c. These problems manifest themselves in two ways:

* You may seethe following error message when you run mysqgl_install_db:

Sorry, the host 'xxxx' could not be | ooked up

You can deal with this by executing mysql_install_db --force, which does not execute the re-
solveip test in mysgl_install_db. The downside is that you can't use hostnames in the grant
tables: Except for | ocal host , you must use IP numbers instead. If you are using an old ver-
sion of MySQL that doesn't support - - f or ce, you must manually remove the r esol vei p
testinmysql _i nstal | usingan editor.
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* You also may see the following error when you try to run mysgld with the - - user option:

getpwnam No such file or directory

To work around this, start mysqld by using the su command rather than by specifying the -
- user option. This causes the system itself to change the user 1D of the mysqld process so that
mysgld need not do so.

Another solution, which solves both problems, is to not use a binary distribution. Get a MySQL
source distribution (in RPM or t ar . gz format) and install that instead.

On some Linux 2.2 versions, you may get the error Resour ce tenporarily unavail abl e
when clients make a lot of new connections to a mysgld server over TCP/IP. The problem is that
Linux has a delay between the time that you close a TCP/IP socket and the time that the system ac-
tually frees it. There is room for only a finite number of TCP/IP dlots, so you encounter the re-
source-unavailable error if clients attempt too many new TCP/IP connections during a short time.
For example, you may see the error when you run the MySQL t est - connect benchmark over
TCPIIP.

We have inquired about this problem a few times on different Linux mailing lists but have never
been able to find a suitable resolution. The only known ““fix" is for the clients to use persistent con-
nections, or, if you are running the database server and clients on the same machine, to use Unix
socket file connections rather than TCP/IP connections.

2.12.1.3. Linux Source Distribution Notes

The following notes regarding gl i bc apply only to the situation when you build MySQL yourself.
If you are running Linux on an x86 machine, in most cases it is much better for you to just use our
binary. We link our binaries against the best patched version of gl i bc we can come up with and
with the best compiler options, in an attempt to make it suitable for a high-load server. For atypical
user, even for setups with alot of concurrent connections or tables exceeding the 2GB limit, our bin-
ary is the best choice in most cases. After reading the following text, if you are in doubt about what
to do, try our binary first to see whether it meets your needs. If you discover that it is not good
enough, then you may want to try your own build. In that case, we would appreciate a note about it
so that we can build a better binary next time.

MySQL uses LinuxThreads on Linux. If you are using an old Linux version that doesn't have
glibc2, you must install LinuxThreads before trying to compile MySQL. You can get
LinuxThreads at http://dev.mysgl.com/downl oads/os-linux.html.

Note that glibc versions before and including Verson 2.1.1 have a fata bug in
pt hr ead_mut ex_ti medwai t () handling, which is used when you issue | NSERT DELAYED
statements. We recommend that you not use | NSERT DELAYED before upgrading gl i bc.

Note that Linux kernel and the LinuxThread library can by default only have 1,024 threads. If you
plan to have more than 1,000 concurrent connections, you need to make some changes to
LinuxThreads:

* Increase PTHREAD THREADS MAX in sysdeps/
uni x/ sysv/linux/bits/local limh to 4096 and decrease STACK S| ZE in
| i nuxt hreads/i nternal s. h to 256KB. The paths are relative to the root of gl i bc.
(Note that MySQL is not stable with around 600-1000 connections if STACK_SI ZE is the de-
fault of 2MB.)

e Recompile LinuxThreadsto produce anew | i bpt hr ead. a library, and relink MySQL against
it.

The page http://www.volano.com/linuxnotes.html contains additional information about circum-
venting thread limitsin LinuxThreads.
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There is another issue that greatly hurts MySQL performance, especialy on SMP systems. The mu-
tex implementation in LinuxThreadsin gl i bc 2.1 is very bad for programs with many threads that
hold the mutex only for a short time. This produces a paradoxical result: If you link MySQL against
an unmodified LinuxThreads, removing processors from an SMP actually improves MySQL per-
formance in many cases. We have made a patch available for gl i bc 2.1.3 to correct this behavior
(http://www.mysgl.com/Downloads/Linux/linuxthreads-2.1-patch).

With gl i bc 2.2.2, MySQL 3.23.36 uses the adaptive mutex, which is much better than even the
patched one in gl i bc 2.1.3. Be warned, however, that under some conditions, the current mutex
code in gl i bc 2.2.2 overspins, which hurts MySQL performance. The likelihood that this condi-
tion occurs can be reduced by renicing the mysgld process to the highest priority. We have also
been able to correct the overspin  behavior with a patch, available a ht-
tp://www.mysgl.com/Downloads/Linux/linuxthreads-2.2.2.patch. It combines the correction of
overspin, maximum number of threads, and stack spacing al in one. You need to apply it in the
[ i nuxt hr eads directory with patch -p0 </tnp/linuxthreads-2.2.2. patch. We
hope it is included in some form in future releases of gl i bc 2.2. In any case, if you link against
glibc 2.2.2, you till need to correct STACK _SI ZE and PTHREAD THREADS MAX. We hope
that the defaults is corrected to some more acceptable values for high-load MySQL setup in the fu-
ture, so that the commands needed to produce your own build can be reduced to ./configure; make;
make install.

We recommend that you use these patches to build a specia static version of | i bpt hr ead. a and
use it only for statically linking against MySQL. We know that the patches are safe for MySQL and
significantly improve its performance, but we cannot say anything about other applications. If you
link other applications that require LinuxThreads against the patched static version of the library, or
build a patched shared version and install it on your system, you do so at your own risk.

If you experience any strange problems during the installation of MySQL, or with some common
utilities hanging, it is very likely that they are either library or compiler related. If this is the case,
using our binary resolves them.

If you link your own MySQL client programs, you may see the following error at runtime:

Id.so.1: fatal: Iibnysqglclient.so.#:
open failed: No such file or directory

This problem can be avoided by one of the following methods:

* Link clientswiththe-W ,r/ful |l /path/to/libnysql client. so flag rather than with
- Lpat h).

e Copylibmysqgclient.soto/usr/lib.

* Add the pathname of the directory where |ibrysqlclient.so is located to the
LD _RUN_PATH environment variable before running your client.

If you are using the Fujitsu compiler (f cc/ FCC), you may have some problems compiling MySQL
because the Linux header files are very gcc oriented. The following configur e line should work with
fcc/FCC:

CC=fcc CFLAGS="-0O -K fast -K lib -K omtfp -Kpreex -D _GNU_SOURCE \
- DCONST=const - DNO STRTOLL_PROTO' \
CXX=FCC CXXFLAGS="-0O -K fast -K lib \
-Komtfp -K preex --no_exceptions --no_rtti -D GNU SCOURCE \
- DCONST=const -Dall oca=__bhuiltin_alloca -DNO STRTCLL_PROTO \
'-D EXTERN I NLINE=static __inline " \
./configure \
--prefix=/usr/local/nysql --enable-assenbler \
--with-nysql d-1dflags=-all-static --disabl e-shared \
--w th-1 ow nenory
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2.12.1.4. Linux Post-Installation Notes

mysgl.server can be found in the support-fil es directory under the MySQL installation dir-
ectory or in a MySQL source tree. You can ingtall it as/etc/init.d/ nysqgl for automatic
MySQL startup and shutdown. See Section 2.9.2.2, “ Starting and Stopping MySQL Automatically”.

If MySQL can't open enough files or connections, it may be that you haven't configured Linux to
handle enough files.

In Linux 2.2 and onward, you can check the number of allocated file handles as follows:

shel | > cat /proc/sys/fs/file-max
shel | > cat /proc/sys/fs/dquot-nax
shel | > cat /proc/sys/fs/super-nmax

If you have more than 16MB of memory, you should add something like the following to your init
scripts (for example, / et ¢/ i ni t. d/ boot . | ocal on SUSE Linux):

echo 65536 > /proc/sys/fs/file-nmax
echo 8192 > /proc/sys/fs/dquot - max
echo 1024 > /proc/sys/fs/super-nmax

You can aso run the echo commands from the command line asr oot , but these settings are lost
the next time your computer restarts.

Alternatively, you can set these parameters on startup by using the sysct | tool, which is used by
many Linux distributions (SUSE has added it as well, beginning with SUSE Linux 8.0). Just put the
following valuesinto afilenamed/ et ¢/ sysct | . conf:

# I ncrease sone values for MySQ
fs.file-max = 65536
fs.dquot-nmax = 8192
fs.super-max = 1024

Y ou should also add the following to/ et ¢/ ny. cnf :

[ mysql d_saf e]
open-files-1imt=8192

This should allow the server a limit of 8,192 for the combined number of connections and open
files.

The STACK_SI ZE constant in LinuxThreads controls the spacing of thread stacks in the address
space. It needs to be large enough so that there is plenty of room for each individual thread stack,
but small enough to keep the stack of some threads from running into the global mysqld data. Un-
fortunately, as we have experimentally discovered, the Linux implementation of mmap() success-
fully unmaps a mapped region if you ask it to map out an address currently in use, zeroing out the
data on the entire page instead of returning an error. So, the safety of mysqld or any other threaded
application depends on ““gentlemanly" behavior of the code that creates threads. The user must take
measures to make sure that the number of running threads at any time is sufficiently low for thread
stacks to stay away from the global heap. With mysqld, you should enforce this behavior by setting
areasonable value for the max_connect i ons variable.

If you build MySQL yourself, you can patch LinuxThreads for better stack use. See Sec-
tion 2.12.1.3, “Linux Source Distribution Notes’. If you do not want to patch LinuxThreads, you
should set max_connect i ons to avaue no higher than 500. It should be even less if you have a
large key buffer, large heap tables, or some other things that make mysqld allocate alot of memory,
or if you are running a 2.2 kernel with a 2GB patch. If you are using our binary or RPM version
3.23.25 or later, you can safely set max_connect i ons at 1500, assuming no large key buffer or
heap tables with lots of data. The more you reduce STACK_SI ZE in LinuxThreads the more threads
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you can safely create. We recommend values between 128K B and 256K B.

If you use alot of concurrent connections, you may suffer from a ™ feature" in the 2.2 kernel that at-
tempts to prevent fork bomb attacks by penalizing a process for forking or cloning a child. This
causes MySQL not to scale well as you increase the number of concurrent clients. On single-CPU
systems, we have seen this manifested as very slow thread creation: It may take a long time to con-
nect to MySQL (as long as one minute), and it may take just as long to shut it down. On multiple-
CPU systems, we have observed a gradual drop in query speed as the number of clientsincreases. In
the process of trying to find a solution, we have received a kernel patch from one of our users who
clamed it made a lot of difference for his site The patch is available at ht-
tp://www.mysqgl.com/Downl oads/Patches/linux-fork.patch. We have done rather extensive testing of
this patch on both development and production systems. It has significantly improved MySQL per-
formance without causing any problems and we recommend it to our users who still run high-load
serverson 2.2 kernels.

This issue has been fixed in the 2.4 kernel, so if you are not satisfied with the current performance
of your system, rather than patching your 2.2 kernel, it might be easier to upgrade to 2.4. On SMP
systems, upgrading also gives you a nice SMP boost in addition to fixing the fairness bug.

We have tested MySQL on the 2.4 kernel on a two-CPU machine and found MySQL scales much
better. There was virtually no slowdown on query throughput al the way up to 1,000 clients, and the
MySQL scaling factor (computed as the ratio of maximum throughput to the throughput for one cli-
ent) was 180%. We have observed similar results on a four-CPU system: Virtualy no slowdown as
the number of clients was increased up to 1,000, and a 300% scaling factor. Based on these results,
for a high-load SMP server using a 2.2 kernel, we definitely recommend upgrading to the 2.4 kernel
at this point.

We have discovered that it is essential to run the mysgld process with the highest possible priority
on the 2.4 kernel to achieve maximum performance. This can be done by adding ar eni ce -20
$$ command to mysgld_safe. In our testing on a four-CPU machine, increasing the priority resulted
in a60% throughput increase with 400 clients.

We are currently also trying to collect more information on how well MySQL performs with a 2.4
kernel on four-way and eight-way systems. If you have access such a system and have done some
benchmarks, please send an email message to <benchmar ks @y sql . con® with the results. We
will review them for inclusion in the manual.

If you see a dead mysqld server process with ps, this usually means that you have found a bug in
MySQL or you have a corrupted table. See Section A.4.2, “What to Do If MySQL Keeps Crashing”.

To get acore dump on Linux if mysqgld dies with a SI GSEGV signal, you can start mysgld with the
--core-fil e option. Note that you also probably need to raise the core file size by adding ulimit
-c 1000000 to mysgld_safe or starting mysqld_safe with - - core-fi |l e- si ze=1000000. See
Section 5.1.3, “The mysqgld_safe Server Startup Script”.

2.12.1.5. Linux x86 Notes

MySQL reqguires | i bc Version 5.4.12 or newer. It's known to work with | i bc 5.4.46. gl i bc
Version 2.0.6 and later should also work. There have been some problems with the gl i bc RPMs
from Red Hat, so if you have problems, check whether there are any updates. The gl i bc 2.0.7-19
and 2.0.7-29 RPMs are known to work.

If you are using Red Hat 8.0 or anew gl i bc 2.2.x library, you may see mysgld diein get host -

byaddr () . This happens because the new gl i bc library requires a stack size greater than 128KB
for this call. To fix the problem, start mysgld with the - - t hr ead- st ack=192K option. (Use- O
t hr ead_st ack=192K before MySQL 4.) This stack size is the default on MySQL 4.0.10 and
above, so you should not see the problem.

If you are using gcc 3.0 and above to compile MySQL, you must install thel i bst dc++v3 library
before compiling MySQL; if you don't do this, you get an error about a missing
__cxa_pure_virtual symbol during linking.

On some older Linux distributions, configure may produce an error like this:
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Syntax error in sched.h. Change P to P in the
/usr/include/sched.h file.
See the Installation chapter in the Reference Mnual .

Just do what the error message says. Add an extra underscore to the _P macro name that has only
one underscore, then try again.

Y ou may get some warnings when compiling. Those shown here can be ignored:

nysgl d. cc -o objs-thread/ nysql d.o

nysqld.cc: In function “void init_signals()'

nysql d. cc: 315: warni ng: assi gnment of negative value “-1' to
“long unsigned int'

nysqld.cc: In function “void * signal _hand(void *)':
nysql d. cc: 346: warni ng: assignment of negative value "-1' to
“long unsigned int'

If mysgld always dumps core when it starts, the problem may be that you have an old /
[ib/libc.a. Try renaming it, then remove sql / mysql d and do a new make install and try
again. This problem has been reported on some Slackware installations.

If you get the following error when linking mysgld, it means that your | i bg++. a is not installed

correctly:
fusr/lib/libc.a(putc.o): In function "~ _1O putc':
putc.o(.text+0x0): mnmultiple definition of = 10O putc'

You canavoidusing | i bg++. a by running configure like this:
shel | > CXX=gcc ./configure
If mysgld crashes immediately and you are running Red Hat Version 5.0 with a version of gl i bc

older than 2.0.7-5, you should make sure that you have installed all gl i bc patches. Thereisalot of
information about thisin the MySQL mail archives, available online at http:/lists.mysgl.com/.

2.12.1.6. Linux SPARC Notes

In some implementations, r eaddi r _r () isbroken. The symptom is that the SHOWV DATABASES
statement always returns an empty set. This can be fixed by removing HAVE_READDI R_R from
confi g. h after configuring and before compiling.

2.12.1.7. Linux Alpha Notes

MySQL 3.23.12 is the first MySQL version that is tested on Linux-Alpha. If you plan to use
MySQL on Linux-Alpha, you should ensure that you have this version or newer.

We have tested MySQL on Alphawith our benchmarks and test suite, and it appears to work nicely.
We currently build the MySQL binary packages on SUSE Linux 7.0 for AXP, kernel 2.4.4-SMP,
Compagq C compiler (V6.2-505) and Compagq C++ compiler (V6.3-006) on a Compagq DS20 ma-
chine with an Alpha EV6 processor.

You can find the preceding compilers at http://www.support.compag.com/al pha-tools/. By using
these compilers rather than gec, we get about 9-14% better MySQL performance.

Note that until MySQL version 3.23.52 and 4.0.2, we optimized the binary for the current CPU only
(by using the - f ast compile option). This means that for older versions, you can use our Alpha
binaries only if you have an Alpha EV6 processor.

For all following releases, we added the - ar ch generi c flag to our compile options, which
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makes sure that the binary runs on al Alpha processors. We also compile statically to avoid library
problems. The configure command looks like this:

CC=ccc CFLAGS="-fast -arch generic" CXX=cxx \
CXXFLAGS="-fast -arch generic -noexceptions -nortti" \
./lconfigure --prefix=/usr/local/nysql --disable-shared \
--W t h-extra-charset s=conpl ex --enabl e-thread-safe-client \
--w th-nysql d-1dfl ags=-non_shared --with-client-|dflags=-non_shared

If you want to use egcs, the following configur e line worked for us:

CFLAGS="-3 -fonit-franme-pointer" CXX=gcc \

CXXFLAGS="-O3 -fomt-frame-pointer -felide-constructors \
-fno-exceptions -fno-rtti" \

./configure --prefix=/usr/local/nysql --disable-shared

Some known problems when running MySQL on Linux-Alpha:

» Debugging threaded applications like MySQL does not work with gdb 4. 18. You should use
gdb 5.1 instead.

» If you try linking mysqgld statically when using gcc, the resulting image dumps core at startup
time. In other words, donot use- - wi t h-mysql d- | df | ags=-al | - st ati ¢ with gcc.

2.12.1.8. Linux PowerPC Notes

MySQL should work on MKLinux with the newest gl i bc package (tested with gl i bc 2.0.7).

2.12.1.9. Linux MIPS Notes

To get MySQL to work on Qube2 (Linux Mips), you need the newest gl i bc libraries. gl i bc-
2.0.7-29C2 is known to work. You must also use the egcs C++ compiler (egcs 1.0.2-9, gcc
2.95.2 or newe).

2.12.1.10. Linux IA-64 Notes

To get MySQL to compile on Linux |A-64, we use the following configure command for building
with gcc 2.96:

CC=gcc \

CFLAGS="-O3 -fno-onit-frame-pointer" \

CXX=gcc \

CXXFLAGS="-O3 -fno-onit-franme-pointer -felide-constructors \
-fno-exceptions -fno-rtti" \
./configure --prefix=/usr/local/nysqgl \
"--with-comrent=Cfficial MySQ. binary" \
--W t h-extra-charset s=conpl ex

On |A-64, the MySQL client binaries use shared libraries. This means that if you install our binary
distribution at a location other than / usr /1 ocal / mysql , you need to add the path of the direct-
ory whereyou havel i brrysql cl i ent . so installed either tothe/ et ¢/ | d. so. conf fileor to
the value of your LD _LI BRARY_PATH environment variable.

See Section A.3.1, “Problems Linking to the MySQL Client Library”.

2.12.2. Mac OS X Notes

On Mac OS X, tar cannot handle long filenames. If you need to unpack a. t ar. gz distribution,
use gnutar instead.
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2.12.2.1. Mac OS X 10.x (Darwin)

MySQL should work without any problems on Mac OS X 10.x (Darwin).
Our binary for Mac OS X is compiled on Darwin 6.3 with the following configure line:
CC=gcc CFLAGS="-O38 -fno-onit-frame-pointer" CXX=gcc \
CXXFLAGS="-O3 -fno-onit-frame-pointer -felide-constructors \
-fno-exceptions -fno-rtti" \
./configure --prefix=/usr/local/nysqgl \

--W t h-extra-charset s=conpl ex --enabl e-thread-safe-client \
--enabl e-local -infile --disabl e-shared

See Section 2.5, “Installing MySQL on Mac OS X”.

2.12.2.2. Mac OS X Server 1.2 (Rhapsody)

For current versions of Mac OS X Server, no operating system changes are necessary before compil-
ing MySQL. Compiling for the Server platform is the same as for the client version of Mac OS X.
(However, note that MySQL comes preinstalled on Mac OS X Server, so you need not build it your-
self.)

For older versions (Mac OS X Server 1.2, ak.a. Rhapsody), you must first install a pthread package
before trying to configure MySQL .

See Section 2.5, “Installing MySQL on Mac OS X”.

2.12.3. Solaris Notes

On Solaris, you may run into trouble even before you get the MySQL distribution unpacked! Solaris
tar can't handle long filenames, so you may see an error like this when you unpack MySQL.:

x mysql - 3. 22. 12- bet a/ bench/ Resul t s/ ATI S- nysql _odbc- NT_4. 0- cnp- db2,

i nform x, ms-sql, mysql, oracl e, solid, sybase, 0 bytes, 0 tape bl ocks
tar: directory checksum error

In this case, you must use GNU tar (gtar) to unpack the distribution. You can find a precompiled
copy for Solaris at http://dev.mysgl.com/downl oads/os-solaris.html.

Sun native threads work only on Solaris 2.5 and higher. For Version 2.4 and earlier, MySQL auto-
matically uses MIT-pthreads. See Section 2.8.5, “MIT-pthreads Notes”.

If you get the following error from configure, it means that you have something wrong with your
compiler installation:

checking for restartable systemcalls... configure: error can not

run test prograns while cross conpiling

In this case, you should upgrade your compiler to a newer version. You may aso be able to solve
this problem by inserting the following row into the conf i g. cache file:
ac_cv_sys_restartabl e_syscal | s=${ac_cv_sys restartabl e _syscall s='no'}
If you are using Solaris on a SPARC, the recommended compiler is gcc 2.95.2 or 3.2. You can find
this at http://gcc.gnu.org/. Note that eges 1.1.1 and gec 2.8.1 don't work reliably on SPARC!

The recommended configur e line when using gcc 2.95.2is:

CC=gcc CFLAGS="-" \
CXX=gcc CXXFLAGS="-(O3 -felide-constructors -fno-exceptions -fno-rtti" \
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./configure --prefix=/usr/local/nysqgl --with-Iow nmenory \
- -enabl e- assenbl er

If you have an UltraSPARC system, you can get 4% better performance by adding - ncpu=v8 -
W4, - xar ch=v8pl usa to the CFLAGS and CXXFLAGS environment variables.

If you have Sun's Forte 5.0 (or newer) compiler, you can run configurelike this:

CC=cc CFLAGS="-Xa -fast -native -xstrconst -nt" \

CXX=CC CXXFLAGS="-noex -nt" \

./configure --prefix=/usr/local/nysqgl --enable-assenbler

To create a 64-bit binary with Sun's Forte compiler, use the following configuration options:
CC=cc CFLAGS="-Xa -fast -native -xstrconst -nt -xarch=v9" \

CXX=CC CXXFLAGS="-noex -nt -xarch=v9" ASFLAGS="-xarch=v9" \
./configure --prefix=/usr/local/nysqgl --enable-assenbler

To create a 64-hit Solaris binary using gcc, add - n64 to CFLAGS and CXXFLAGS and remove -
- enabl e- assenbl er from the configure line. This works only with MySQL 4.0 and up;
MySQL 3.23 does not include the required modifications to support this.

In the MySQL benchmarks, we got a 4% speedup on an UltraSPARC when using Forte 5.0 in 32-bit
mode compared to using gcc 3.2 with the - ntpu flag.

If you create a 64-bit mysgld binary, it is 4% slower than the 32-bit binary, but can handle more
threads and memory.

If you get a problem with fdatasync or sched_yiel d, you can fix this by adding
LI BS=-1rt totheconfigureline

For compilers older than WorkShop 5.3, you might have to edit the configure script. Change this
line:

#if tdefined(_STDC_ ) || _STDC_ '=1

Torthis:

#if ldefined(__STDC )

If you turn on __ STDC _ with the - Xc option, the Sun compiler can't compile with the Solaris
pt hr ead. h header file. Thisisa Sun bug (broken compiler or broken include file).

If mysqld issues the following error message when you run it, you have tried to compile MySQL
with the Sun compiler without enabling the - it multi-thread option:

libc internal error: _rmutex_unlock: rnutex not held

Add - nt to CFLAGS and CXXFLAGS and recompile.

If you are using the SFW version of gcc (which comes with Solaris 8), you must add /
opt/ sfw/ | i b tothe environment variable LD_LI BRARY_PATH before running configure.

If you are using the gcc available from sunf r eewar e. com you may have many problems. To
avoid this, you should recompile gcc and GNU bi nut i | s on the machine where you are running
them.

If you get the following error when compiling MySQL with gcc, it means that your gcc is not con-
figured for your version of Solaris:
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shell > gcc -8 -g -2 -DDBUG OFF -0 thr_alarm...
./thr_alarmc: In function “signal _hand':
./thr_alarmc:556: too many argunents to function “sigwait'

The proper thing to do in this case is to get the newest version of gcc and compile it with your cur-
rent gcc compiler. At least for Solaris 2.5, amost all binary versions of gcc have old, unusable in-
clude filesthat break all programs that use threads, and possibly other programs!

Solaris doesn't provide static versions of al system libraries (I i bpt hr eads and | i bdl ), so you
can't compile MySQL with - - st ati c. If you try to do so, you get one of the following errors:

Id: fatal: library -1dl: not found
undefined reference to "dl open'
cannot find -lrt

If you link your own MySQL client programs, you may see the following error at runtime:

ld.so.1: fatal: |ibnmysqglclient.so.#:
open failed: No such file or directory

This problem can be avoided by one of the following methods:

e Link clientswiththe-W , r/ful |l /path/to/libnysqgl client. so flag rather than with
- Lpat h).

e Copylibmysgclient.soto/usr/lib.

 Add the pathname of the directory where |ibnysqlclient.so is located to the

LD _RUN_PATH environment variable before running your client.

If you have problems with configure trying to link with - | z when you don't have zI i b installed,
you have two options:

» If you want to be able to use the compressed communication protocol, you need to get and in-
stall zI i b fromft p. gnu. org.

* Runconfigurewiththe- - wi t h- named- z- | i bs=no option when building MySQL.

If you are using gcc and have problems with loading user-defined functions (UDFs) into MySQL,

try adding - | gcc to the link line for the UDF.

If you would like MySQL to sart automatically, you can copy support -

files/nysql.server to /etc/init.d and create a symbolic link to it named /

etc/rc3.d/ S99mysql . server.

If too many processes try to connect very rapidly to mysgld, you should see this error in the
MySQL log:

Error in accept: Protocol error

Y ou might try starting the server with the - - back_| 0g=50 option as a workaround for this. (Use
- O back_| 0g=50 before MySQL 4.)

Solaris doesn't support core files for set ui d() applications, so you can't get a core file from
mysgld if you are using the - - user option.

2.12.3.1. Solaris 2.7/2.8 Notes
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Normally, you can use a Solaris 2.6 binary on Solaris 2.7 and 2.8. Most of the Solaris 2.6 issues also
apply for Solaris 2.7 and 2.8.

MySQL 3.23.4 and above should be able to detect new versions of Solaris automatically and enable
workarounds for the following problems.

Solaris 2.7 / 2.8 has some bugs in the include files. You may see the following error when you use
gcc:

/fusr/include/w dec. h: 42: warning: “getwc' redefined
/usr/include/wchar. h:326: warning: this is the |ocation of the previous
definition

If this occurs, you can fix the problem by copying /usr/include/w dec.h to
...1llibl/gcc-1ib/os/gce-version/include andchanging line 41 from this:

#if Idefined(lint) & !defined(__lint)
Tothis:
#if Idefined(lint) & !defined(__lint) &% !defined(getwc)

Alternatively, you can edit / usr /i ncl ude/ wi dec. h directly. Either way, after you make the
fix, you should remove conf i g. cache and run configure again.

If you get the following errors when you run make, it's because configure didn't detect the
cur ses. h file (probably because of the error in/ usr /i ncl ude/ wi dec. h):

In file included from mysqgl.cc: 50:
/fusr/include/termh:1060: syntax error before °,'
/fusr/include/termh:1081: syntax error before *;'

The solution to this problem isto do one of the following:
« Configure with CFLAGS=- DHAVE CURSES H  CXXFLAGS=- DHAVE_CURSES H
./l configure.

e Edit /usr/include/wi dec.h as indicated in the preceding discussion and re-run
configure.

* Removethe#defi ne HAVE_TERMIinefromtheconfi g. h fileand run make again.

If your linker can't find -1 z when linking client programs, the problem is probably that your
i bz.sofileisinstalledin/ usr/ | ocal /i b.You can fix this problem by one of the following
methods:

e Add/usr/local/libtoLD LI BRARY_ PATH.

* Addalinktol i bz.sofrom/1ib.

» If you are using Solaris 8, you can install the optional zI i b from your Solaris 8 CD distribu-
tion.

* Runconfigurewiththe- - wi t h- nanmed- z- | i bs=no option when building MySQL.

2.12.3.2. Solaris x86 Notes
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On Solaris 8 on x86, mysgld dumps core if you remove the debug symbolsusing st ri p.

If you are using gcc or eges on Solaris x86 and you experience problems with core dumps under
load, you should use the following configur e command:

CC=gcc CFLAGS="-O3 -fomt-frame-pointer -DHAVE CURSES H' \

CXX=gcc \

CXXFLAGS="-O3 -fom t-frame-pointer -felide-constructors \
-fno-exceptions -fno-rtti -DHAVE CURSES H' \

./configure --prefix=/usr/local/nysql

This avoids problemswith thel i bst dc++ library and with C++ exceptions.

If this doesn't help, you should compile a debug version and run it with a trace file or under gdb.
See Section E.1.3, “Debugging mysqld under gdb”.

2.12.4. BSD Notes

This section provides information about using MySQL on variants of BSD Unix.

2.12.4.1. FreeBSD Notes

FreeBSD 4.x or newer is recommended for running MySQL, because the thread package is much
more integrated. To get a secure and stable system, you should use only FreeBSD kernels that are
marked - RELEASE.

The easiest (and preferred) way to install MySQL is to use the mysqgl-server and nysql - cl i ent
ports available at http://www.freebsd.org/. Using these ports gives you the following benefits:

e A working MySQL with all optimizations enabled that are known to work on your version of
FreeBSD.

» Automatic configuration and build.
e Startup scriptsinstalledin/ usr/ | ocal /etc/rc. d.
» Theability tousepkg_i nfo - L toseewhichfilesareinstalled.

» Theability tousepkg_del et e to remove MySQL if you no longer want it on your machine.

It is recommended you use MIT-pthreads on FreeBSD 2.x, and native threads on Versions 3 and up.
It is possible to run with native threads on some late 2.2.x versions, but you may encounter prob-
lems shutting down mysgld.

Unfortunately, certain function calls on FreeBSD are not yet fully thread-safe. Most notably, thisin-
cludes the get host bynane() function, which is used by MySQL to convert hostnames into IP
addresses. Under certain circumstances, the mysqgld process suddenly causes 100% CPU load and is
unresponsive. If you encounter this problem, try to stat MySQL using the -
- ski p- name-r esol ve option.

Alternatively, you can link MySQL on FreeBSD 4.x against the LinuxThreads library, which avoids
afew of the problems that the native FreeBSD thread implementation has. For a very good compar-
ison of LinuxThreads versus native threads, see Jeremy Zawodny's article FreeBSD or Linux for
your MySQL Server? at http://jeremy.zawodny.com/bl og/archives/000697.html.

A known problem when using LinuxThreads on FreeBSD isthat thewai t _ti nmeout valueis not
honored (probably a signal handling problem in FreeBSD/LinuxThreads). This is supposed to be
fixed in FreeBSD 5.0. The symptom is that persistent connections can hang for a very long time
without getting closed down.
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The MySQL build process requires GNU make (gmake) to work. If GNU make is not available,
you must install it first before compiling MySQL.

The recommended way to compile and install MySQL on FreeBSD with gcc (2.95.2 and up) is:

CC=gcc CFLAGS="-2 -fno-strength-reduce" \
CxXX=gcc CXXFLAGS="-2 -fno-rtti -fno-exceptions \
-felide-constructors -fno-strength-reduce" \
./configure --prefix=/usr/local/nysql --enable-assenbler
gmake
gmake install
cd /usr/local / nysql
bi n/ mysql _install _db --user=nysql
bi n/ mysql d_safe &

If you notice that configur e uses MIT-pthreads, you should read the MIT-pthreads notes. See Sec-
tion 2.8.5, “MIT-pthreads Notes’.

If you get an error from make install that it can't find / usr /i ncl ude/ pt hr eads, configure
didn't detect that you need MIT-pthreads. To fix this problem, remove conf i g. cache, then re-
run configurewith the- -wi t h-m t - t hr eads option.

Be sure that your name resolver setup is correct. Otherwise, you may experience resolver delays or
failures when connecting to mysgld. Also make sure that the | ocal host entry in the /
et ¢/ host s fileiscorrect. The file should start with aline similar to this:

127.0.0.1 | ocal host | ocal host. your. donai n

FreeBSD is known to have a very low default file handle limit. See Section A.2.17, “File Not
Found”. Start the server by using the - - open-fil es-1imt option for mysgld safe, or raise
the limits for the mysgld user in /etc/1 ogin.conf and rebuild it with cap_nkdb /
et c/ | ogi n. conf. Also be sure that you set the appropriate class for this user in the password
fileif you are not using the default (use chpass nysql d- user - nane). See Section 5.1.3, “The
mysgld_safe Server Startup Script”.

If you have alot of memory, you should consider rebuilding the kernel to allow MySQL to use more
than 512MB of RAM. Take alook at opt i on MAXDSI Z in the LINT config file for more inform-
ation.

If you get problems with the current date in MySQL, setting the TZ variable should help. See Ap-
pendix F, Environment Variables.

2.12.4.2. NetBSD Notes

To compile on NetBSD, you need GNU make. Otherwise, the build process fails when make tries
torunl i nt on C++ files.

2.12.4.3. OpenBSD 2.5 Notes

On OpenBSD Version 2.5, you can compile MySQL with native threads with the following options:
CFLAGS=- pt hread CXXFLAGS=-pthread ./configure --with-mt-threads=no

2.12.4.4. OpenBSD 2.8 Notes

Our users have reported that OpenBSD 2.8 has a threading bug that causes problems with MySQL.
The OpenBSD Developers have fixed the problem, but as of January 25, 2001, it's only available in
the “"-current" branch. The symptoms of this threading bug are slow response, high load, high CPU
usage, and crashes.
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If you get an error likeError in accept:: Bad file descriptor oreror9when try-
ing to open tables or directories, the problem is probably that you have not allocated enough file
descriptors for MySQL.

In this case, try starting mysgld_safe asr oot with the following options:

nysql d_safe --user=nysql --open-files-linit=2048 &

2.12.4.5. BSD/OS Version 2.x Notes

If you get the following error when compiling MySQL, your ulimit value for virtual memory is too
low:

itemfunc.h: In nethod

“Itemfunc_ge::Item func_ge(const Itemfunc_ge &)"':
itemfunc.h:28: virtual nenory exhausted

make[2]: *** [itemfunc.o] Error 1

Try using ulimit -v 80000 and run make again. If this doesn't work and you are using bash, try
switching to csh or sh; some BSDI users have reported problems with bash and ulimit.

If you are using gcc, you may aso use have to use the - - wi t h- |1 ow- menory flag for configure
to be able to compilesql _yacc. cc.

If you get problems with the current date in MySQL, setting the TZ variable should help. See Ap-
pendix F, Environment Variables.

2.12.4.6. BSD/OS Version 3.x Notes
Upgrade to BSD/OS Version 3.1. If that is not possible, install BSDIpatch M300-038.

Use the following command when configuring MySQL :

env CXX=shlicc++ CC=shlicc2 \
./configure \
--prefix=/usr/local/nysqgl \
--local statedir=/var/mysqgl \
--w thout - perl \
--W t h-uni x- socket - pat h=/var/ mysql / nysql . sock

The following is aso known to work:

env CC=gcc CXX=gcc CXXFLAGS=-(3 \
./configure \
--prefix=/usr/local/nysqgl \
--W t h-uni x- socket - pat h=/var/ mysql / nysql . sock

You can change the directory locations if you wish, or just use the defaults by not specifying any
locations.

If you have problems with performance under heavy load, try using the -
-ski p-thread-priority optionto mysgld. This runs al threads with the same priority. On
BSDI Version 3.1, this gives better performance, at least until BSDI fixes its thread scheduler.

If you gettheerror vi rtual nenory exhaust ed while compiling, you should try using ulim-

it -v 80000 and running make again. If this doesn't work and you are using bash, try switching to
csh or sh; some BSDI users have reported problems with bash and ulimit.

2.12.4.7. BSD/OS Version 4.x Notes
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BSDI Version 4.x has some thread-related bugs. If you want to use MySQL on this, you should in-
stall al thread-related patches. At least M400-023 should be installed.

On some BSDI Version 4.x systems, you may get problems with shared libraries. The symptom is
that you can't execute any client programs, for example, mysgladmin. In this case, you need to re-
configure not to use shared libraries with the - - di sabl e- shar ed option to configure.

Some customers have had problems on BSDI 4.0.1 that the mysgld binary after a while can't open
tables. This is because some library/system-related bug causes mysqgld to change current directory
without having asked for that to happen.

The fix is to either upgrade MySQL to at least version 3.23.34 or, after running configure, remove
theline#def i ne HAVE_REALPATHfrom confi g. h before running make.

Note that this means that you can't symbolically link a database directories to another database dir-

ectory or symboalic link a table to another database on BSDI. (Making a symbolic link to another
disk is okay).

2.12.5. Other Unix Notes
2.12.5.1. HP-UX Version 10.20 Notes

There are a couple of small problems when compiling MySQL on HP-UX. We recommend that you
use gec instead of the HP-UX native compiler, because gcc produces better code.

We recommend using gcc 2.95 on HP-UX. Don't use high optimization flags (such as - 06) because
they may not be safe on HP-UX.

The following configur e line should work with gcc 2.95:

CFLAGS="-1/opt/dce/include -fpic" \
CXXFLAGS="-1/opt/dce/include -felide-constructors -fno-exceptions \

-fno-rtti™ \

CXX=gcc \

./configure --wth-pthread \
--wi th-nanmed-thread-1ibs="-1dce" \
--prefix=/usr/local/nysql --disable-shared

The following configur e line should work with gcc 3.1:

CFLAGS="-DHPUX -1/opt/dce/include -O3 -fPIC" CXX=gcc \
CXXFLAGS="-DHPUX -1/opt/dce/include -felide-constructors \
-fno-exceptions -fno-rtti -O3 -fPIC" \
./lconfigure --prefix=/usr/local/nysqgl \
--W t h-extra-charset s=conpl ex --enabl e-thread-safe-client \
--enable-local-infile --with-pthread \
--with-naned-thread-libs=-1dce --with-lib-ccflags=-fPIC
- -di sabl e-shared

2.12.5.2. HP-UX Version 11.x Notes

For HP-UX Version 11.x, we recommend MySQL 3.23.15 or later.

Because of some critical bugs in the standard HP-UX libraries, you should install the following
patches before trying to run MySQL on HP-UX 11.0:

PHKL 22840 Streamnms cunul ative
PHNE 22397 ARPA cunul ati ve

This solves the problem of getting EWDULDBLOCK from r ecv() and EBADF from accept () in
threaded applications.
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If you are using gcc 2.95.1 on an unpatched HP-UX 11.x system, you may get the following error:

In file included from/usr/include/unistd. h:11,
from../include/global.h: 125,
from nysqgl _priv. h: 15,
fromitemcc: 19:
/usr/include/sys/unistd. h: 184: declaration of C function ...
/usr/includel/sys/pthread. h: 440: previous declaration ...
In file included fromitem h: 306,
fromnmysql _priv.h: 158,
fromitemcc: 19:

The problem is that HP-UX doesn't define pt hr eads_at f or k() consistently. It has conflicting
prototypes in [usr/include/sys/unistd. h:184 and
/usr/include/ sys/ pthread. h:440.

One solution isto copy / usr /i ncl ude/ sys/ uni std. h intomysql /i ncl ude and edit un-
i st d. h and changeit to match the definitionin pt hr ead. h. Look for thisline:

extern int pthread atfork(void (*prepare)(), void (*p
void (*chil

Changeit to look like this:

extern int pthread atfork(void (*prepare)(void), void (*parent)(void),
void (*child)(void));

After making the change, the following configur e line should work:

CFLAGS="-fomt-frame-pointer -O3 -fpic" CXX=gcc \

CXXFLAGS="-felide-constructors -fno-exceptions -fno-rtti -Q3" \
./configure --prefix=/usr/local/nysqgl --disable-shared

If you are using MySQL 4.0.5 with the HP-UX compiler, you can use the following command
(which has been tested with cc B.11.11.04):
CC=cc CXX=aCC CFLAGS=+DD64 CXXFLAGS=+DD64 ./configure \

--W t h-extra-character-set =conpl ex
Y ou can ignore any errors of the following type:
aCC. warning 901: unknown option: "-3': use +help for online
document ati on
If you get the following error from configure, verify that you don't have the path to the K&R com-
piler before the path to the HP-UX C and C++ compiler:
checking for cc option to accept ANSI C... no

configure: error: MySQL requires an ANSI C conpiler (and a C++ conpiler).
Try gcc. See the Installation chapter in the Reference Mnual .

Another reason for not being able to compile is that you didn't define the +DD64 flags as just de-
scribed.
Another possibility for HP-UX 11 is to use MySQL binaries for HP-UX 10.20. We have received

reports from some users that these binaries work fine on HP-UX 11.00. If you encounter problems,
be sure to check your HP-UX patch level.

2.12.5.3. IBM-AIX notes
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Automatic detection of x| Cis missing from Autoconf, so a number of variables need to be set be-
fore running configur e. The following example uses the IBM compiler;

export CC="xlc_r -ma -O3 -gstrict -qoptim ze=3 -qmaxmem=8192 "

export CXX="xICr -ma -O3 -qstrict -qoptim ze=3 -qgmaxnenm=8192"

export CFLAGS="-1 /usr/local/include"

export LDFLAGS="-L /usr/local/lib"

export CPPFLAGS=$CFLAGS

export CXXFLAGS=$CFLAGS

./lconfigure --prefix=/usr/local \
--local statedir=/var/nmysql \
--sbindir="/usr/local/bin \
--libexecdir="/usr/local/bin" \
--enabl e-t hread-safe-client \
--enable-large-files

The preceding options are used to compile the MySQL distribution that can be found at ht-
tp://www-frec.bull.comy/.

If you change the - O3 to - @2 in the preceding configure line, you must also remove the -
gstri ct option. Thisisalimitationinthe IBM C compiler.

If you are using gcc or eges to compile MySQL, you must use the - f no- except i ons flag, be-
cause the exception handling in gec/eges is not thread-safel (This is tested with eges 1.1.) There are
also some known problems with IBM's assembler that may cause it to generate bad code when used
with gcc.

We recommend the following configur e line with egcs and gec 2.95 on AlX:

CC="gcc -pipe -ncpu=power -Wa,-many" \

CXX="gcc -plpe -ncpu=power -W4,-many" \
CXXFLAGS="-felide-constructors -fno-exceptions -fno-rtti" \
./configure --prefix=/usr/local/nysql --wth-Iow nenory

The- W4, - many option is necessary for the compile to be successful. IBM is aware of this problem
but is in no hurry to fix it because of the workaround that is available. We don't know if the -
f no- except i ons isrequired with gcc 2.95, but because MySQL doesn't use exceptions and the
option generates faster code, we recommend that you should always use it with eges/ gcc.

If you get a problem with assembler code, try changing the - ntpu=xxx option to match your CPU.
Typically power 2, power , or power pc may need to be used. Alternatively, you might need to
use 604 or 604e. We are not positive but suspect that power would likely be safe most of the
time, even on a power2 machine.

If you don't know what your CPU is, execute a unane - mcommand. It produces a string that
looks like 000514676700, with a format of xxyyyyyymss where xx and ss are always 00,
YYYVYYYy isaunique system ID and nmis the ID of the CPU Planar. A chart of these values can be
found at http://www16.boulder.ibm.com/pseries’en US/cmds/aixcmds5/uname.htm.

This gives you a machine type and a machine model you can use to determine what type of CPU
you have.

If you have problems with signals (MySQL dies unexpectedly under high load), you may have
found an OS bug with threads and signals. In this case, you can tell MySQL not to use signals by
configuring as follows:

CFLAGS=- DDONT_USE_THR_ALARM CXX=gcc \
CXXFLAGS="-felide-constructors -fno-exceptions -fno-rtti \
- DDONT_USE_THR_ALARM' \
./configure --prefix=/usr/local/nysgl --wth-debug \

--wW th-I ow nmenory

This doesn't affect the performance of MySQL, but has the side effect that you can't kill clients that
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are “deeping” on a connection with mysgladmin kill or mysgladmin shutdown. Instead, the client
dieswhen it issuesits next command.

On some versions of AlX, linking with | i bbi nd. a makes get ser vbyname() dump core. This
isan AlX bug and should be reported to IBM.

For AIX 4.2.1 and gcc, you have to make the following changes.

After configuring, edit confi g. h and i ncl ude/ ny_confi g. h and change the line that says
this:

#defi ne HAVE_SNPRI NTF 1

to this:

#undef HAVE_SNPRI NTF

Andfinaly, innysql d. cc, you need to add a prototype for i ni t gr oups() .
#i fdef _Al X41

extern "C' int initgroups(const char *,int);
#endi f

If you need to alocate a lot of memory to the mysgld process, it's not enough to just use ulimit -d
unlimited. Y ou may also have to modify mysgld_safe to add a line something like this:
export LDR_CNTRL='" MAXDATA=0x80000000'

You <can find more information about wusng a lot of memory a ht-
tp://publibl16.boul der.ibm.com/pseries’en_US/aixprggd/genprogc/lrg_prg_support.htm.

2.12.5.4. SunOS 4 Notes
On SunOS 4, MIT-pthreads is needed to compile MySQL. This in turn means you need GNU make.

Some SunOS 4 systems have problems with dynamic libraries and libtool. You can use the follow-
ing configurelineto avoid this problem:

./configure --disable-shared --with-nmysqld-I1dflags=-all-static

When compiling r eadl i ne, you may get warnings about duplicate defines. These can be ignored.

When compiling mysqld, thereare somei nplicit declaration of function warnings.
These can beignored.

2.12.5.5. Alpha-DEC-UNIX Notes (Tru64)

If you are using egcs 1.1.2 on Digital Unix, you should upgrade to gcc 2.95.2, because egcs on DEC
has some serious bugs!

When compiling threaded programs under Digital Unix, the documentation recommends using the -
pt hr ead option for cc and cxx and the - | mach -1 exc libraries (in addition to - | pt hr ead).
Y ou should run configur e something like this:

CC="cc -pthread" CXX="cxx -pthread -O' \
./configure --with-naned-thread-1ibs="-1pthread -1 nmach -lexc -lc"

When compiling mysgld, you may see a couple of warnings like this:
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nysqgl d.cc: In function void handl e_connections()':
nysql d. cc: 626: passing |long unsigned int *' as argunment 3 of
accept (i nt, sockadddr *, int *)'

You can safely ignore these warnings. They occur because configure can detect only errors, not
warnings.

If you start the server directly from the command line, you may have problems with it dying when
you log out. (When you log out, your outstanding processes receive a SI GHUP signal.) If so, try
starting the server like this:

nohup nysqld [options] &
nohup causes the command following it to ignore any SI GHUP signal sent from the terminal. Al-
ternatively, start the server by running mysgld_safe, which invokes mysqgld using nohup for you.

See Section 5.1.3, “The mysqgld_safe Server Startup Script”.

If you get a problem when compiling mysys/ get opt.c, just remove the #define
_NO_PROTOline from the start of that file.

If you are using Compag's CC compiler, the following configur e line should work:

CC="cc -pthread"

CFLAGS="-O4 -ansi _alias -ansi_args -fast -inline speed all -arch host"
CXX="cxx - pthread"
CXXFLAGS="-O4 -ansi_alias -ansi_args -fast -inline speed all \

-arch host -noexceptions -nortti"
export CC CFLAGS CXX CXXFLAGS
./configure \

--prefix=/usr/local/nysqgl \

--with-low nmenory \

--enable-large-files \

- -enabl e- shar ed=yes \

--wi th-naned-thread-1ibs="-1pthread -1 mch -lexc -1c"
gnumake

If you get a problem with libtool when compiling with shared libraries as just shown, when linking
mysqgl, you should be able to get around this by issuing these commands:

cd mysql

/bin/sh ../libtool --nbde=link cxx -pthread -C3 -DDBUG OFF \
-4 -ansi_alias -ansi_args -fast -inline speed \
-specul ate all \ -arch host -DUNDEF _HAVE GETHOSTBYNAME R \
-0 nmysql mysgl.o readline.o sql_string.o conpletion_hash.o \
../readline/libreadline.a -lcurses \

g ..Ilibmysqgl/.libs/libnysglclient.so -Im

cd ..

gnunake

gnurmeke i nstall

scripts/nysql _install _db

2.12.5.6. Alpha-DEC-OSF/1 Notes

If you have problems compiling and have DEC CC and gcc installed, try running configure like
this:

CC=cc CFLAGS=- O CXX=gcc CXXFLAGS=-(3 \
./configure --prefix=/usr/local/nysql

If you get problemswith thec_asm h file, you can create and use a'dummy' ¢_asm h file with:
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touch include/c_asmh

CC=gcc CFLAGS=-1./include \

CXX=gcc CXXFLAGS=-(3 \

./configure --prefix=/usr/local/nysql

Note that the following problems with the | d program can be fixed by downloading the latest DEC
(Compaq) patch kit from: http://ftp.support.compag.com/public/unix/.

On OSF/1 V4.0D and compiler "DEC C V5.6-071 on Digital Unix V4.0 (Rev. 878)," the compiler
had some strange behavior (undefined asm symbols). / bin/ | d aso appears to be broken
(problems with _exi t undef i ned errors occurring while linking mysgld). On this system, we
have managed to compile MySQL with the following configure line, after replacing / bi n/ | d with
the version from OSF 4.0C:

CC=gcc CXX=gcc CXXFLAGS=-3 ./configure --prefix=/usr/local/mnmysql

With the Digital compiler "C++ V6.1-029," the following should work:

CC=cc -pthread
CFLAGS=-O4 -ansi_alias -ansi _args -fast -inline speed \
-specul ate all -arch host
CXX=cxx -pthread
CXXFLAGS=-O4 -ansi _alias -ansi_args -fast -inline speed \
-specul ate all -arch host -noexceptions -nortt
export CC CFLAGS CXX CXXFLAGS
./lconfigure --prefix=/usr/nysql/nysqgl \
--with-nysqgl d-1dflags=-all-static --disable-shared \
--wi th-naned-thread-1ibs="-1nmach -lexc -1c"

In some versions of OSF/1, the al | oca() function is broken. Fix this by removing the line in
confi g. h that defines' HAVE_ALLCOCA' .

The al | oca() function also may have an incorrect prototype in / usr/ i ncl ude/ al | oca. h.
This warning resulting from this can be ignored.

configure uses the following thread libraries automatically: -

-wi t h-named-t hread-1i bs="-1pthread -l mach -lexc -lc".
When using gcc, you can also try running configure like this:

CFLAGS=- D_PTHREAD USE D4 CXX=gcc CXXFLAGS=-O3 ./configure ...

If you have problems with signals (MySQL dies unexpectedly under high load), you may have
found an OS bug with threads and signals. In this case, you can tell MySQL not to use signals by
configuring with:

CFLAGS=- DDONT_USE_THR_ALARM \
CXXFLAGS=- DDONT_USE_THR_ALARM \
./configure ...

This doesn't affect the performance of MySQL, but has the side effect that you can't kill clients that
are ““deeping” on a connection with mysgladmin kill or mysgladmin shutdown. Instead, the client
dieswhen it issues its next command.

With gcc 2.95.2, you may encounter the following compile error:
sqgl _acl.cc: 1456: Internal conpiler error in “~scan_region',

at except.c: 2566
Pl ease subnit a full bug report.
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To fix this, you should change to the sql directory and do a cut-and-paste of the last gcc line, but
change - O3 to - Q0 (or add - 0 immediately after gcc if you don't have any - O option on your
compile line). After thisis done, you can just change back to the top-level directory and run make
again.

2.12.5.7. SGI Irix Notes

If you are using Irix Version 6.5.3 or newer, mysgld is able to create threads only if you run it as a
user that has CAP_SCHED MGT privileges (such asr oot ) or give the mysgld server this privilege
with the following shell command:

chcap "CAP_SCHED MGT+epi" [/opt/nysqgl/libexec/ nmysqld

Y ou may have to undefine some symbolsin conf i g. h after running configur e and before compil-
ing.

In some Irix implementations, theal | oca() function isbroken. If the mysgld server dies on some
SELECT statements, remove the lines from config. h that define HAVE ALLOC and
HAVE ALLOCA H. If mysgladmin create doesn't work, remove the line from confi g. h that
definesHAVE_READDI R_R. You may have to remove the HAVE_TERM Hline aswell.

SGI recommends that you install all the patches on this page as a set: ht-
tp://support.sgi.com/surfzone/patches/patchset/6.2_indigo.rps.html

At the very minimum, you should install the latest kernel rollup, the latest r | d rollup, and the latest
['i bc rollup.

Y ou definitely need all the POSIX patches on this page, for pthreads support:
http://support.sgi.com/surfzone/patches/patchset/6.2_posix.rps.html
If you get the something like the following error when compiling nysql . cc:

“/usr/includel/curses.h", line 82: error(1084):
i nval id conbi nati on of type

Typethe following in the top-level directory of your MySQL source tree:

extral/repl ace bool curses_bool < /usr/include/curses.h > include/curses.h
make

There have aso been reports of scheduling problems. If only one thread is running, performance is
slow. Avoid this by starting another client. This may lead to a two-to-tenfold increase in execution
speed thereafter for the other thread. Thisisa poorly understood problem with Irix threads; you may
have to improvise to find solutions until this can be fixed.

If you are compiling with gcc, you can use the following configur e command:

CC=gcc CXX=gcc CXXFLAGS=-3 \
./configure --prefix=/usr/local/nysql --enable-thread-safe-client \
--wW t h-naned-thread-I|ibs=-1pthread

On Irix 6.5.11 with native Irix C and C++ compilersver. 7.3.1.2, the following is reported to work

CC=cc CXX=CC CFLAGS='-3 -n32 -TARG pl atfornel P22 -1/usr/|ocal/incl ude \
-L/usr/local/lib" CXXFLAGS='-(O3 -n32 -TARG pl atformel P22 \
-l/usr/local/include -L/usr/local/lib" \
./configure --prefix=/usr/local/nysql --with-innodb --wth-berkeley-db \
--with-Iibwap=/usr/local \
--Wwi t h-named- curses-1ibs=/usr/local/lib/libncurses.a
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2.12.5.8. SCO Notes

The current port is tested only on “sc03.2v5.0.5," “sc03.2v5.0.6," and “sc03.2v5.0.7" systems.
There has also been alot of progress on a port to “"sco 3.2v4.2." Open Server 5.0.8(Legend) has nat-
ive threads and allows files greater than 2GB. The current maximum file size is 2GB.

We have been able to compile MySQL with the following configur e command on OpenServer with
gcc 2.95.3.

CC=gcc CXX=gcc ./configure --prefix=/usr/local/mysql \
--enabl e-thread-safe-client --with-innodb \
--wWith-openssl --with-vio --wth-extra-charsets=conpl ex

gce isavailable at ftp://ftp.sco.com/pub/openserver5/opensrc/gnutool s-5.0.7Kj.

This development system requires the OpenServer Execution Environment Supplement 0ss646B on
OpenServer 5.0.6 and 0ss656B and The OpenSource libraries found in gwxlibs. All OpenSource
tools are in the opensrc directory. They are available a
ftp://ftp.sco.com/pub/openserver5/opensrc/.

We recommend using the latest production release of MySQL.

SCO provides operating system patches at ftp:/ftp.sco.com/pub/openserver5 for OpenServer
5.0.[0-6] and ftp://ftp.sco.com/pub/openservervs/507 for OpenServer 5.0.7.

SCO provides information about security fixes at ftp://ftp.sco.com/pub/security/OpenServer for
OpenServer 5.0.x.

The maximum file size on an OpenSever 5.0.x system is 2GB.

The total memory which could be allocated for streams buffers, clists and lock records cannot ex-
ceed 60MB on OpenServer 5.0.x.

Streams buffers are allocated in units of 4096 byte pages, clists are 70 bytes each, and lock records
are 64 bytes each, so:

(NSTRPAGES * 4096) + (NCLIST * 70) + (MAX FLCKREC * 64) <= 62914560
Follow this procedure to configure the Database Services option. If you are unsure whether an ap-
plication requires this, see the documentation provided with the application.

1. Loginasroot.

2. Enable the SUDS driver by editing the / et ¢/ conf / sdevi ce. d/ suds file. Change the N
inthe second fieldtoa.

3. Usenkdev aio or the Hardware/Kernel Manager to enable support for asynchronous 1/0
and relink the kernel. To allow usersto lock down memory for use with this type of 1/0, update
the ailomemlock(F) file. This file should be updated to include the names of users that can use
Al O and the maximum amounts of memory they can lock down.

4. Many applications use setuid binaries so that you need to specify only a single user. See the
documentation provided with the application to seeif thisisthe case for your application.

After you complete this process, reboot the system to creaste a new kernel incorporating these

changes.

By default, the entriesin/ et ¢/ conf / cf . d/ nt une are set asfollows:

Val ue Def aul t M n Max
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NBUF 0 24 450000
NHBUF 0 32 524288
NMPBUF 0 12 512
MAX_| NODE 0 100 64000
MAX_FI LE 0 100 64000
CTBUFSI ZE 128 0 256
MAX_PROC 0 50 16000
MAX_REG ON 0 500 160000
NCLI ST 170 120 16640
MAXUP 100 15 16000
NCOFI LES 110 60 11000
NHI NODE 128 64 8192
NAUTOUP 10 0 60
NGROUPS 8 0 128
BDFLUSHR 30 1 300
MAX_FLCKREC 0 50 16000
PUTBUFSZ 8000 2000 20000
MAXSLI CE 100 25 100
UIMT 4194303 2048 4194303
* Streans Paraneters

NSTREAM 64 1 32768
NSTRPUSH 9 9 9
NMUXLI NK 192 1 4096
STRVBGSZ 16384 4096 524288
STRCTLSZ 1024 1024 1024
STRVAXBLK 524288 4096 524288
NSTRPAGES 500 0 8000
STRSPLI TFRAC 80 50 100
NLOG 3 3 3
NUVSP 64 1 256
NUMTT M 16 1 8192
NUMTRW 16 1 8192

* Semaphore Paraneters

SEMVAP 10 10 8192
SEMWNI 10 10 8192
SEMWNS 60 60 8192
SEMWNU 30 10 8192
SEMVSL 25 25 150
SEMOPM 10 10 1024
SEMUME 10 10 25
SEMVMX 32767 32767 32767
SEMAEM 16384 16384 16384
* Shared Menory Paraneters

SHMVAX 524288 131072 2147483647
SHW N 1 1 1
SHVWNI 100 100 2000
FI LE 0 100 64000
NMOUNT 0 4 256
NPROC 0 50 16000
NREG ON 0 500 160000

We recommend setting these values as follows:
NOFI LES should be 4096 or 2048.
MAXUP should be 2048.

To make changes to the kernel, cd to / et ¢/ conf / bi n and use ./idtune nane par anet er to
make the changes. For example, to change SEMVE to 200, execute these commands asr 0ot :

# cd /etc/conf/bin
# ./idtune SEMVWNS 200

We recommend tuning the system, but the proper parameter values to use depend on the number of
users accessing the application or database and size the of the database (that is, the used buffer
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pool). The following affects the kernel parameters definedin/ et ¢/ conf/ cf . d/ st une:

SHMVAX (recommended setting: 128MB) and SHVSEG (recommended setting: 15). These paramet-
ers have influence on the MySQL database engine to create user buffer pools.

NOFI LES and MAXUP should be at to at least 2048.

MAXPRQOC should be set to at |east 3000/4000 (depends on number of users) or more.

Also is recommended to use following formulato count value for SEMVBL, SEMWNS and SEMVINU
SEMVBL = 13

The 13 iswhat has been found to be the best for both Progress and MySQL.
SEMWNS = SEMVSL * number of db serversto be run on the system.

Set SEMWNS to the value of SEMVBL multiplied by the number of db servers (maximum) that you
are running on the system at one time.

SEMWNU = SEMWNS

Set the value of SEMVNU to equal the value of SEMWNS. You could probably set this to 75% of
SEMWNS, but thisis a conservative estimate.

You need to at least install the "SCO OpenServer Linker and Application Development Libraries' or
the OpenServer Development System to use gec. You cannot just use the GCC Dev system without
installing one of these.

You should get the FSU Pthreads package and install it first. This can be found at ht-
tp://moss.csc.ncsu.edu/~muel ler/ftp/pub/PART/pthreads.tar.gz. You can aso get a precompiled
package from ftp://ftp.zenez.com/pub/zenez/prgms/FSU-threads-3.14.tar.gz.

FSU Pthreads can be compiled with SCO Unix 4.2 with tcpip, or using OpenServer 3.0 or Open
Desktop 3.0 (OS 3.0 ODT 3.0) with the SCO Development System installed using a good port of
GCC 2.5.x. For ODT or OS 3.0, you need a good port of GCC 2.5.x. There are a lot of problems
without a good port. The port for this product requires the SCO Unix Development system. Without
it, you are missing the libraries and the linker that is needed. You aso need SCO
3.2v4. 2-incl udes. t ar. gz. Thisfile contains the changes to the SCO Development include
files that are needed to get MySQL to build. You need to replace the existing system include files
with these modified header files. They can be obtained from
ftp://ftp.zenez.com/pub/zenez/prgms/SCO-3.2v4.2-includes.tar.gz.

To build FSU Pthreads on your system, all you should need to do is run GNU make. The Make-
fileinFSU-threads-3.14.tar.gz is set up to make FSU-threads.

You can run ./configure in the t hr eads/ sr ¢ directory and select the SCO OpenServer option.
This command copies Makef i | e. SCOb5 to Makef i | e. Then run make.

To ingtal in the default / usr /i ncl ude directory, log in asr oot , then cd to thet hread/ src
directory and run makeinstall.

Remember that you must use GNU make when making MySQL.

Note: If you don't start mysqld_safe asr oot , you should get only the default 110 open files per
process. mysqld writes a note about thisin the log file.

With SCO 3.2V4.2, you should use FSU Pthreads version 3.14 or newer. The following configure
command should work:

CFLAGS="- D _XOPEN XP&" CXX=gcc CXXFLAGS="-D XOPEN XP&" \
./configure \
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--prefix=/usr/local/nysqgl \
--wi th-naned-thread-11bs="-1gthreads -lsocket -1gen -Igthreads" \
--Wwi t h- named- curses-1ibs="-Icurses"

You may get some problems with some include files. In this case, you can find new SCO-specific
include files at ftp://ftp.zenez.com/pub/zenez/prgms/SCO-3.2v4.2-includes.tar.gz.

Y ou should unpack thisfileinthei ncl ude directory of your MySQL source tree.

SCO devel opment notes:

 MySQL should automatically detect FSU Pthreads and link mysgld with - | gt hr eads -
| socket -1 gthreads.

e The SCO development libraries are re-entrant in FSU Pthreads. SCO claimsthat its library func-
tions are re-entrant, so they must be re-entrant with FSU Pthreads. FSU Pthreads on OpenServer
tries to use the SCO scheme to make re-entrant libraries.

* FSU Pthreads (at least the version at ftp::/ftp.zenez.com) comes linked with GNU nmal | oc. If
you encounter problems with memory usage, make sure that gmal | oc. o isincludedin| i bg-
threads. aandl i bgt hr eads. so.

* In FSU Pthreads, the following system calls are pthreads-aware: read(), wite(),
getmsg(),connect (),accept(), select(),andwait().

» The CSSA-2001-SCO.35.2 (the patch is listed in custom as erg711905-dscr_remap security
patch (version 2.0.0)) breaks FSU threads and makes mysqgld unstable. Y ou have to remove this
one if you want to run mysgld on an OpenServer 5.0.6 machine.

» SCO provides operating system patches at ftp:/ftp.sco.com/pub/openserver5 for OpenServer

5.0.x.

« SCO provides security fixes and | i bsocket. so. 2 at
ftp://ftp.sco.com/pub/security/OpenServer and ftp://ftp.sco.com/pub/security/sse for OpenServer
5.0.x.

* Pre-OSR506 security fixes. Also, the tel netd fix at
ftp://stage.cal dera.com/pub/security/openserver/ or

ftp://stage.caldera.com/pub/security/openserver/CSSA-2001-SCO.10/  as both | i bsock-
et.so.2andli bresol v. so. 1 withinstructions for installing on pre-OSR506 systems.

It's probably a good ideato install these patches before trying to compile/luse MySQL .

Beginning with Legend, OpenServer has native threads and no 2GB file size limit.

2.12.5.9. SCO UnixWare Version 7.1.x Notes

We recommend using the latest production release of MySQL. Currently this is MySQL 4.0.x.
Should you choose to use an older release of MySQL on UnixWare 7.1.x, you must use a version of
MySQL at least as recent as 3.22.13 to get fixes for some portability and OS problems.

We have been able to compile MySQL with the following configure command on UnixWare Ver-
sion 7.1.x:

CC="cc" CFLAGS="-I1/usr/local/include" \

CXX="CC" CXXFLAGS="-1/usr/1ocal/include" \

./lconfigure --prefix=/usr/local/nysqgl \
--enabl e-thread-safe-client --wth-berkel ey-db=./bdb \
--wWith-innodb --wth-openssl --with-extra-charsets=conpl ex
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If you want to use gcc, you must use gec 2.95.3 or newer.

CC=gcc CXX=g++ ./configure --prefix=/usr/local/nysql

SCO provides operating system patches at ftp://ftp.sco.com/pub/unixware? for UnixWare 7.1.1,
ftp://ftp.sco.com/pub/unixware?/713/ for UnixWare 7.1.3, ftp://ftp.sco.com/pub/unixware?/714/ for
UnixWare 7.1.4, and ftp://ftp.sco.com/pub/openunix8 for OpenUNIX 8.0.0.

SCO provides information about security fixes at ftp://ftp.sco.com/pub/security/OpenUNIX for
OpenUNIX and ftp://ftp.sco.com/pub/security/UnixWare for UnixWare.

By default, the maximum file size on a UnixWare 7 system is 1GB. Many OS utilities have alimita-
tion of 2GB. The maximum possible file size on UnixWare 7 is 1TB with VXFS.

To enable large file support on UnixWare 7.1.x, runf sadm

# fsadm -Fvxfs -o largefiles /

# fsadm/ * Note
#ulimt unlimted

# cd /etc/conf/bin

# ./idtune SFSZLI M Ox7FFFFFFF ** Not e
# ./idtune HFSZLI M Ox7FFFFFFF ** Note
# ./idbuild -B

* This should report "largefiles".

** Ox7FFFFFFF represents infinity for these val ues.

Reboot the system using shut down.

By default, the entriesin/ et ¢/ conf / cf . d/ nt une are set to:

Val ue Def aul t Mn Max

SVMVLI M 0x9000000 0x1000000 Ox7FFFFFFF
HVMMLI M 0x9000000 0x1000000 Ox7FFFFFFF
SSTKLI M 0x1000000 0x2000 Ox7FFFFFFF
HSTKLI M 0x1000000 0x2000 Ox7FFFFFFF

We recommend setting these values as follows:

SDATLI M Ox7FFFFFFF
HDATLI M Ox7FFFFFFF
SSTKLI M Ox7FFFFFFF
HSTKLI M Ox7FFFFFFF
SVMMLI M Ox7FFFFFFF
HVMMLI M Ox7FFFFFFF
SENCLI M 2048

HFNOLI M 2048

We recommend tuning the system, but the proper parameter values to use depend on the number of
users accessing the application or database and size the of the database (that is, the used buffer
pool). The following affects the kernel parameters definedin/ et ¢/ conf / cf . d/ st une:

SHMVAX (recommended setting: 128MB) and SHVSEG (recommended setting: 15). These paramet-
ers have influence on the MySQL database engine to create user buffer pools.

SFNOLI Mand HFNOL I Mshould be at maximum 2048.

NPRQOC should be set to at least 3000/4000 (depends on humber of users).

Also is recommended to use following formulato count value for SEMVBL, SEMWNS, and SEMVNU:
SEMMVBL = 13
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13 iswhat has been found to be the best for both Progress and MySQL.
SEMWNS = SEMVSL * number of db serversto be run on the system.

Set SEMWNS to the value of SEMVBL multiplied by the number of db servers (maximum) that you
are running on the system at one time.

SEMVNU = SEMWNS

Set the value of SEMVNU to equal the value of SEMWNS. You could probably set this to 75% of
SEMWNS, but thisis a conservative estimate.

2.12.6. OS/2 Notes

MySQL uses quite afew open files. Because of this, you should add something like the following to
your CONFI G SYSfile:

SET EMXOPT=-c¢ -n -h1024

If you don't do this, you may encounter the following error:

File 'xxxx' not found (Errcode: 24)

When using MySQL with OS/2 Warp 3, FixPack 29 or above is required. With OS2 Warp 4, Fix-
Pack 4 or aboveisrequired. Thisis arequirement of the Pthreads library. MySQL must be installed
on a partition with atype that supports long filenames, such as HPFS, FAT32, and so on.

The | NSTALL. CVD script must be run from OS/2's own CVD. EXE and may not work with re-
placement shells such as40S2. EXE.

Thescri pts/ nysql -instal | -db script has been renamed. Itiscaledi nstal | . cnd andis
a REXX script, which sets up the default MySQL security settings and creates the WorkPlace Shell
iconsfor MySQL.

Dynamic module support is compiled in but not fully tested. Dynamic modules should be compiled
using the Pthreads runtime library.

gcc -Zdll -2zZnt -Zcrtdl |l =pthrdrtl ..linclude -1../regex -1.. \

-
-0 exanpl e udf_example.cc -L../lib -Inmysqglclient udf_exanple. def
nv exanpl e. dl | exanpl e. udf

Note: Due to limitations in OS/2, UDF module name stems must not exceed eight characters. Mod-
ules are stored in the / nysql 2/ udf directory; the saf e- mysql d. cnd script puts this directory
in the BEG NLI BPATH environment variable. When using UDF modules, specified extensions are
ignored---it is assumed to be . udf . For example, in Unix, the shared module might be named ex-

anpl e. so and you would load afunction fromit like this:

nysgl > CREATE FUNCTI ON net aphon RETURNS STRI NG SONAME ' exanpl e. so';
In OS/2, the module would be named exanpl e. udf , but you would not specify the module exten-
sion:

nysqgl > CREATE FUNCTI ON net aphon RETURNS STRI NG SONAME ' exanpl e';

2.12.7. BeOS Notes

We have in the past talked with some BeOS devel opers who have said that MySQL is 80% ported to
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BeOS, but we haven't heard from them in awhile.

2.13. Perl Installation Notes

Perl support for MySQL is provided by means of the DBI /DBD client interface. The interface re-
quires Perl Version 5.6.0 or later. It does not work if you have an older version of Perl.

If you want to use transactions with Perl DBI, you need to have DBD: : nysql version 1.2216 or
newer. Version 2.9003 or newer is recommended.

If you are using the MySQL 4.1 client library, you must use DBD: : nysql 2.9003 or newer.

Asof MySQL 3.22.8, Perl support is no longer included with MySQL distributions. Y ou can obtain
the necessary modules from http://search.cpan.org for Unix, or by using the ActiveState ppm pro-
gram on Windows. The following sections describe how to do this.

Perl support for MySQL must be installed if you want to run the MySQL benchmark scripts. See
Section 7.1.4, “The MySQL Benchmark Suite”.

2.13.1. Installing Perl on Unix

MySQL Perl support requires that you've installed MySQL client programming support (libraries
and header files). Most installation methods install the necessary files. However, if you installed
MySQL from RPM files on Linux, be sure that you've installed the developer RPM. The client pro-
grams arein the client RPM, but client programming support isin the developer RPM.

If you want to install Perl support, the files you need can be obtained from the CPAN
(Comprehensive Perl Archive Network) at http://search.cpan.org.

The easiest way to install Perl modules on Unix isto use the CPAN module. For example:
shel | > perl -MCPAN -e shell

cpan> install DBI
cpan> install DBD::nysql

The DBD: : mysql installation runs a number of tests. These tests require being able to connect to
the local MySQL server as the anonymous user with no password. If you have removed anonymous
accounts or assigned them passwords, the tests fail. You can use force install
DBD: : mysql toignore the failed tests.

DBI requires the Dat a: : Dunper module. It may be installed; if not, you should install it before
installing DBI .

It is also possible to download the module distributions in the form of compressed tar archives and
build the modules manually. For example, to unpack and build a DBI distribution, use a procedure
such asthis:;
1. Unpack the distribution into the current directory:

shel | > gunzip < DBI-VERSION.tar.gz | tar xvf -

This command creates a directory named DBI - VERSI ON.
2. Changelocation into the top-level directory of the unpacked distribution:

shel | > cd DBI - VERSI ON

3. Build the distribution and compile everything:

shel | > perl Makefile.PL
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shel | > make
shel | > make test
shel | > make install

The make test command isimportant because it verifies that the module is working. Note that when
you run that command during the DBD: : mysql installation to exercise the interface code, the
MySQL server must be running or the test fails.

It isagood idea to rebuild and reinstall the DBD: : mysql distribution whenever you install a new
release of MySQL, particularly if you notice symptoms such as that all your DBI scripts fail after
you upgrade MySQL .

If you don't have access rightsto install Perl modules in the system directory or if you want to install
local Perl modules, the following reference may be useful: ht-
tp://servers.digital daze.com/extensi ons/perl/modul es.html#modul es

Look under the heading "~ Installing New Modules that Require Locally Installed Modules.”

2.13.2. Installing ActiveState Perl on Windows

On Windows, you should do the following to install the MySQL DBD module with ActiveState Perl:

» Get ActiveState Perl from http://www.activestate.com/Products/ActivePerl/ and install it.
* Open aconsole window (a~"DOS window").
» If required, set the HTTP_pr oxy variable. For example, you might try:

set HTTP_proxy=ny. proxy.com 3128

o Start the PPM program:

C.\> C \perl\bin\ppm pl

» If you have not previously done so, install DBI :

ppn® install DBI

» If this succeeds, run the following command:
install \

ftp://ftp.de. uu. net/ pub/ CPAN aut hors/i d/ JW ED/ DBD- nysql - 1. 2212. x86. ppd
This procedure should work at least with ActiveState Perl Version 5.6.

If you can't get the procedure to work, you should instead install the MyODBC driver and connect
to the MySQL server through ODBC:

use DBI;

$dbh= DBl - >connect (" DBI : ODBC: $dsn", $user, $password) ||
die "Got error $DBI::errstr when connecting to $dsn\n";

2.13.3. Problems Using the Perl DBI /DBD Interface
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If Perl reports that it can't find the . . / mysql / mysql . so module, then the problem is probably
that Perl can't locate the shared library | | brysql ¢l i ent. so.

Y ou should be able to fix this by one of the following methods:

» Compile the DBD: : nysql distribution with per| Makefile.PL -static -config
rather than per | Makefil e. PL.

e Copy li bnysqgl client. so to the directory where your other shared libraries are located
(probably / usr/1libor/lib).

* Modify the - L options used to compile DBD: : nysql to reflect the actual location of
i bmysqgl client. so.

* On Linux, you can add the pathname of the directory wherel i brysqgl cl i ent . so islocated
tothe/ et c/ 1 d. so. conf file.

e Add the pathname of the directory where |ibnysqlclient.so is located to the
LD_RUN_PATH environment variable. Some systemsuse LD LI BRARY_PATH instead.

Note that you may also need to modify the - L optionsif there are other libraries that the linker fails
to find. For example, if the linker cannot find | i bc becauseitisin/ | i b and the link command
specifies - L/ usr/ | i b, change the - L optionto -L/1ib or add -L/1i b to the existing link
command.

If you get the following errors from DBD: : mysql , you are probably using gcc (or using an old bin-
ary compiled with gcc):

/usr/bin/perl: can't resolve synmbol '_ noddi 3
/usr/bin/perl: can't resolve synmbol ' _divdi 3
Add - L/usr/lib/gcec-lib/... -1gcc tothelink command when the mysql . so library

gets built (check the output from make for mysql . so when you compile the Perl client). The - L
option should specify the pathname of the directory wherel i bgcc. a islocated on your system.

Another cause of this problem may be that Perl and MySQL aren't both compiled with gcc. In this
case, you can solve the mismatch by compiling both with gec.

Y ou may see the following error from DBD: : mysql when you run the tests:
t/00base............ install_driver(nysqgl) failed:
Can't load '../Dblib/arch/auto/DBD nysqgl/mysqgl.so' for nodul e DBD::nysql:

../ blib/arch/auto/ DBD nmysql / mysql . so: undefined synbol :
unconpress at /usr/lib/perl5/5.00503/i586-1inux/DynaLoader.pm]line 169.

This means that you need to include the - | z compression library on the link line. That can be done
by changing the following linein thefilel i b/ DBDY nysql /I nstal | . pm
$sysliblist .=" -Int;

Change that line to:

$sysliblist .= " -Im-1z";

After this, you must run make realclean and then proceed with the installation from the beginning.

If you want to install DBI on SCO, you have to edit the Makefi | e in DBI-xxx and each subdir-
ectory. Note that the following assumes gcc 2.95.2 or newer:
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OLD: NEW

CC = cc CC = gcc

CCCDLFLAGS = -KPI C -W, - Bexport CCCDLFLAGS = -fpic

CCDLFLAGS = -w , - Bexport CCDLFLAGS =

LD = 1Id LD = gcc -G -fpic

LDDLFLAGS = -G -L/usr/local/lib LDDLFLAGS = -L/usr/local/lib
LDFLAGS = -belf -L/usr/local/lib LDFLAGS = -L/usr/local/lib
LD = 1d LD = gcc -G -fpic

OPTIMSE = -(d OPTIMSE = -0O1

CLD:

CCCFLAGS = -belf -dy -w0 -U M XEN X -DPERL_SCC6 -1/usr/local/include
NEW

CCFLAGS = -U M XENI X -DPERL_SCO5 -1/usr/local/include

These changes are necessary because the Perl dynaloader does not load the DBI modules if they
were compiled with icc or cc.

If you want to use the Perl module on a system that doesn't support dynamic linking (such as SCO),
you can generate a static version of Perl that includes DBl and DBD: : nmysql . The way this works
isthat you generate aversion of Perl with the DBI code linked in and install it on top of your current
Perl. Then you use that to build a version of Perl that additionally has the DBD code linked in, and
install that.

On SCO, you must have the following environment variables set:

LD LI BRARY_PATH=/lib:/usr/lib:/usr/local/lib:/usr/progressivel/lib

Or:

ib:/usr/local/lib:/usr/ccs/lib:\
sr/skunk/lib

LD LI BRARY_PATH=/ usr b: /1
b:/u
usr/local/lib:/usr/ccs/lib:\
b:/u
n:/u

/1ib:
/usr/ progressive/lib:
LI BPATH=/ usr/1ib:/lib:/
/usr/progressive/li
MANPATH=scohel p: / usr/ ma
[ usr/ skunk/ man:

sr/skunk/lib
sr/local 1/ man: /usr/ 1 ocal / man:\

First, create a Perl that includes a statically linked DBl module by running these commands in the
directory where your DBI distribution is located:

shel | > perl Makefile.PL -static -config
shel | > make

shel | > make i nstal

shel | > make perl

Then you must install the new Perl. The output of make perl indicates the exact make command
you need to execute to perform the installation. On SCO, this is make -f Makefile.aper! inst_per|
MAP_TARGET=perl.

Next, use the just-created Perl to create another Perl that also includes a statically linked
DBD: : nysql by running these commands in the directory where your DBD: : nysql distribution
islocated:

shel | > perl Makefile.PL -static -config
shel | > make

shel | > make i nstal

shel | > make perl

Finally, you should install this new Perl. Again, the output of make perl indicates the command to
use.
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Chapter 3. MySQL Tutorial

This chapter provides a tutorial introduction to MySQL by showing how to use the mysqgl client
program to create and use a simple database. mysgl (sometimes referred to as the ~“terminal monit-
or" or just ““monitor") is an interactive program that allows you to connect to a MySQL server, run
queries, and view the results. mysgl may also be used in batch mode: you place your queriesin a
file beforehand, then tell mysgl to execute the contents of the file. Both ways of using mysql are
covered here.

To see alist of options provided by mysqgl, invoke it with the - - hel p option:

shel I > mysqgl --help

This chapter assumes that mysq| isinstalled on your machine and that a MySQL server is available
to which you can connect. If thisis not true, contact your MySQL administrator. (If you are the ad-
ministrator, you need to consult other sections of this manual.)

This chapter describes the entire process of setting up and using a database. If you are interested
only in accessing an existing database, you may want to skip over the sections that describe how to
create the database and the tables it contains.

Because this chapter is tutorial in nature, many details are necessarily omitted. Consult the relevant
sections of the manual for more information on the topics covered here.

3.1. Connecting to and Disconnecting from
the Server

To connect to the server, you'll usually need to provide a MySQL username when you invoke mysq|
and, most likely, a password. If the server runs on a machine other than the one where you log in,
you'll also need to specify a hostname. Contact your administrator to find out what connection para-
meters you should use to connect (that is, what host, username, and password to use). Once you
know the proper parameters, you should be able to connect like this:

shel | > nysql -h host -u user -p
Ent er paSSV\Drd: kkkkk kKK

host and user represent the hostname where your MySQL server is running and the username of
your MySQL account. Substitute appropriate values for your setup. The * * * * * * ** represents your
password; enter it when mysgl displaysthe Ent er passwor d: prompt.

If that works, you should see some introductory information followed by anysql > prompt:

shel I > nmysql -h host -u user -p

Ent er password: ****x**xx

Wl cone to the MySQ nonitor. Conmands end with ; or \g.

Your MySQL connection id is 25338 to server version: 4.0.14-1o0g
Type '"help;' or '"\h' for help. Type '\c' to clear the buffer.

nysql >

The prompt tells you that mysql is ready for you to enter commands.

Some MySQL installations allow users to connect as the anonymous (unnamed) user to the server
running on the local host. If thisis the case on your machine, you should be able to connect to that

server by invoking mysgl without any options:

shel I > nmysql
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After you have connected successfully, you can disconnect any time by typing QUI T (or \ q) at the
nysql > prompt:

nysqgl> QU T
Bye

On Unix, you can also disconnect by pressing Control-D.

Most examples in the following sections assume that you are connected to the server. They indicate
thisby the mysql > prompt.

3.2. Entering Queries

Make sure that you are connected to the server, as discussed in the previous section. Doing so does
not in itself select any database to work with, but that's okay. At this point, it's more important to
find out a little about how to issue queries than to jump right in creating tables, loading data into
them, and retrieving data from them. This section describes the basic principles of entering com-
mands, using several queriesyou can try out to familiarize yourself with how mysqgl works.

Here's a simple command that asks the server to tell you its version number and the current date.
Typeit in as shown here following the mysql > prompt and press Enter:

o e o
| VERSI ON() | CURRENT_DATE |
ok o ek +
| 3.22.20a-1og | 1999-03-19 |
R R +
1 rowin set (0.01 sec)

mysql >

This query illustrates several things about mysqgl:

e A command normally consists of an SQL statement followed by a semicolon. (There are some
exceptions where a semicolon may be omitted. QUI T, mentioned earlier, is one of them. Well
get to others later.)

* When you issue a command, mysqgl sends it to the server for execution and displays the results,
then prints another mysql > prompt to indicate that it is ready for another command.

*  mysqgl displays query output in tabular form (rows and columns). The first row contains labels
for the columns. The rows following are the query results. Normally, column labels are the
names of the columns you fetch from database tables. If you're retrieving the value of an expres-
sion rather than a table column (as in the example just shown), mysql labels the column using
the expression itself.

* mysgl shows how many rows were returned and how long the query took to execute, which
givesyou arough idea of server performance. These values are imprecise because they represent
wall clock time (not CPU or machine time), and because they are affected by factors such as
server load and network latency. (For brevity, the ““rows in set" line is hot shown in the remain-
ing examplesin this chapter.)

Keywords may be entered in any lettercase. The following queries are equivalent:
nmysql > SELECT VERSI ON(), CURRENT_DATE;

mysql > sel ect version(), current_date;
nysqgl > SeLeCt vErSi On(), current_DATE;

Here's another query. It demonstrates that you can use mysgl as a simple calculator:
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The queries shown thus far have been relatively short, single-line statements. You can even enter
multiple statements on asingle line. Just end each one with a semicolon:

mysql > SELECT VERSI ON(); SELECT NOW);

TR +
| VERSI O\() |
| 3.22.20a-10g |
o e o +
T +
| NON() I
e +
| 1999-03-19 00: 15:33 |
S +

A command need not be given all on a single line, so lengthy commands that require severa lines
are not a problem. mysql determines where your statement ends by looking for the terminating
semicolon, not by looking for the end of the input line. (In other words, mysgl accepts free-format
input: it collects input lines but does not execute them until it sees the semicolon.)

Here's a simple multiple-line statement:

nysql > SELECT

- > USER()

-> ,

- > CURRENT_DATE;
o S +
| USER() | CURRENT_DATE |
Fom e e oo Fom e oo +
| joesmth@ocal host | 1999-03-18 |
o e e e o o e o +

In this example, notice how the prompt changes from nysql > to - > after you enter the first line of
a multiple-line query. This is how mysgl indicates that it hasn't seen a complete statement and is
waiting for the rest. The prompt is your friend, because it provides valuable feedback. If you use that
feedback, you can always be aware of what mysgl is waiting for.

If you decide you don't want to execute a command that you are in the process of entering, cancel it
by typing\ c:

nysqgl > SELECT
-> USER()
->\c

nysql >
Here, too, notice the prompt. It switches back to mysql > after you type\ ¢, providing feedback to
indicate that mysqgl is ready for a new command.

The following table shows each of the prompts you may see and summarizes what they mean about
the state that mysgl isin:

Prompt |Meaning
mysql > |Ready for new command.
- > |Waiting for next line of multiple-line command.
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' > |Waiting for next line, collecting a string that begins with asingle quote (" *).
Waiting for next line, collecting a string that begins with a double quote ("' ).
Waiting for next line, collecting an identifier that begins with a backtick (" ).

Multiple-line statements commonly occur by accident when you intend to issue a command on a
single line, but forget the terminating semicolon. In this case, mysgl waits for more input:

nysql > SELECT USER()
->

If this happens to you (you think you've entered a statement but the only response is a- > prompt),
most likely mysqgl is waiting for the semicolon. If you don't notice what the prompt is telling you,
you might sit there for a while before realizing what you need to do. Enter a semicolon to complete
the statement, and mysqgl executesit:

nysql > SELECT USER()
->

i +
| USER() |
oo - - +
| joesmth@ocal host |
L +

The' > and" > prompts occur during string collection. In MySQL, you can write strings surrounded
by either " ' or "' characters (for example, ' hel | o' or " goodbye"), and mysgl lets you enter
strings that span multiple lines. When you seea’' > or " > prompt, it means that you've entered aline
containing a string that beginswitha" ' or ™ ' quote character, but have not yet entered the matching
guote that terminates the string. That's fine if you really are entering a multiple-line string, but how
likely is that? Not very. More often, the ' > and " > prompts indicate that you've inadvertently left
out a quote character. For example:

nysqgl > SELECT * FROM ny_t abl e WHERE nanme = 'Smith AND age < 30;
>

If you enter this SELECT statement, then press Enter and wait for the result, nothing happens. In-
stead of wondering why this query takes so long, notice the clue provided by the' > prompt. It tells
you that mysql expects to see the rest of an unterminated string. (Do you see the error in the state-
ment? The string' Smi t h is missing the second quote.)

At this point, what do you do? The simplest thing is to cancel the command. However, you cannot
just type\ ¢ in this case, because mysgl interpretsit as part of the string that it is collecting! Instead,
enter the closing quote character (so mysgl knows you've finished the string), then type\ c:

nysql > SELECT * FROM ny_tabl e WHERE nanme = 'Snith AND age < 30;
"> '\¢
nysql >

The prompt changes back to nmysql >, indicating that mysgl isready for a new command.

The ™ > prompt issimilar to th' > and " > prompts, but indicates that you have begun but not com-
pleted a backtick-quoted identifier.

It's important to know what the' >, " >, and ~ > prompts signify, because if you mistakenly enter an
unterminated string, any further lines you type appear to be ignored by mysqgl---including aline con-
taining QUI T. This can be quite confusing, especially if you don't know that you need to supply the
terminating quote before you can cancel the current command.

3.3. Creating and Using a Database
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Once you know how to enter commands, it's time to access a database.

Suppose that you have severa pets in your home (your menagerie) and you'd like to keep track of
various types of information about them. You can do so by creating tables to hold your data and
loading them with the desired information. Then you can answer different sorts of questions about
your animals by retrieving data from the tables. This section shows you how to:

» Create adatabase

* Createatable

» Load datainto thetable

* Retrieve datafrom the tablein various ways

* Usemultiple tables

The menagerie database is ssimple (deliberately), but it is not difficult to think of real-world situ-
ations in which a similar type of database might be used. For example, a database like this could be
used by a farmer to keep track of livestock, or by a veterinarian to keep track of patient records. A
menagerie distribution containing some of the queries and sample data used in the following sec-
tions can be obtained from the MySQL Web site. It's available in either compressed tar format (ht-
tp://iwww.mysqgl.com/Downloads/Contrib/Examples/menagerietar.gz) or  Zip format  (ht-
tp://iwww.mysgl.com/Downl oads/Contrib/Examples/menagerie.zip).

Use the SHOWSstatement to find out what databases currently exist on the server:

nysql > SHOW DATABASES,;

Fomm e o - +
| Database |
Fomm e o - +
| nysql |
| test |
| tnp |
S +

The list of databasesis probably different on your machine, but the mysql andt est databases are
likely to be among them. The nysql database is required because it describes user access priv-
ileges. Thet est databaseis often provided as aworkspace for users to try things out.

Note that you may not see al databases if you don't have the SHOW DATABASES privilege. See
Section 13.5.1.3, “GRANT and REVOKE Syntax”.

If thet est database exists, try to accessit:

nysgl > USE t est
Dat abase changed

Note that USE, like QUI T, does not require a semicolon. (Y ou can terminate such statements with a
semicolon if you like; it does no harm.) The USE statement is special in another way, too: it must be
givenon asingleline.

You can usethet est database (if you have access to it) for the examples that follow, but anything
you create in that database can be removed by anyone else with access to it. For this reason, you
should probably ask your MySQL administrator for permission to use a database of your own. Sup-
pose that you want to call yours menager i e. The administrator needs to execute a command like
this:

nysqgl > GRANT ALL ON nenagerie.* TO 'your_nysql _nane' @your_client _host';

173


http://www.mysql.com/Downloads/Contrib/Examples/menagerie.tar.gz
http://www.mysql.com/Downloads/Contrib/Examples/menagerie.tar.gz
http://www.mysql.com/Downloads/Contrib/Examples/menagerie.zip
http://www.mysql.com/Downloads/Contrib/Examples/menagerie.zip

3.3.1.

3.3.2.

MySQL Tutorial

whereyour _nysgl _name isthe MySQL username assigned to you and your _cl i ent _host
is the host from which you connect to the server.

Creating and Selecting a Database

If the administrator creates your database for you when setting up your permissions, you can begin
using it. Otherwise, you need to create it yourself:

nysqgl > CREATE DATABASE nenageri e;

Under Unix, database names are case sensitive (unlike SQL keywords), so you must always refer to
your database as nenageri e, not as Menager i e, MENAGERI E, or some other variant. This is
also true for table names. (Under Windows, this restriction does not apply, athough you must refer
to databases and tables using the same lettercase throughout a given query.)

Creating a database does not select it for use; you must do that explicitly. To make menager i e the
current database, use this command:

nysqgl > USE nenageri e
Dat abase changed

Your database needs to be created only once, but you must select it for use each time you begin a
mysgl session. Y ou can do this by issuing a USE statement as shown in the example. Alternatively,
you can select the database on the command line when you invoke mysgl. Just specify its name after
any connection parameters that you might need to provide. For example:

shel I > mysgl -h host -u user -p nenagerie
Enter password: *****xxx

Note that menager i e is not your password on the command just shown. If you want to supply
your password on the command line after the - p option, you must do so with no intervening space
(for example, as- pmypasswor d, notas- p mypasswor d). However, putting your password on
the command line is not recommended, because doing so exposes it to snooping by other users
logged in on your machine.

Creating a Table

Creating the database is the easy part, but at this point it's empty, as SHOW TABLES tells you:

nysqgl > SHOW TABLES;
Enpty set (0.00 sec)

The harder part is deciding what the structure of your database should be: what tables you need and
what columns should be in each of them.

You'll want atable that contains a record for each of your pets. This can be called the pet table, and
it should contain, as a bare minimum, each animal's name. Because the name by itself is not very in-
teresting, the table should contain other information. For example, if more than one person in your
family keeps pets, you might want to list each animal's owner. Y ou might also want to record some
basi c descriptive information such as species and sex.

How about age? That might be of interest, but it's not a good thing to store in a database. Age
changes as time passes, which means you'd have to update your records often. Instead, it's better to
store a fixed value such as date of birth. Then, whenever you need age, you can calculate it as the
difference between the current date and the birth date. MySQL provides functions for doing date
arithmetic, so thisis not difficult. Storing birth date rather than age has other advantages, too:

* You can use the database for tasks such as generating reminders for upcoming pet birthdays. (If
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you think this type of query is somewhat silly, note that it is the same question you might ask in
the context of a business database to identify clients to whom you'll soon need to send out birth-
day greetings, for that computer-assisted personal touch.)

* You can calculate age in relation to dates other than the current date. For example, if you store
death date in the database, you can easily calculate how old a pet was when it died.

You can probably think of other types of information that would be useful in the pet table, but the
ones identified so far are sufficient: name, owner, species, sex, birth, and death.

Use a CREATE TABLE statement to specify the layout of your table:
nysql > CREATE TABLE pet (nane VARCHAR(20), owner VARCHAR(20),
-> speci es VARCHAR(20), sex CHAR(1), birth DATE, death DATE);

VARCHAR is a good choice for the nane, owner , and speci es columns because the column val-
ues vary in length. The lengths of those columns need not all be the same, and need not be 20. You
can pick any length from 1 to 255, whatever seems most reasonable to you. (If you make a poor
choice and it turns out later that you need alonger field, MySQL providesan ALTER TABLE state-
ment.)

Severa types of values can be chosen to represent sex in animal records, suchas' m and' f', or
perhaps' mal e' and' f enal e' . It'ssimplest to use the single characters' m and' f' .

The use of the DATE datatype for the bi r t h and deat h columnsisafairly obvious choice.
Once you have created a table, SHOW TABLES should produce some output:
nysql > SHOW TABLES;

Fom e e e e e e +
| Tables in nmenagerie |
Fom e e e e e ek +
| pet |
Fom e e eee s +

To verify that your table was created the way you expected, use a DESCRI BE statement:
nysql > DESCRI BE pet ;

S R oo oo S R S +
| Field | Type | Null | Key | Default | Extra |
B SR S tom e - - +-- - - - B SR Fomm - +
| name | varchar(20) | YES | | NULL | |
| owner | varchar(20) | YES | | NULL | |
| species | varchar(20) | YES | | NULL | |
| sex | char (1) | YES | | NULL | |
| birth | date | YES | | NULL | |
| death | date | YES | | NULL | |
Foemamaea . S : R Foemamaea R RS +

Y ou can use DESCRI BE any time, for example, if you forget the names of the columnsin your table
or what types they have.

Loading Data into a Table

After creating your table, you need to populate it. The LOAD DATA and | NSERT statements are
useful for this.

Suppose that your pet records can be described as shown here. (Observe that MySQL expects dates
in' YYYY- Mt DD format; this may be different from what you are used to.)

name owner species lsex |birth ldeath
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Fluffy Harold cat f 1993-02-04
Claws Gwen cat m 1994-03-17
Buffy Harold dog f 1989-05-13
Fang Benny dog m 1990-08-27
Bowser Diane dog m 1979-08-31 1995-07-29
Chirpy Gwen bird f 1998-09-11
Whistler Gwen bird 1997-12-09
Slim Benny snake m 1996-04-29

Because you are beginning with an empty table, an easy way to populate it is to create a text file
containing a row for each of your animals, then load the contents of the file into the table with a
single statement.

You could create atext file pet . t xt containing one record per line, with values separated by tabs,
and given in the order in which the columns were listed in the CREATE TABLE statement. For
missing values (such as unknown sexes or death dates for animals that are still living), you can use
NULL values. To represent these in your text file, use \ N (backslash, capital-N). For example, the
record for Whistler the bird would look like this (where the whitespace between values is a single
tab character):

birth death
1997-12-09 \'N

name owner
Whi st | er |Gaen

species sex
bird \'N

Toload thetext filepet . t xt intothe pet table, use this command:

nysqgl > LOAD DATA LOCAL I NFILE '/path/pet.txt' |NTO TABLE pet;

Note that if you created the file on Windows with an editor that uses\ r \ n as aline terminator, you
should use:

nysql > LOAD DATA LOCAL | NFILE '/ path/pet.txt' |NTO TABLE pet

-> LI NES TERM NATED BY '\r\n';

You can specify the column value separator and end of line marker explicitly in the LOAD DATA
statement if you wish, but the defaults are tab and linefeed. These are sufficient for the statement to
read thefile pet . t xt properly.

If the statement fails, it is likely that your MySQL installation does not have local file capability en-
abled by default. See Section 5.4.4, “ Security Issueswith LOAD DATA LOCAL” for information on
how to change this.

When you want to add new records one at a time, the | NSERT statement is useful. In its simplest
form, you supply values for each column, in the order in which the columns were listed in the CRE-
ATE TABLE statement. Suppose that Diane gets a new hamster named Puffball. You could add a
new record using an | NSERT statement like this:

nysgl > | NSERT | NTO pet

-> VALUES (' Puffball','Diane',"'hamster','f"','1999-03-30"', NULL);
Note that string and date values are specified as quoted strings here. Also, with | NSERT, you can
insert NULL directly to represent amissing value. Y ou do not use\ N like you do with LOAD DATA.

From this example, you should be able to see that there would be a lot more typing involved to load
your recordsinitially using several | NSERT statements rather than asingle LOAD DATA statement.
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3.3.4. Retrieving Information from a Table

The SELECT statement is used to pull information from a table. The general form of the statement
is:

SELECT what to_sel ect
FROM whi ch_t abl e
WHERE conditions_to_satisfy;

what _to_sel ect indicates what you want to see. This can be alist of columns, or * to indicate
“al columns." whi ch_t abl e indicates the table from which you want to retrieve data. The
WHERE clause is optional. If it's present, condi ti ons_t o_sati sfy specifies conditions that
rows must satisfy to qualify for retrieval.

3.3.4.1. Selecting All Data

The simplest form of SELECT retrieves everything from atable:

nmysqgl > SELECT * FROM pet ;

ST E T T T L I e
| nane | owner | species | sex birth deat h
T Fom e - T I T L g

Fluffy Har ol d cat f 1993-02- 04 NULL

d aws Gnen cat m 1994-03- 17 NULL

Buf fy Harol d dog f 1989- 05- 13 NULL

Fang Benny dog m 1990- 08- 27 NUL L

Bowser D ane dog m 1979- 08- 31 1995-07- 29

Chi r py Gnen bi rd f 1998-09- 11 NULL

Whi st er Gnen bird NULL | 1997-12-09 NULL

Slim Benny shake m 1996- 04- 29 NULL

Puf f bal | Di ane hanst er f 1999- 03-30 | NULL
T S T R S R T T +

This form of SELECT is useful if you want to review your entire table, for example, after you've
just loaded it with your initial dataset. For example, you may happen to think that the birth date for
Bowser doesn't seem quite right. Consulting your original pedigree papers, you find that the correct
birth year should be 1989, not 1979.

There are least a couple of waysto fix this:
» Editthefilepet . t xt to correct the error, then empty the table and reload it using DELETE and
LOAD DATA:

nysql > DELETE FROM pet ;

nysqgl > LOAD DATA LOCAL I NFILE 'pet.txt' |INTO TABLE pet;

However, if you do this, you must also re-enter the record for Puffball.
» Fix only the erroneous record with an UPDATE statement:
mysql > UPDATE pet SET birth = '1989-08-31"

WHERE nane = ' Bowser';

The UPDATE changes only the record in question and does not require you to reload the table.

3.3.4.2. Selecting Particular Rows

As shown in the preceding section, it is easy to retrieve an entire table. Just omit the WHERE clause
from the SELECT statement. But typically you don't want to see the entire table, particularly when it
becomes large. Instead, you're usually more interested in answering a particular question, in which
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case you specify some constraints on the information you want. Let's look at some selection queries
in terms of questions about your pets that they answer.

You can select only particular rows from your table. For example, if you want to verify the change
that you made to Bowser's birth date, select Bowser's record like this:

rrysql > SELECT FRC]\/I pet V\HERE nane = ' Bowser'

------------------------------ T T &
| name | owner | speci es | sex | birth | death |
B S B S —— B S [ o m oo - - o m oo - - +
| Bowser | Diane | dog | m | 1989-08-31 | 1995-07- 29 |
B S o [ R B T TR

The output confirms that the year is correctly recorded as 1989, not 1979.

String comparisons normally are case-insensitive, so you can specify the name as ' bowser ',
' BOASER |, etc. The query result is the same.

Y ou can specify conditions on any column, not just nane. For example, if you want to know which
animals were born after 1998, test the bi r t h column:

rrysql > SELECT FRC]\/I pet V\HERE birth >= '1998-1-1';

-------------------------------- oo all4
| name | owner | speci es | sex | birth | death |
B SRR Fomm - B R tom e - - SR Fomm - +
| Chirpy | Gwen | bird | f | 1998-09-11 | NULL |
| Puffball | Diane | hamster | f | 1999-03-30 | NULL |
Fomm e o - S Fomm e e oo [ S Fomm e o S +

_________________________________________________ +
| nane | owner | speci es | sex | birth | deat h |
B R S T R S R T B R +
| Buffy | Har ol d | dog | f | 1989-05-13 | NULL |
e e S R Fom e Fom o +

The preceding query uses the AND logical operator. Thereis also an OR operator:
nysql > SELECT FRO\/I pet W-IERE speci es = ' snake' O? speci es = "'bird";

| nane | owner | speci es | sex | birth | deat h |
S Fomm s S Fommmm - Fom e ek Fomm s +
| Chirpy | Gaen | bird | f | 1998-09-11 | NULL |

Whistler | Gven | bird | NULL | 1997-12-09 | NULL |
| Slim | Benny | snake [ m | 1996-04-29 | NULL |
B SR Fom e - Fommmm e o tomm - - S Fom e - +

AND and OR may be intermixed, although AND has higher precedence than OR. If you use both oper-
ators, it'sagood idea to use parentheses to indicate explicitly how conditions should be grouped:

nysql > SELECT * FROM pet WHERE (speC| es = "cat' AND sex = 'ml)
-> (P (speci es = "dog’ AND sex = 'f');

T e L o m oo - - F +
| name | owner | speci es | sex | birth | death |
R S, B S B I B S R S, +

Caws | Gnen | cat | m | 1994-03-17 | NULL |
| Buffy | Harold | dog | f | 1989-05-13 | NULL |
B R S T T S R T B R +

3.3.4.3. Selecting Particular Columns
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If you don't want to see entire rows from your table, just name the columns in which you're inter-
ested, separated by commas. For example, if you want to know when your animals were born, select
thenane and bi r t h columns:

nysqgl > SELECT name, birth FROM pet;
+

- o m e oo -

| name | birth |

R B S +
Fluffy 1993-02-04
d aws 1994- 03-17
Buf fy 1989- 05-13
Fang 1990- 08- 27
Bowser 1989-08- 31
Chi r py 1998-09-11
Whi st | er 1997-12-09
Slim 1996- 04- 29
Puf f bal | 1999- 03- 30

e o m oo - - +

To find out who owns pets, use this query:

nysqgl > SELECT owner FROM pet;
Fomm e - +

However, notice that the query simply retrieves the owner field from each record, and some of
them appear more than once. To minimize the output, retrieve each unique output record just once
by adding the keyword DI STI NCT:

nysql > SELECT DI STI NCT owner FROM pet;
+

Fom e oo - -

| owner |
Fomm e e - +
| Benny |
| Diane |
| Gaen |
| Harold |
Fomm e o - +

You can use a WHERE clause to combine row selection with column selection. For example, to get
birth dates for dogs and cats only, use this query:

nysqgl > SELECT nane, species, birth FROM pet

-> WHERE species = 'dog’" OR species = 'cat';

S . Fomm e o - +
| name | species | birth |
Fomm e o - Fomm e e oo Fom o - +
| Fluffy | cat | 1993-02-04 |
| Aaws | cat | 1994-03-17 |
| Buffy | dog | 1989-05-13 |
| Fang | dog | 1990-08-27 |
| Bowser | dog | 1989-08-31 |
S - oo +
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3.3.4.4. Sorting Rows

You may have noticed in the preceding examples that the result rows are displayed in no particular
order. It's often easier to examine query output when the rows are sorted in some meaningful way.
To sort aresult, use an ORDER BY clause.

Here are animal birthdays, sorted by date:
nysql > SELECT name, birth FROM pet ORDER BY birth;
+

ST Fom ek
| nane | birth |
Fom e e Fom e e +
Buf fy 1989- 05- 13
Bowser 1989- 08- 31
Fang 1990- 08- 27
Fluffy 1993-02- 04
d aws 1994-03- 17
Slim 1996- 04- 29
Whi st er 1997-12-09
Chi r py 1998-09- 11
Puf f bal | 1999- 03- 30
e Fom ek +

On character type columns, sorting---like all other comparison operations---is normally performed
in a case-insensitive fashion. This means that the order is undefined for columns that are identical
except for their case. You can force a case-sensitive sort for a column by using the Bl NARY cast:
ORDER BY BI NARY col _nane.

The default sort order is ascending, with smallest values first. To sort in reverse (descending) order,
add the DESC keyword to the name of the column you are sorting by:

nysql > SELECT name, birth FROM pet ORDER BY birth DESC;
+

T R
| nane | birth |
e Fom ek +
Puf f bal | 1999-03- 30
Chi r py 1998- 09- 11
Whi st er 1997-12-09
Slim 1996- 04- 29
d aws 1994-03- 17
Fluffy 1993-02- 04
Fang 1990- 08- 27
Bowser 1989- 08- 31
Buf fy 1989- 05- 13
T Fom e e +

Y ou can sort on multiple columns, and you can sort columns in different directions. For example, to
sort by type of animal in ascending order, then by birth date within animal type in descending order
(youngest animalsfirst), use the following query:

nysqgl > SELECT name, species, birth FROM pet
-> ORDER BY species, birth DESC,

Fomm - o - B S Fomm e o - +
| name | species | birth |
T R T +
Chi r py bird 1998-09- 11
Wi st er bird 1997-12-09
d aws cat 1994- 03- 17
Fluffy cat 1993-02- 04
Fang dog 1990- 08- 27
Bowser dog 1989- 08- 31
Buf fy dog 1989- 05- 13
Puf f bal | hanst er 1999- 03- 30
Slim snake 1996- 04- 29
Fomm e o - Fomm e oo - Fomm e o - +
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Note that the DESC keyword applies only to the column name immediately preceding it (bi r t h); it
does not affect the speci es column sort order.

3.3.4.5. Date Calculations

MySQL provides several functions that you can use to perform calculations on dates, for example,
to calculate ages or extract parts of dates.

To determine how many years old each of your petsis, compute the difference in the year part of the
current date and the birth date, then subtract one if the current date occurs earlier in the calendar
year than the birth date. The following query shows, for each pet, the birth date, the current date,
and the age in years.

nysqgl > SELECT name, birth, CURDATE(),
-> ( YEAR( CURDATE()) - YEAR(bi rth))

-> - (RI GHT( CURDATE(), 5) <RI GHT( bi rth, 5))
-> AS age
-> FROM pet
Fomm e o - o m e a o - o m e a o - Fomm e o - +
| nane | birth | CURDATE() | age |
R LT e Foem - +
Fl uf fy 1993-02-04 | 2003-08-19 10
Cl aws 1994- 03- 17 2003- 08-19 9
Buf fy 1989-05- 13 2003-08-19 14
Fang 1990- 08- 27 2003-08-19 12
Bowser 1989-08- 31 2003-08-19 13
Chi r py 1998-09-11 2003-08-19 4
VWi st er 1997-12-09 2003-08-19 5
Slim 1996- 04- 29 2003-08-19 7
Puf f bal | 1999-03-30 | 2003-08-19 4
Fomm e o - Fom o - Fom o - S +

Here, YEAR() pulls out the year part of adate and RI GHT() pulls off the rightmost five characters
that represent the M\t DD (calendar year) part of the date. The part of the expression that compares
the MM DD values evaluates to 1 or O, which adjusts the year difference down ayear if CURDATE( )
occurs earlier in the year than bi r t h. The full expression is somewhat ungainly, so an dias (age)
is used to make the output column label more meaningful.

The query works, but the result could be scanned more easily if the rows were presented in some or-
der. This can be done by adding an ORDER BY nanme clause to sort the output by hame:

nysqgl > SELECT name, birth, CURDATE(),
-> ( YEAR( CURDATE()) - YEAR(bi rth))
-> -

-> AS age
-> FROM pet ORDER BY nane;

(Rl GHT( CURDATE() , 5) <RI GHT(bi rt h, 5))

Fomm e o - e +
| nane | birth CURDATE( ) age
Foemeeaea T T +
Bowser 1989-08-31 | 2003-08-19 13
Buf fy 1989- 05-13 | 2003-08-19 14
Chi r py 1998-09-11 | 2003-08-19 4
Cl aws 1994-03-17 | 2003-08-19 9
Fang 1990- 08-27 | 2003-08-19 12
Fluffy 1993-02-04 | 2003-08-19 10
Puf f bal | 1999-03-30 | 2003-08-19 4
Slim 1996- 04-29 | 2003-08-19 7
Whi st | er 1997-12-09 | 2003-08-19 5
Fomm e o - e +

To sort the output by age rather than nane, just use a different ORDER BY clause:
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nysql > SELECT name, birth, CURDATE(),
-> ( YEAR( CURDATE()) - YEAR(bi rt h))

> -

( Rl GHT( CURDATE() , 5) <RI GHT(bi rt h, 5))

-> AS age
-> FROM pet ORDER BY age
RSy [ g +
| name birth CURDATE() | age |
T T Jyypuypey U [ +
Chi r py 1998-09-11 2003-08-19 4
Puf f bal | 1999-03- 30 2003-08-19 4
Whi st | er 1997-12-09 2003-08-19 5
Slim 1996- 04- 29 2003-08-19 7
Cl aws 1994-03- 17 2003-08-19 9
Fl uffy 1993-02- 04 2003-08-19 10
Fang 1990- 08- 27 2003-08-19 12
Bowser 1989-08- 31 2003-08-19 13
Buf fy 1989- 05- 13 2003-08-19 14
RS B S B S [ R +

A similar query can be used to determine age at death for animals that have died. You determine
which animals these are by checking whether the deat h value is NULL. Then, for those with
non-NUL L values, compute the difference between the deat h and bi r t h values:

nysqgl > SELECT nanme, birth, death,
-> (YEAR(deat h) - YEAR(birth)) -
-> AS age
-> FR(]VI pet WHERE death 'S NOT NULL (RDER BY age;

(RI GHT(deat h, 5) <RI GHT(bi rth, 5))

The query usesdeath 1'S NOT NULL rather than deat h <> NULL because NULL is a special
value that cannot be compared using the usual comparison operators. This is discussed later. See
Section 3.3.4.6, “Working with NULL Values’.

What if you want to know which animals have birthdays next month? For this type of calculation,
year and day are irrelevant; you simply want to extract the month part of the bi rt h column.
MySQL provides several date-part extraction functions, such as YEAR( ) , MONTH( ) , and DAYOF-
MONTH() . MONTH() isthe appropriate function here. To see how it works, run a simple query that
displays the value of both bi r t h and MONTH( bi rt h) :

rrysql > SELECT nane, bi rth MONTH( bi rt h) FRC]\/I pet ;

| name | birth | MONTH( bi rt h) |

B SR S oo +
Fluffy 1993-02- 04 2
d aws 1994-03-17 3
Buf fy 1989- 05- 13 5
Fang 1990- 08- 27 8
Bowser 1989-08- 31 8
Chi r py 1998-09- 11 9
Whi st l er 1997-12-09 12
Slim 1996- 04- 29 4
Puf f bal | 1999- 03- 30 3

B SR S R +

Finding animals with birthdays in the upcoming month is easy, too. Suppose that the current month
is April. Then the month value is 4 and you look for animals born in May (month 5) like this:

rrysql > SELECT nane, b| rth FROM pet WHERE MONTH(birth) = 5;

|narre|

birth |
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Thereisasmall complication if the current month is December. Y ou don't just add one to the month
number (12) and look for animals born in month 13, because there is no such month. Instead, you
look for animals born in January (month 1).

You can even write the query so that it works no matter what the current month is. That way you
don't have to use a particular month number in the query. DATE_ADD( ) alows you to add atime
interval to a given date. If you add a month to the value of CURDATE( ) , then extract the month part
with MONTH( ) , the result produces the month in which to look for birthdays:

nysqgl > SELECT name, birth FROM pet
-> WHERE MONTH(bi rth) = MONTH( DATE_ADD( CURDATE(), | NTERVAL 1 MONTH));

A different way to accomplish the same task isto add 1 to get the next month after the current one
(after using the modulo function (MOD) to wrap around the month value to O if it is currently 12):

nysqgl > SELECT name, birth FROM pet
-> WHERE MONTH( birth) = MOD( MONTH( CURDATE()), 12) + 1;

Note that MONTH returns a number between 1 and 12. And MOD( sonet hi ng, 12) returnsanum-
ber between 0 and 11. So the addition has to be after the MOD( ) , otherwise we would go from
November (11) to January (1).

3.3.4.6. Working with NULL Values

The NULL value can be surprising until you get used to it. Conceptually, NULL means missing value
or unknown value and it is treated somewhat differently than other values. To test for NULL, you
cannot use the arithmetic comparison operators such as =, <, or <>. To demonstrate this for your-
self, try the following query:

nmysqgl > SELECT 1 = NULL, 1 <> NULL, 1 < NULL, 1 > NULL;

Femmmm———a- Femmmmma——a- Femmmm———a- Femmmm———a- +
| 1 = NULL | 1 <> NULL | 1 < NULL | 1 > NULL |
e . e e +
| NULL | NULL | NULL | NULL |
e e e e +

Clearly you get no meaningful results from these comparisons. Usethe | S NULL and | S NOT
NULL operators instead:

nysqgl > SELECT 1 IS NULL, 1 IS NOT NULL;

e oo +
| 1 1S NULL | 1 IS NOT NULL |
e oo +
I 0 | 1]
oo oo +

Note that in MySQL, 0 or NULL means false and anything else means true. The default truth value
from a boolean operation is 1.

This special treatment of NULL iswhy, in the previous section, it was necessary to determine which
animalsare no longer aliveusingdeat h 1S NOT NULL instead of deat h <> NULL.

Two NULL values are regarded as equal in a GROUP BY.

When doing an ORDER BY, NULL values are presented first if you do ORDER BY ... ASCand
last if you do ORDER BY ... DESC.

183



MySQL Tutorial

Note that MySQL 4.0.2 to 4.0.10 incorrectly always sorts NULL values first regardless of the sort
direction.

3.3.4.7. Pattern Matching

MySQL provides standard SQL pattern matching as well as aform of pattern matching based on ex-
tended regular expressions similar to those used by Unix utilitiessuch asvi , gr ep, and sed.

SQL pattern matching alows you to use' ' to match any single character and '% to match an arbit-
rary number of characters (including zero characters). In MySQL, SQL patterns are case-insensitive
by default. Some examples are shown here. Note that you do not use = or <> when you use SQL
patterns; usethe LI KE or NOT LI KE comparison operators instead.

To find names beginning with 'b":

rrysql > SELECT * FRO\/I pet V\HERE name LI KE ' b%;

------------------------------- +------------+------------+
| nane | owner | speci es | sex | birth | death |
Fomm e o - Fomm e o - Fomm e e oo S Fom o - Fom o - +
| Buffy | Harold | dog | f | 1989-05-13 | NULL

| Bowser | Diane | dog [ m | 1989-08-31 | 1995-07-29 |
S S Foemaaaea S . . +

To find names ending with 'f y":

nysql > SELECT FRO\/I pet W-IERE name LIKE "%y’ ;

------------------------------- e e
| nane | owner | speci es | sex | birth | death |
R R S - Fom ek B +
| Fluffy | Harold | cat | f | 1993-02-04 | NULL |
| Buffy | Harold | dog | f | 1989-05-13 | NULL |
Fomm e - Fomm e - B R tom e - - S Fomm - - +

To find names containing a'w':

rrysql > SELECT FRO\/I pet V\HERE name LI KE ' %% ;

-------------------------------- +------------+------------+
| nane | owner | speci es | sex | birth | death |
R R S, Fom e e e o - [ R B S B S +
| O aws | Gaen | cat | m | 1994-03-17 | NULL

| Bowser | Diane | dog | m | 1989-08-31 | 1995-07-29 |
| Whistler | Gven | bird | NULL | 1997-12-09 | NULL |
T Fom oo - R Fom e e Fom e e +

To find names containing exactly five characters, use five instances of the'_' pattern character:

nysql > SELECT * FROM pet WHERE name LIKE ° ¥

------------------------------ S L L EEE
| nane | owner | speci es | sex | birth | death |
Fom e Fomm e - e e Fom ek Fom e +
| Claws | Gaen | cat | m | 1994-03-17 | NULL |
| Buffy | Harold | dog | f | 1989-05-13 | NULL |
Fomm - - LI T Hom e - - B e e +

The other type of pattern matching provided by MySQL uses extended regular expressions. When
you test for a match for this type of pattern, use the REGEXP and NOT REGEXP operators (or
RLI KE and NOT RLI KE, which are synonyms).

Some characteristics of extended regular expressions are;

e ' "matches any single character.
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A character class [ ... ] "' matches any character within the brackets. For example, [ abc] '
matches 'a’, 'b’, or 'c'. To name a range of characters, use a dash. [ a- z] ' matches any letter,
whereas'[ 0- 9] ' matches any digit.

* "'matches zero or more instances of the thing preceding it. For example, 'x* ' matches any num-
ber of 'x' characters, '[ 0- 9] *' matches any number of digits, and . *' matches any number of
anything.

* A REGEXP pattern match succeed if the pattern matches anywhere in the value being tested.
(This differs from a LI KE pattern match, which succeeds only if the pattern matches the entire
value.)

» To anchor a pattern so that it must match the beginning or end of the value being tested, use "'
at the beginning or '$' at the end of the pattern.

To demonstrate how extended regular expressions work, the L1 KE queries shown previously are re-

written here to use REGEXP.

To find names beginning with 'b’, use "' to match the beginning of the name:

rrysql > SELECT * FR(]\/I pet V\HERE name REGEXP ' b’

------------------------------- +------------+------------+
| nane | owner | speci es | sex | birth | death |
Fomm e o - Fomm e o - Fomm e e oo S Fom o - Fom o - +
| Buffy | Harold | dog | f | 1989-05-13 | NULL

| Bowser | Diane | dog [ m | 1989-08-31 | 1995-07-29 |
S S Foemaaaea S . . +

Prior to MySQL Version 3.23.4, REGEXP is case sensitive, and the previous query will return no
rows. In this case, to match either lowercase or uppercase'b’, use this query instead:

nysql > SELECT * FROM pet WHERE nane REGEXP '~[bB]'

From MySQL 3.23.4 on, if you really want to force a REGEXP comparison to be case sensitive, use
the Bl NARY keyword to make one of the strings a binary string. This query matches only lowercase
'b' at the beginning of a name:

nysqgl > SELECT * FROM pet WHERE nane REGEXP Bl NARY ' “pb';

To find names ending with 'f y', use'$' to match the end of the name:

rrysql > SELECT FRC]\/I pet W-IERE name REGEXP 'fy$';

------------------------------- T e ey
| name | owner | speci es | sex | birth | death |
Fomm e - Fomm e - Fomm e e o tomm - - S Fom e - +
| Fluffy | Harold | cat | f | 1993-02-04 | NULL |
| Buffy | Harold | dog | f | 1989-05-13 | NULL |
Fomm e o - Fomm e o - Fomm e e oo S Fom o - S +

To find names containing a'w, use this query:

rrysql > SELECT * FRO\/I pet V\HERE name REGEXP 'W ;

-------------------------------- +------------+------------+
| nane | owner | speci es | sex | birth | death |
T Fomm o R R T T +
| Caws | Gaen | cat | m | 1994-03-17 | NULL |
| Bowser | Diane | dog | m | 1989-08-31 | 1995-07-29 |
| Whistler | Gven | bird [ NULL | 1997-12-09 | NULL |
Fom e e Fomm oo B Fommm o Fom e e Fom e e +
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Because aregular expression pattern matches if it occurs anywhere in the value, it is not necessary
in the previous query to put awildcard on either side of the pattern to get it to match the entire value
like it would be if you used an SQL pattern.

To find names containing exactly five characters, use *' and '$' to match the beginning and end of
the name, and five instances of ". ' in between:

rrysql > SELECT * FRO\/I pet V\HERE nane REGEXP '"..... $';
------------------------------ T
| nane | owner | speci es | sex | birth | death |
Fomm o B - R R T Fomm o +
Claws | Gnaen | cat | m | 1994-03-17 | NULL |
| Buffy | Harold | dog | f | 1989-05-13 | NULL |
Fomm e m s . S Fommmm - Fom e ek Fomm s +

Y ou could also write the previous query using the'{ n} ' ~“repeat-n-times" operator:

rrysql > SELECT FRC]\/I pet W-IERE narre REGEXP '~ {5}$

| nane | owner | speci es | sex | birth | death |
Fom e - Fomm e - B SR Hom e - - S Fom e - +

Claws | Gnen | cat | m | 1994-03-17 | NULL |
| Buffy | Harold | dog | f | 1989-05-13 | NULL |
Fom e m o - Fomm e m - o - Fomm e oo - [ S Fomm e o - S +

3.3.4.8. Counting Rows

Databases are often used to answer the question, “"How often does a certain type of data occur in a
table?' For example, you might want to know how many pets you have, or how many pets each
owner has, or you might want to perform various kinds of census operations on your animals.

Counting the total number of animals you have is the same question as “"How many rows are in the
pet table?' because there is one record per pet. COUNT(*) counts the number of rows, so the
guery to count your animals looks like this:

rrysq|> SELECT COUNT(*) FROM pet;

| COUNT( ™) |

Earlier, you retrieved the names of the people who owned pets. Y ou can use COUNT( ) if you want
to find out how many pets each owner has:

rrysql > SELECT owner, COUNT(*) FROM pet GROUP BY owner;

R Foemeeae +
| Benny | 2 |
| Diane | 2 |
| Gaen | 3|
| Harold | 2 |
Fomm e - B SR +

Note the use of GROUP BY to group together all records for each owner . Without it, all you get is
an error message:

nysql > SELECT owner, COUNT(*) FROM pet;
ERROR 1140: M xi ng of GROUP col ums (M N(), MAX(), COUNT()...)
with no GROUP colums is illegal if there is no GROUP BY cl ause
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COUNT() and GROUP BY are useful for characterizing your data in various ways. The following
exampl es show different ways to perform animal census operations.

Number of animals per species:

, COUNT(*) FROM pet GROUP BY speci es;
e T T gy +

| species | COUNT(*) |
R R +
| bird | 2 |
| cat | 2 |
| dog | 3 |
| hamster | 1|
| snake | 1 |
Fomm e e oo Fomm e o - +

| sex | COUNT(*) |
+ +

(In this output, NULL indicates that the sex is unknown.)
Number of animals per combination of species and sex:

nysqgl > SELECT species, sex, COUNT(*) FROM pet GROUP BY species, sex;
+ +

B S T S

| species | sex | COUNT(*) |

R R T +
bird NULL 1
bird f 1
cat f 1
cat m 1
dog f 1
dog m 2
hanst er f 1
snake m 1

B S [ S +

You need not retrieve an entire table when you use COUNT( ) . For example, the previous query,
when performed just on dogs and cats, looks like this:

nysqgl > SELECT species, sex, COUNT(*) FROM pet
-> WHERE species = 'dog" OR species = 'cat’
-> CGROUP BY species, sex;
+

Fomm e e o - Fom e e e e e o - +
| species | sex | COUNT(*) |
R S R T +
| cat | f | 1|
| cat | m | 1|
| dog | f | 1|
| dog | m | 2 |
Fomm e e Fommm o Fom e e +

Or, if you wanted the number of animals per sex only for known-sex animals:

nysql > SELECT species, sex, COUNT(*) FROM pet
-> WHERE sex |'S NOT NULL
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-> CGROUP BY species, sex;
+

R T +
| species | sex | COUNT(*) |
B R tom e - - B SR +
| bird | f | 1]
| cat | f | 1|
| cat | m | 1|
| dog | f | 1]
| dog | m | 2 |
| hanster | f | 1|
| snake [ m | 1|
S Fomm o e +

3.3.4.9. Using More Than one Table

The pet table keeps track of which pets you have. If you want to record other information about
them, such as eventsin their lives like visits to the vet or when litters are born, you need another ta-
ble. What should this table look like? It needs:

» To contain the pet name so you know which animal each event pertains to.

e A date so you know when the event occurred.

A field to describe the event.

* Anevent typefield, if you want to be able to categorize events.

Given these considerations, the CREATE TABLE statement for the event table might look like
this:

nysqgl > CREATE TABLE event (name VARCHAR(20), date DATE,
-> type VARCHAR(15), renmark VARCHAR(255));

Aswith the pet table, it's easiest to load the initial records by creating a tab-delimited text file con-
taining the information:

name date type remark

Fluffy 1995-05-15 litter 4 kittens, 3 female, 1 male
Buffy 1993-06-23 litter 5 puppies, 2 female, 3 male
Buffy 1994-06-19 litter 3 puppies, 3 female
Chirpy 1999-03-21 vet needed beak straightened
Slim 1997-08-03 vet broken rib

Bowser 1991-10-12 kennel

Fang 1991-10-12 kennel

Fang 1998-08-28 birthday Gave him a new chew toy
Claws 1998-03-17 birthday Gave him anew flea collar
Whistler 1998-12-09 birthday First birthday

Load the records like this:

nysqgl > LOAD DATA LOCAL I NFILE 'event.txt' |NTO TABLE event;

Based on what you've learned from the queries you've run on the pet table, you should be able to
perform retrievals on the records in the event table; the principles are the same. But when is the
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event table by itself insufficient to answer questions you might ask?

Suppose that you want to find out the ages at which each pet had its litters. We saw earlier how to
calculate ages from two dates. The litter date of the mother isin the event table, but to calculate
her age on that date you need her birth date, which is stored in the pet table. This means the query
requires both tables:

nysql > SELECT pet. nane,
-> (YEAR(date)- YEAR(birth)) - (RIGHT(date,5) <RI GHT(birth,5)) AS age,

-> renmark
-> FROM pet, event
-> WHERE pet.nane = event.nane AND type = "litter';
Fomm - S o e m e e e e e e e e e e +
| name | age | remark |
Fomm e m - o - [ S Fom e e e e e e e e e e - +
| Fluffy | 2] 4 kittens, 3 female, 1 male |
| Buffy | 4 | 5 puppies, 2 female, 3 male |
| Buffy | 5| 3 puppies, 3 female |
Fom e - R o +

There are several things to note about this query:

* The FROMclause lists two tables because the query needs to pull information from both of them.

*  When combining (joining) information from multiple tables, you need to specify how recordsin
one table can be matched to records in the other. This is easy because they both have a nane
column. The query uses WHERE clause to match up records in the two tables based on the nane
values.

e Because the nanme column occurs in both tables, you must be specific about which table you
mean when referring to the column. This is done by prepending the table name to the column
name.

Y ou need not have two different tables to perform ajoin. Sometimes it is useful to join atable to it-
self, if you want to compare records in a table to other records in that same table. For example, to
find breeding pairs among your pets, you can join the pet table with itself to produce candidate
pairs of males and females of like species:

nysql > SELECT pl.nane, pl.sex, p2.nane, p2.sex, pl.species
-> FROM pet AS pl, pet AS p2
-> WHERE pl.species = p2.species AND pl.sex = 'f' AND p2.sex = 'ni;
+

E Fommm o E R Fom o U

| nane | sex | nane | sex | species |
Fomm e e - Fommm o Fomm e e - Fommm o S +
| Fluffy | f | Adaws | m | cat |
| Buffy | f | Fang [ m | dog |
| Buffy | f | Bowser | m | dog |
Fomm e o - [ S Fomm e m - o - [ S Fomm e oo - +

In this query, we specify aliases for the table name in order to refer to the columns and keep straight
which instance of the table each column reference is associated with.

3.4. Getting Information About Databases and
Tables

What if you forget the name of a database or table, or what the structure of a given table is (for ex-
ample, what its columns are called)? MySQL addresses this problem through several statements that
provide information about the databases and tablesiit supports.

Y ou have previously seen SHOWN DATABASES, which lists the databases managed by the server. To

189



MySQL Tutorial

find out which database is currently selected, use the DATABASE( ) function:
nysql > SELECT DATABASE() ;

Fom e ek +
| DATABASE() |
Fom e e +
| menagerie |
S +

If you haven't selected any database yet, the result is NULL (or the empty string before MySQL
4.1.1).

To find out what tables the current database contains (for example, when you're not sure about the
name of atable), use this command:

nysql > SHOW TABLES;

o m e e e e e e e a - +
| Tables in nmenagerie |
Fom e e e e e e e - - +
| event |
| pet |
- +

If you want to find out about the structure of atable, the DESCRI BE command is useful; it displays
information about each of a table's columns:

nysql > DESCRI BE pet ;

T R S R +--m - - T R R +
| Field | Type | Null | Key | Default | Extra |
T S S R +-- o - - T Fom o +
| nane | varchar(20) | YES | | NULL | |
| owner | varchar(20) | YES | | NULL | |
| species | varchar(20) | YES | | NULL | |
| sex | char (1) | YES | | NULL | |
| birth | date | YES | | NULL | |
| death | date | YES | | NULL | |
Fomm e oo - Fom e e e e e o - [ S S — Fomm e oo - S +

Fi el d indicates the column name, Type is the data type for the column, NULL indicates whether
the column can contain NULL values, Key indicates whether the column is indexed, and Def aul t
specifies the column's default value.

If you have indexes on a table, SHOW | NDEX FROM t bl _nane produces information about
them.

3.5. Using mysql in Batch Mode

In the previous sections, you used mysql interactively to enter queries and view the results. Y ou can
aso run mysgl in batch mode. To do this, put the commands you want to run in a file, then tell
mysqgl to read its input from the file:

shel I > mysgl < batch-file

If you are running mysql under Windows and have some special characters in the file that cause
problems, you can do this:

C.\> nysgl -e "source batch-file"

If you need to specify connection parameters on the command line, the command might look like
this:
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shel | > nmysgl -h host -u user -p < batch-file
Enter password; ****x**xx
When you use mysq| this way, you are creating a script file, then executing the script.

If you want the script to continue even if some of the statements in it produce errors, you should use
the - - f or ce command-line option.

Why use ascript? Here are afew reasons:
» If you run a query repeatedly (say, every day or every week), making it a script allows you to
avoid retyping it each time you executeit.

* You can generate new queries from existing ones that are similar by copying and editing script
files.

» Batch mode can also be useful while you're developing a query, particularly for multiple-line
commands or multiple-statement sequences of commands. If you make a mistake, you don't
have to retype everything. Just edit your script to correct the error, then tell mysgl to execute it

again.

» If you have a query that produces a lot of output, you can run the output through a pager rather
than watching it scroll off the top of your screen:

shel | > nmysql < batch-file | nore

e You can catch the output in afile for further processing:

shel | > nmysql < batch-file > nysql. out

* You can distribute your script to other people so they can run the commands, too.

» Some situations do not alow for interactive use, for example, when you run a query from a.cron
jaob. In this case, you must use batch mode.

The default output format is different (more concise) when you run mysgl in batch mode than when
you use it interactively. For example, the output of SELECT DI STI NCT speci es FROM pet
looks like this when mysqgl isrun interactively:

o
o .
(o]
+———— +

In batch mode, the output looks like this instead:

speci es
bird
cat

dog
hamst er
snake

If you want to get the interactive output format in batch mode, use mysqgl -t . To echo to the out-
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put the commands that are executed, use mysql - vvv.
Y ou can also use scripts from the mysgl prompt by using the sour ce or\ . command:

nysgl > source fil enane;
nysqgl > \. filenane

3.6. Examples of Common Queries

Here are examples of how to solve some common problems with MySQL.

Some of the examples use the table shop to hold the price of each article (item number) for certain
traders (dealers). Supposing that each trader has a single fixed price per article, then (arti cl e,
deal er) isaprimary key for the records.

Start the command-line tool mysgl and select a database:

shel | > nmysqgl your-dat abase- nane

(In most MySQL installations, you can use the database namet est ).
Y ou can create and popul ate the exampl e table with these statements:

mysql > CREATE TABLE shop (
-> article INT(4) UNSI GNED ZEROFI LL DEFAULT ' 0000' NOT NULL,
-> deal er CHAR(20) DEFAULT "' NOT NULL,
-> price DOUBLE( 16, 2) DEFAULT ' 0. 00" NOT NULL,
-> PRI MARY KEY(article, dealer));

nysql > | NSERT | NTO shop VALUES
-> (1,"A,3.45),(1,'B ,3.99),(2,'A,10.99),(3,' B, 1.45),
->(3,"C,1.69),(3,'D,1.25),(4,' D, 19.95);

After issuing the statements, the table should have the following contents:

nysql > SELECT * FROM shop;
+

e e R +
| article | dealer | price |
Fomm e e e Fomm e e - S +
| 0001 | A | 3.45 |
| 0001 | B |  3.99 |
| 0002 | A | 10.99 |
| 0003 | B | 1.45 |
| 0003 | C | 1.69 |
| 0003 | D | 1.25 |
| 0004 | D | 19.95 |
T B - Fomm oo +

3.6.1. The Maximum Value for a Column

“What's the highest item number?"

SELECT MAX(article) AS article FROM shop;

[ S —— +
| article |
B S +
| 4|
. +

3.6.2. The Row Holding the Maximum of a Certain

192



MySQL Tutorial

Column

““Find number, dealer, and price of the most expensive article.”
In standard SQL (and as of MySQL 4.1), thisis easily done with a subquery:
SELECT article, dealer, price

FROM  shop
WHERE price=(SELECT MAX(price) FROM shop);

In MySQL versions prior to 4.1, just do it in two steps:

1. Get the maximum price value from the table with a SELECT statement.

mysqgl > SELECT MAX(price) FROM shop;

o m e e oo - - +
| MAX(price) |
B RS +
| 19. 95 |
S - +

2. Using the value 19.95 shown by the previous query to be the maximum article price, write a
query to locate and display the corresponding record:

mysqgl > SELECT article, dealer, price
-> FROM shop
-> WHERE price=19. 95;

[ TS E R Fom oo e +
| article | dealer | price |
Fom e oo - B Fom e +
| 0004 | D | 19.95 |
Fom e e - B Fomm e +

Another solution isto sort al rows descending by price and only get the first row using the MySQL-
specificLI M T clause:

SELECT article, dealer, price
FROM  shop

ORDER BY price DESC

LIMT 1;

Note: If there were several most expensive articles, each with a price of 19.95, the LI M T solution
would show only one of them!

3.6.3. Maximum of Column per Group
“What's the highest price per article?'

SELECT article, MAX(price) AS price
FROM  shop
GROUP BY article

| 0001 | 3.99 |
| 0002 | 10.99 |
| 0003 | 1.69 |
| 0004 | 19.95 |
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3.6.4. The Rows Holding the Group-wise Maximum of a
Certain Field

3.6.5.

““For each article, find the dealer or dealers with the most expensive price."
In standard SQL (and as of MySQL 4.1), the problem can be solved with a subquery like this:

SELECT article,

FROM  shop sl

WHERE pri ce=( SELECT MAX(s2.price)
FROM shop s2
WHERE sl1.article =

deal er, price

s2.article);

In MySQL versions prior to 4.1, it'sbest do it in several steps:

1. Getthelist of (article,maxprice) pairs.

2. For each article, get the corresponding rows that have the stored maximum price.

This can easily be done with atemporary table and ajoin:

CREATE TEMPORARY TABLE tnp (
article INT(4) UNSI GNED ZEROFI LL DEFAULT ' 0000° NOT NULL,
price DOUBLE( 16, 2) DEFAULT ' 0.00" NOT NULL);
LOCK TABLES shop READ;
I NSERT | NTO tnp SELECT article, MAX(price) FROM shop GROUP BY article;
SELECT shop. article, dealer, shop.price FROM shop, tnp
WHERE shop. article=tnp.article AND shop. price=tnp. price;
UNLOCK TABLES;
DROP TABLE t np;

If you don't use a TEMPORARY table, you must also lock thet np table.

““Can it be done with asingle query?'

Yes, but only by using aquite inefficient trick called the "MAX-CONCAT trick™:
SELECT article,

SUBSTRI NG MAX( CONCAT(LPAD(price,6,'0"),dealer) ), 7) AS dealer,
0. O0+LEFT( MAX( CONCAT(LPAD(price,6,'0"),dealer) ), 6) AS price

FROM  shop

GROUP BY article;

R E Fomm oo +

| article | dealer | price |

B SR Fomm e - Fomm - - +

| 0001 | B | 3.99 |

| 0002 | A | 10.99 |

| 0003 | C | 1.69 |

| 0004 | D | 19.95 |

R S T B R +

The last example can be made a bit more efficient by doing the splitting of the concatenated column
in the client.

Using User Variables

You can use MySQL user variables to remember results without having to store them in temporary
variablesin the client. See Section 9.3, “User Variables’.

For example, to find the articles with the highest and lowest price you can do this:
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nysqgl > SELECT @ni n_price: =M N(price), @muax_price: =MAX(price) FROM shop;
nysqgl > SELECT * FROM shop WHERE price=@r n_price OR price=@rax_price;
+

R L e Fom e - +
| article | dealer | price |
Fommmm e o Fomm e - Fomm - +

0003 | D | 1.25 |
| 0004 | D | 19.95 |
Fomm e e oo Fomm e o - S +

3.6.6. Using Foreign Keys

In MySQL 3.23.44 and up, | nnoDB tables support checking of foreign key constraints. See
Chapter 15, The | nnoDB Storage Engine. See also Section 1.5.5.5, “Foreign Keys'.

Y ou don't actually need foreign keysto join two tables. For table types other than | nnoDB, the only
things MySQL currently doesn't do are 1) CHECK to make sure that the keys you use redlly exist in
the table or tables you're referencing and 2) automatically delete rows from a table with a foreign
key definition. Using your keysto join tables works just fine:

CREATE TABLE person (
id SMALLI NT UNSI GNED NOT NULL AUTO | NCREMENT,
name CHAR(60) NOT NULL,
PRI MARY KEY (i d)

)]

CREATE TABLE shirt
id SMALLI NT UNSI GNED NOT NULL AUTO | NCREMENT,
style ENUM't-shirt', "polo', "dress') NOT NULL,
color ENUM'red', 'blue', 'orange', '"white', 'black') NOT NULL,
owner SMALLI NT UNSI GNED NOT NULL REFERENCES person(id),
PRI MARY KEY (i d)

)

I NSERT | NTO person VALUES (NULL, 'Antonio Paz');

SELECT @ast := LAST_INSERT_I D();

| NSERT | NTO shirt VALUES

(NULL, 'polo', '"blue', @ast),

(NULL, 'dress', '"white', @ast),

(NULL, '"t-shirt', "blue', @ast);

I NSERT | NTO person VALUES (NULL, 'Lilliana Angel ovska');

SELECT @ast := LAST_I NSERT_I D();

| NSERT | NTO shirt VALUES

(NULL, 'dress', 'orange', @ast),

(NULL, 'polo', 'red, @ast),

(NULL, 'dress', 'blue', @ast),

(NULL, '"t-shirt', '"white', @ast);

SELECT * FROM person;

o +

| id | nane |

T +

| 1] Antonio Paz |

| 2| Lilliana Angel ovska |

e +
SELECT * FROM shirt;

T E R R +
| id | style | color | owner |
e T T gy Fomm e - Fom e +
| 1| polo | blue | 1|
| 2| dress | white | 1 |
| 3] t-shirt | blue | 1|
| 4 | dress | orange | 2 |
| 5| polo | red | 2|
| 6 | dress | blue | 2 |
| 7] t-shirt | white | 2 |
Fomm e oo - Fomm e o - S +

SELECT s.* FROM person p, shirt s
VWHERE p. name LIKE 'Lilliana%
AND s.owner = p.id
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AND s.color <> "white';

R E Fomm oo +
| id]| style | color | owner |
B B S B S —— +
| 4 | dress | orange | 2|
| 5| polo | red | 2|
| 6| dress | blue | 2 |
B S S B +

Searching on Two Keys

An CRusing asingle key iswell optimized, asisthe handling of AND.

The one tricky case isthat of searching on two different keys combined with OR:

SELECT fieldl index, field2_index FROMtest _table

WHERE fieldl_index ='1" OR field2_index ="'1'

This caseis optimized from MySQL 5.0.0. See Section 7.2.6, “Index Merge Optimization”.

In MySQL 4.0 and up, you can also solve the problem efficiently by using a UNI ON that combines
the output of two separate SEL ECT statements. See Section 13.1.7.2, “UNI ON Syntax”.

Each SELECT searches only one key and can be optimized:
SELECT fieldl index, field2 index

FROM t est _table WHERE fiel dl_index ="'1'
UNI ON
SELECT fieldl_index, field2_index

FROM test _table WHERE fiel d2_i ndex = "'1';

Prior to MySQL 4.0, you can achieve the same effect by using a TEMPORARY table and separate
SELECT statements. This type of optimization is also very good if you are using very complicated
gueries where the SQL server does the optimizations in the wrong order.

CREATE TEMPORARY TABLE t np
SELECT fieldl index, field2 index

FROM test _table WHERE fieldl_index ="'1";
| NSERT | NTO t np
SELECT fieldl_index, field2_index

FROM t est _table WHERE fiel d2_index = "'1";

SELECT * fromtnp;
DROP TABLE t np;

This method of solving the problemisin effect a UNI ON of two queries.

Calculating Visits Per Day

The following example shows how you can use the bit group functions to calculate the number of
days per month a user has visited a Web page.

CREATE TABLE t1 (year YEAR(4), nonth INT(2) UNSI GNED ZEROFI LL
day 1NT(2) UNSI GNED ZEROFILL);

I NSERT | NTO t1 VALUES(2000, 1, 1), (2000, 1, 20), (2000, 1, 30), (2000, 2, 2),
(2000, 2, 23), (2000, 2, 23) ;

The example table contains year-month-day values representing visits by users to the page. To de-
termine how many different days in each month these visits occur, use this query:

SELECT year, nont h, Bl T_COUNT( Bl T_OR(1<<day)) AS days FROMt1
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GROUP BY year, nont h;

Which returns:

Foomm - e - Foomm - +
| year | nonth | days |
Foio-- D Foooo-- +
| 2000 | 01 | 3 |
| 2000 | 02 | 2 |
tomm - - Fom e - tomm - - +

The query calculates how many different days appear in the table for each year/month combination,
with automatic removal of duplicate entries.

3.6.9. Using AUTO | NCREMENT

The AUTO | NCREMENT attribute can be used to generate a unique identity for new rows:

CREATE TABLE ani mal s (
id MEDI UM NT NOT NULL AUTO | NCREMENT,
name CHAR(30) NOT NULL,
PRI MARY KEY (i d)

);
| NSERT | NTO ani mal s (name) VALUES ('dog'),('cat'), (' penguin'),
("lax"),('whale'), ('ostrich');
SELECT * FROM ani nal s;

Which returns:

e +
| id | name |
oo +
| 1] dog |
| 2| cat |
| 3] penguin |
| 4] lax |
| 5| whale |
| 6| ostrich |
Fomm e m oo - +

You can retrieve the most recent AUTO | NCREMVENT value with the LAST | NSERT | D() SQL
function or the nysql _i nsert i d() C API function. These functions are connection-specific,
so their return value is not affected by another connection also doing inserts.

Note: For a multiple-row insert, LAST_| NSERT | D() /mysql _i nsert _i d() actualy returns
the AUTO_| NCREMENT key from the first of the inserted rows. This allows multiple-row inserts to
be reproduced correctly on other serversin areplication setup.

For Myl SAMand BDB tables you can specify AUTO_| NCREMENT on a secondary column in a mul-
tiple-column index. In this case, the generated value for the AUTO_| NCREMENT column is calcu-
lated as MAX(aut o_i ncrenent _col um) +1 WHERE prefi x=gi ven-prefi x. This is
useful when you want to put data into ordered groups.

CREATE TABLE ani mal s (
grp ENUM "' fish'," " mammal ', " bird') NOT NULL,
id MEDI UM NT NOT NULL AUTO_| NCREMENT,
name CHAR(30) NOT NULL,
PRI MARY KEY (grp,id)

)1
| NSERT | NTO ani mal

s (grp,nane) VALUES(' manmmal ', ' dog'), (' manmal','cat'),
("bird ,"penguin'),('fish','lax"), (' mamual ', "' whale'),
("bird ,"ostrich');
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SELECT * FROM ani nal s ORDER BY grp, i d;

Which returns:

S S e +
| grp | id | nane |
S R — Sy +
| fish | 1] lax |
| marmal | 1 | dog |
| mammal | 2 | cat |
| mammal | 3 | whale |
| bird | 1| penguin |
| bird | 2] ostrich |
Fommeaa - L SR T T +

Note that in this case (when the AUTO | NCREMVENT column is part of a multiple-column index),
AUTO | NCREMENT values are reused if you delete the row with the biggest AUTO | NCREMENT
value in any group. This happens even for Myl SAMtables, for which AUTO | NCREMENT values
normally are not reused.)

3.7. Queries from the Twin Project

3.7.1.

At Analytikerna and Lentus, we have been doing the systems and field work for a big research
project. This project is a collaboration between the Institute of Environmental Medicine at Karolin-
ska Institutet Stockholm and the Section on Clinical Research in Aging and Psychology at the Uni-
versity of Southern California.

The project involves a screening part where all twins in Sweden older than 65 years are interviewed
by telephone. Twins who meet certain criteria are passed on to the next stage. In this latter stage,
twins who want to participate are visited by a doctor/nurse team. Some of the examinations include
physica and neuropsychological examination, laboratory testing, neurocimaging, psychological
status assessment, and family history collection. In addition, data are collected on medical and en-
vironmenta risk factors.

More information about Twin studies can be found at: http://www.mep.ki.se/twinreg/index_en.html
The latter part of the project is administered with a Web interface written using Perl and MySQL .

Each night all datafrom the interviewsis moved into a MySQL database.

Find All Non-distributed Twins

The following query is used to determine who goes into the second part of the project:

SELECT
CONCAT(pl.id, pl.tvab) + 0 AS tvid,
CONCAT( p1. christian nane, ' ', pl.surnanme) AS Nane,

pl. postal code AS Code,
pl.city AS Gity,

pg. abrev AS Area,

| F(td.participation = 'Aborted', "A", ' ") AS A
pl. dead AS deadl,

event AS event 1

. suspect AS tsuspectl,
. suspect AS isuspect1,
.severe AS tseverel,
.severe AS iseverel,

. dead AS dead2?,

.event AS event?2,

h2. nurse AS nursez2,

h2. doctor AS doct0r2

t d2. suspect AS tsuspectz

l.
t
[
t
[
p
I

MNNONNOo oo oS
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i d2. suspect AS isuspect 2,
td2. severe AS tseverez2,
i d2. severe AS isevere2,
|.finish date
FROM
twin_project AS tp
/* For Twin 1 */
LEFT JON twin _data AStd ONtp.id =td.id
AND tp.tvab = td.tvab
LEFT JON informant _data ASid ONtp.id =id.id
AND tp.tvab = id.tvab
LEFT JO N harmony AS h ONtp.id = h.id
AND tp.tvab = h.tvab
LEFT JON lentus AS| ONtp.id =1.id
AND tp.tvab = | .tvab
/* For Twin 2 */
LEFT JON twin_data AS td2 ON p2.id = td2.id
AND p2.tvab = td2.tvab
LEFT JON informant _data AS id2 ON p2.id = id2.id
AND p2.tvab = id2.tvab
LEFT JO N harmony AS h2 ON p2.id = h2.id
AND p2.tvab = h2.tvab
LEFT JON lentus AS 12 ON p2.id =12.id
AND p2.tvab = |2.tvab,
person_data AS pl,
person_data AS p2,
postal groups AS pg
VWHERE
/* pl gets main twin and p2 gets his/her twin. */
/* ptvab is a field inverted fromtvab */
1.id = tp.id AND pl.tvab = tp.tvab AND
2.id = pl.id AND p2.ptvab = pl.tvab AND
* Just the screening survey */
p.survey_no = 5 AND
* Skip if partner died before 65 but allow enigration (dead=9) */
p2.dead = 0 OR p2.dead = 9 OR
(p2.dead = 1 AND
(p2.death_date = 0 OR
(((TO_;D,)A;()S(pZ.deat h _date) - TO DAYS(p2.birthday)) / 365)
>= 65

AND

(

/[* Twin is suspect */

(td.future_contact = 'Yes' AND td.suspect = 2) OR

/[* Twin is suspect - Informant is Bl essed */

(td.future_contact = 'Yes' AND td.suspect =1
AND i d. suspect = 1) OR

- Informant is Bl essed */

tw

SNULL(td suspect) AND id.suspect =1

AND id.future contact = 'Yes') OR
* Twin broken off - Informant is Blessed */
d.participation = ' Aborted'
AND id.suspect = 1 AND id.future_contact = 'Yes') OR
/* Twin broken off - No inform- Have partner */
(td.participation = 'Aborted" AND I SNULL(i d.suspect)
AND p2.dead = 0))

event = 'Finished
/* CGet at area code */
AND SUBSTRI N pl. postal code, 1, 2) = pg.code
/* Not already distributed */
AND (h.nurse I'S NULL OR h. nurse=00 OR h. doct or =00)
/* Has not refused or been aborted */
AND NOT (h.status = 'Refused’ OR h.status = 'Aborted
OR h.status = 'Died” OR h.status = 'Qher")
ORDER BY
tvid;
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Some explanations:

« CONCAT(pl.id, pl.tvab) + 0 AS tvid

We want to sort on the concatenated i d and t vab in numerical order. Adding O to the result
causes MySQL to treat the result as a number.

e columni d
Thisidentifiesa pair of twins. It isakey in all tables.
* columntvab
Thisidentifiesatwinin apair. It hasavalueof 1 or 2.
e columnpt vab
Thisisan inverse of t vab. Whent vab is 1 thisis 2, and vice versa. It exists to save typing

and to make it easier for MySQL to optimize the query.

This query demonstrates, among other things, how to do lookups on a table from the same table with
ajoin (p1 and p2). In the example, thisis used to check whether atwin's partner died before the age
of 65. If so, the row is not returned.

All of the above exist in all tables with twin-related information. We have akey on bothi d, t vab
(al tables), and i d, pt vab (per son_dat a) to make queries faster.

On our production machine (A 200MHz UltraSPARC), this query returns about 150-200 rows and
takes less than one second.

The current number of records in the tables used in the query:

Table Rows
person_data 71074
| ent us 5291
twi n_project 5286
twi n_data 2012
i nformant _data 663
har nony 381
post al _gr oups 100

Show a Table of Twin Pair Status

Each interview ends with a status code called event . The query shown hereis used to display ata-
ble over all twin pairs combined by event. This indicates in how many pairs both twins are finished,
in how many pairs one twin is finished and the other refused, and so on.

SELECT
t1. event,
t2. event,
CQOUNT( *)
FROM
lentus AS t1,
lentus AS t2,
twin_project AStp
VWHERE
/* We are |looking at one pair at a tinme */
tl.id =tp.id
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AND t1.tvab=tp.tvab
AND t1l.id =t2.id
/* Just the screening survey */
AND tp.survey no =5
/* This nakes each pair only appear once */
AND t 1.tvab="1" AND t2.tvab="2'
GROUP BY
t1l.event, t2.event;

3.8. Using MySQL with Apache

There are programs that let you authenticate your users from a MySQL database and also let you
write your log filesinto aMySQL table.

Y ou can change the Apache logging format to be easily readable by MySQL by putting the follow-
ing into the Apache configuration file:

LogFor mat \
"\ "o\ ", % WY WBANEHE, %S, \ "%\ ", \ "% Cont ent - Type}o\", \
V"N \"%4 Referer}i\",\"% User-Agent}i\""

Toload alog filein that format into MySQL, you can use a statement something like this:

LOAD DATA I NFILE '/1ocal/access_|l og' | NTO TABLE tbl _nane

FI ELDS TERM NATED BY ',' OPTI ONALLY ENCLOSED BY '"' ESCAPED BY '\\'

The named table should be created to have columns that correspond to those that the LogFor nmat
line writesto thelog file.
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This chapter provides a brief overview of the programs provided by MySQL AB and discusses how
to specify options when you run these programs. Most programs have options that are specific to
their own operation, but the syntax for specifying options is similar for all of them. Later chapters
provide more detailed descriptions of individual programs, including which options they recognize.

4.1. Overview of MySQL Programs

MySQL AB provides several types of programs:
 TheMYSQL server and server startup scripts:

e mysgld isthe MySQL server

* mysqgld_safe, mysgl.server, and mysqld_multi are server startup scripts
* mysgl_install_db initializes the data directory and the initial databases
These programs are discussed further in Chapter 5, Database Administration.

» Client programs that access the server:

* mysgl isacommand-line client for executing SQL statements interactively or in batch mode

* mysglcc (MySQL Control Center) is an interactive graphical tool for executing SQL state-
ments and administration

* mysgladmin isan administrative client

* mysqglcheck performs table maintenance operations

« mysgldump and mysglhotcopy make database backups

e mysglimport imports data files

* mysglshow displays information about databases and tables

These programs are discussed further in Chapter 8, MySQL Client and Utility Programs.

» Ultility programs that operate independently of the server:

* myisamchk performs table maintenance operations
* myisampack produces compressed, read-only tables
* mysglbinlog isatool for processing binary log files

e perror displays error code meanings

myisamchk is discussed further in Chapter 5, Database Administration. The other programs are
further in Chapter 8, MySQL Client and Utility Programs.

Most MySQL distributions include all of these programs, except for those programs that are plat-
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form-specific. (For example, the server startup scripts are not used on Windows.) The exception is
that RPM distributions are more specialized. There is one RPM for the server, another for the client
programs, and so forth. If you appear to be missing one or more programs, see Chapter 2, Installing
MySQL for information on types of distributions and what they contain. It may be that you need to
install something else.

4.2. Invoking MySQL Programs

To invoke a MySQL program at the command line (that is, from your shell or command prompt),
enter the program name followed by any options or other arguments needed to instruct the program
what you want it to do. The following commands show some sample program invocations.
“shel | >" represents the prompt for your command interpreter; it is not part of what you type. The
particular prompt you see depends on your command interpreter. Typical prompts are $ for sh or
bash, %for csh or tcsh, and C: \ > for Windows command.com or cmd.exe.

shel I > mysqgl test

shel I > mysqgl adm n ext ended- st at us vari abl es
shel I > mysql show - - hel p

shel I > mysqgl dunp --user=root personnel

Arguments that begin with a dash are option arguments. They typically specify the type of connec-
tion a program should make to the server or affect its operational mode. Options have a syntax that
is described in Section 4.3, “ Specifying Program Options’.

Non-option arguments (arguments with no leading dash) provide additional information to the pro-
gram. For example, the mysgl program interprets the first non-option argument as a database name,
sothecommand nysql t est indicatesthat you want to usethet est database.

Later sections that describe individual programs indicate which options a program understands and
describe the meaning of any additional non-option arguments.

Some options are common to a humber of programs. The most common of these are the - - host , -
-user, and - - passwor d options that specify connection parameters. They indicate the host
where the MySQL server is running, and the username and password of your MySQL account. All
MySQL client programs understand these options; they allow you to specify which server to con-
nect to and the account to use on that server.

You may find it necessary to invoke MySQL programs using the pathname to the bi n directory in
which they are installed. This is likely to be the case if you get a ““program not found" error
whenever you attempt to run a MySQL program from any directory other than the bi n directory.
To make it more convenient to use MySQL, you can add the pathname of the bi n directory to your
PATH environment variable setting. Then to run a program you need only type its name, not its en-
tire pathname.

Consult the documentation for your command interpreter for instructions on setting your PATH. The
syntax for setting environment variables is interpreter-specific.

4.3. Specifying Program Options

Y ou can provide options for MySQL programs in several ways.

*  On the command line following the program name. This is most common for options that apply
to a specific invocation of the program.

e Inan option file that the program reads when it starts. Thisis common for options that you want
the program to use each time it runs.

* Inenvironment variables. These are useful for options that you want to apply each time the pro-
gram runs, although in practice option files are used more commonly for this purpose. (Sec-
tion 5.10.2, “Running Multiple Servers on Unix” discusses one situation in which environment
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variables can be very helpful. It describes a handy technique that uses such variables to specify
the TCP/IP port number and Unix socket file for both the server and client programs.)

MySQL programs determine which options are given first by examining environment variables,
then option files, and then the command line. If an option is specified multiple times, the last occur-
rence takes precedence. This means that environment variables have the lowest precedence and
command-line options the highest.

Y ou can take advantage of the way that MySQL programs process options by specifying the default
values for a program's options in an option file. Then you need not type them each time you run the
program, but can override the defaults if necessary by using command-line options.

Using Options on the Command Line

Program options specified on the command line follow these rules:

e Options are given after the command name.

* An option argument begins with one dash or two dashes, depending on whether it has a short
name or a long name. Many options have both forms. For example, - ? and - - hel p are the
short and long forms of the option that instructs a MySQL program to display a help message.

* Option names are case sengitive. - v and - V are both legal and have different meanings. (They
are the corresponding short forms of the - - ver bose and - - ver si on options.)

e Some options take a value following the option name. For example, - h | ocal host or -
- host =l ocal host indicate the MySQL server host to a client program. The option value
tells the program the name of the host where the MySQL server is running.

» For along option that takes a value, separate the option name and the value by an '=' sign. For a
short option that takes a value, the option value can immediately follow the option letter, or
there can be a space between. (- hl ocal host and - h | ocal host are equivaent.) An ex-
ception to thisrule is the option for specifying your MySQL password. This option can be given
in long form as - - passwor d=pass_val or as - - passwor d. In the latter case (with no
password value given), the program prompts you for the password. The password option aso
may be given in short form as - ppass_val or as- p. However, for the short form, if the pass-
word value is given, it must follow the option letter with no intervening space. The reason for
thisisthat if a space follows the option letter, the program has no way to tell whether a follow-
ing argument is supposed to be the password value or some other kind of argument. Con-
sequently, the following two commands have two completely different meanings:

shel | > nysql -ptest
shel | > nmysqgl -p test

The first command instructs mysgl to use a password value of t est , but specifies no default
database. The second instructs mysgl to prompt for the password value and to use t est asthe
default database.

MySQL 4.0 introduced some additional flexibility in the way you specify options. These changes
were made in MySQL 4.0.2. Some of them relate to the way you specify options that have
“enabled" and ““disabled" states, and to the use of options that might be present in one version of
MySQL but not another. Those capahilities are discussed in this section. Another change pertains to
the way you use options to set program variables. Section 4.3.4, “Using Options to Set Program
Variables’ discussesthat topic further.

Some options control behavior that can be turned on or off. For example, the mysqgl client supports a
- - col um- namres option that determines whether or not to display a row of column names at the
beginning of query results. By default, this option is enabled. However, you may want to disable it
in some instances, such as when sending the output of mysqgl into another program that expects to
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see only data and not an initial header line.
To disable column names, you can specify the option using any of these forms:

- - di sabl e- col um- names
- - ski p- col um- nanes
- -col um- nanes=0

The - - di sabl e and - - ski p prefixes and the =0 suffix al have the same effect: They turn the
option off.

The “enabled" form of the option may be specified in any of these ways:

--col um- nanes
- - enabl e- col um- namnes
--col um- nanes=1

Another change to option processing introduced in MySQL 4.0 is that you can use the - - | oose
prefix for command-line options. If an option is prefixed by - - | oose, the program does not exit
with an error if it does not recognize the option, but instead issues only a warning:

shel I > mysqgl --1oo0se-no-such-option
nysql : WARNI NG unknown option '--no-such-option'

The - - 1 oose prefix can be useful when you run programs from multiple installations of MySQL
on the same machine, at least if all the versions are as recent as 4.0.2. This prefix is particularly use-
ful when you list optionsin an option file. An option that may not be recognized by all versions of a
program can be given using the - - | oose prefix (or | oose inan option file). Versions of the pro-
gram that do not recognize the option issue a warning and ignore it. This strategy requires that ver-
sionsinvolved be 4.0.2 or later, because earlier versions know nothing of the - - | oose convention.

Using Option Files

MySQL programs can read startup options from option files (also sometimes called configuration
files). Option files provide a convenient way to specify commonly used options so that they need
not be entered on the command line each time you run a program. Option file capability is available
from MySQL 3.22 on.

The following programs support option files: myisamchk, myisampack, mysql, mysqgl.server,
mysgladmin, mysglbinlog, mysglcc, mysglcheck, mysgld_safe, mysqldump, mysgld, mysqglhot-
copy, mysglimport, and mysqglshow.

On Windows, MySQL programs read startup options from the following files:

Filename Purpose
W NDI R\ ny. i ni Global options
C\ny. cnf Global options

W NDI R represents the location of your Windows directory. This is commonly C: \ W ndows or
C:. \ W nNT. You can determine its exact location from the value of the W NDI R environment vari-
able using the following command:

C:\> echo %W NDI R%

On Unix, MySQL programs read startup options from the following files:

Filename Purpose

/etc/ny. cnf Glaobal options
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DATADI R/ ny. cnf Server-specific options
defaul ts-extra-fil e |Thefilespecifiedwith- - def aul t s-extra-fil e=pat h,if any
~/ . my. cnf User-specific options

DATADI R represents the location of the MySQL data directory. Typically this is /
usr/ |l ocal / nysql / dat a for abinary installation or / usr/ | ocal / var for a source installa-
tion. Note that this is the data directory location that was specified at configuration time, not the one
specified with - - dat adi r when mysgld starts. Use of - - dat adi r at runtime has no effect on
where the server looks for option files, because it 1ooks for them before processing any command-
line arguments.

MySQL looks for option files in the order just described and reads any that exist. If an option file
that you want to use does not exist, create it with a plain text editor. If multiple option files exist, an
option specified in a file read later takes precedence over the same option specified in a file read
earlier.

Any long option that may be given on the command line when running a MySQL program can be
given in an option file as well. To get the list of available options for a program, run it with the -
- hel p option.

The syntax for specifying options in an option file is similar to command-line syntax, except that
you omit the leading two dashes. For example, - - qui ck or - - host =l ocal host on the com-
mand line should be specified as qui ck or host =I ocal host inan option file. To specify an op-
tion of theform - - | cose- opt _nane inan option file, writeit asl oose- opt _nane.

Empty linesin option files are ignored. Non-empty lines can take any of the following forms:

e f#coment ,; comment

Comment lines start with '#' or '; . As of MySQL 4.0.14, a '#'-comment can start in the middle
of alineaswell.

* [group]

gr oup is the name of the program or group for which you want to set options. After a group
ling, any opt _nane or set - vari abl e lines apply to the named group until the end of the
option file or another group line is given.

* opt_name
Thisisequivalent to - - opt _nane on the command line.
e opt_nanme=val ue

This is equivalent to - - opt _nane=val ue on the command line. In an option file, you can
have spaces around the '=' character, something that is not true on the command line. As of
MySQL 4.0.16, you can quote the value with double quotes or single quotes. Thisis useful if the
value contains a'#' comment character or whitespace.

 set-variable = var_nane=val ue

Set the program variable var _name to the given value. This is equivadent to -
-set -vari abl e=var _nanme=val ue on the command line. Spaces are allowed around the
first '=' character but not around the second. This syntax is deprecated as of MySQL 4.0. See
Section 4.3.4, “Using Options to Set Program Variables’ for more information on setting pro-
gram variables.

Leading and trailing blanks are automatically deleted from option names and values. You may use
the escape sequences\ b, \t',"\ n’, "\ r ', "\ \ ', and "\ s" in option values to represent the backspace,
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tab, newline, carriage return, and space characters.

On Windows, if an option value represents a pathname, you should specify the value using '/ ' rather
than '\ ' asthe pathname separator. If you use '\ ', you must double it as'\ \ ', because\ ' is the escape
character in MySQL.

If an option group name is the same as a program name, options in the group apply specifically to
that program.

The[ cl i ent] option group isread by all client programs (but not by mysgld). This alows you to
specify options that apply to every client. For example, [ cl i ent] is the perfect group to use to
specify the password that you use to connect to the server. (But make sure that the option file is
readable and writable only by yourself, so that other people cannot find out your password.) Be sure
not to put an option inthe[ cl i ent] group unlessit is recognized by all client programs that you
use. Programs that do not understand the option quit after displaying an error message if you try to
run them.

As of MySQL 4.0.14, if you want to create option groups that should be read only by one specific
mysgld server release series, you can do this by using groups with names of [ mysql d- 4. 0],
[ mysql d- 4. 1], and so forth. The following group indicates that the - - new option should be
used only by MySQL servers with 4.0.x version numbers:

[ mysql d- 4. 0]
new

Hereisatypical global option file:

[client]

port =3306
socket =/t np/ mysql . sock
[ nysql d]

port =3306
socket =/t np/ mysqgl . sock
key_ buffer_size=16M
max_al | oned_packet =8M

[ mysql dunp]
qui ck

The preceding option file uses var_nane=val ue syntax for the lines that set the
key buffer_size and max_al | oned packet variables. Prior to MySQL 4.0.2, you would
needtouseset - vari abl e syntax instead (described earlier in this section).

Hereisatypical user option file:

[client]

# The followi ng password will be sent to all standard MySQ clients
passwor d="ny_password"

[ mysql ]

no- aut o- r ehash
set-vari able = connect _ti nmeout=2

[ mysql hot copy]
I nteractive-ti nmeout

This option file uses set-vari abl e syntax to set the connect _ti neout variable. For
MySQL 4.0.2 and up, you can aso set the variable using just connect _t i neout =2.

If you have a source distribution, you can find sample option files named ny- xxxx. cnf in the
support-fil es directory. If you have a binary distribution, look in the support-fil es dir-
ectory under your MySQL instalation directory (typicaly C:\nmysgl on Windows or /
usr/l ocal / mysgl on Unix). On Windows the sample option files may also be located in the
MySQL installation directory. Currently there are sample option files for small, medium, large, and
very large systems. To experiment with one of these files, copy itto C: \ my. cnf on Windows or to
. my. cnf inyour home directory on Unix.
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Note: On Windows, the. cnf option file extension might not be displayed.

All MySQL programs that support option files handle the following command-line options:

* --no-defaults
Don't read any option files.
e --print-defaults
Print the program name and all options that it gets from option files.
e --defaults-file=path_name
Use only the given option file. pat h_nane isthe full pathnameto thefile.
o --defaults-extra-fil e=path_name

Read this option file after the global option file but before the user option file. pat h_nane is
the full pathname to thefile.

To work properly, each of these options must immediately follow the command name on the com-
mand line, with the exception that - - pri nt -defaul ts may be used immediately after -
-defaults-fileor--defaults-extra-file.

In shell scripts, you can use the my_print_defaults program to parse option files. The following ex-
ample shows the output that my_print_defaults might produce when asked to show the options
foundinthe[ client] and[ nysql ] groups:

shel I > my_print_defaults client nysql
--port =3306

--socket =/t mp/ nysql . sock

- - no- aut o-r ehash

Note for developers: Option file handling is implemented in the C client library ssimply by pro-
cessing all matching options (that is, options in the appropriate group) before any command-line ar-
guments. Thisworks nicely for programs that use the last instance of an option that is specified mul-
tiple times. If you have a C or C++ program that handles multiply specified options this way but
doesn't read option files, you need add only two lines to give it that capability. Check the source
code of any of the standard MySQL clients to see how to do this.

Several other language interfaces to MySQL are based on the C client library, and some of them
provide a way to access option file contents. These include Perl and Python. See the documentation
for your preferred interface for details.

Using Environment Variables to Specify Options

To specify an option using an environment variable, set the variable using the syntax appropriate for
your comment processor. For example, on Windows or NetWare, you can set the USER variable to
specify your MySQL account name. To do so, use this syntax:

SET USER=your _nane
The syntax on Unix depends on your shell. Suppose that you want to specify the TCP/IP port num-

ber using the MYSQL_ TCP_PORT variable. The syntax for Bourne shell and variants (sh, bash, zsh,
etc.) is:

MYSQL_TCP_PORT=3306
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For csh and tcsh, use this syntax:
setenv MYSQL_TCP_PORT 3306

The commands to set environment variables can be executed at your command prompt to take effect
immediately. These settings persist until you log out. To have the settings take effect each time you
log in, place the appropriate command or commands in a startup file that your command interpreter
reads each time it darts. Typica dtartup files are AUTOEXEC. BAT for Windows,
. bash_profil e forbash, or.tcshrc for tcsh. Consult the documentation for your command
interpreter for specific details.

Appendix F, Environment Variables lists all environment variables that affect MySQL program op-
eration.

Using Options to Set Program Variables

Many MySQL programs have internal variables that can be set at runtime. As of MySQL 4.0.2, pro-
gram variables are set the same way as any other long option that takes a value. For example, mysq|
hasanmax_al | owed_packet variable that controls the maximum size of its communication buf-
fer. To set the max_al | owed_packet variable for mysgl to a value of 16MB, use either of the
following commands:

shel | > mysqgl --max_al | owed_packet =16777216
shel I > mysqgl --max_al | owed_packet =16M

The first command specifies the value in bytes. The second specifies the value in megabytes. Vari-
able values can have a suffix of K, M or G (either uppercase or lowercase) to indicate units of kilo-
bytes, megabytes, or gigabytes.

In an option file, the variable setting is given without the leading dashes:

[ nysql ]
max_al | oned_packet =16777216

Or:

[nysql]
max_al | oned_packet =16M

If you like, underscoresin a variable name can be specified as dashes.

Prior to MySQL 4.0.2, program variable names are not recognized as option names. Instead, use the
--set-vari abl e option to assign avalue to avariable:

shel | > nmysql --set-variabl e=max_al | owed_packet =16777216
shel | > nmysqgl --set-variabl e=max_al | oned_packet =16M

In an option file, omit the leading dashes:

[nysql]

set-variabl e max_al | oned_packet =16777216

Or:

[nysal ]
set-variable = max_al | oned_packet =16M

With - - set - vari abl e, underscores in variable names cannot be given as dashes for versions of
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MySQL older than 4.0.2.
The- - set - vari abl e optionisstill recognized in MySQL 4.0.2 and up, but is deprecated.

Some server variables can be set at runtime. For details, see Section 5.2.3.1, “Dynamic System Vari-
ables’.
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Chapter 5. Database Administration

This chapter covers topics that deal with administering a MySQL installation, such as configuring
the server, managing user accounts, and performing backups.

5.1. The MySQL Server and Server Startup
Scripts

5.1.1.

The MySQL server, mysgld, is the main program that does most of the work in a MySQL installa-
tion. The server is accompanied by several related scripts that perform setup operations when you
install MySQL or that are helper programs to assist you in starting and stopping the server.

This section provides an overview of the server and related programs, and information about server

startup scripts. Information about configuring the server itself is given in Section 5.2, “Configuring
the MySQL Server”.

Overview of the Server-Side Scripts and Utilities

All MySQL programs take many different options. However, every MySQL program provides a -
- hel p option that you can use to get a description of the program's options. For example, try
mysqgld --help.

You can override default options for all standard programs by specifying options on the command
line or in an option file. Section 4.3, “ Specifying Program Options’.

Thefollowing list briefly describes the MySQL server and server-related programs:

e mysqld
The SQL daemon (that is, the MySQL server). To use client programs, this program must be
running, because clients gain access to databases by connecting to the server. See Section 5.2,
“Configuring the MySQL Server”.

e nysql d- nax
A version of the server that includes additional features. See Section 5.1.2, “The mysgld-max
Extended MySQL Server”.

 mysqgl d_safe
A server startup script. mysqgld_safe attempts to start mysgld-max if it exists, and mysqgld oth-
erwise. See Section 5.1.3, “The mysqld_safe Server Startup Script”.

* nysql.server
A server startup script. This script is used on systems that use run directories containing scripts
that start system services for particular run levels. It invokes mysgld_safe to start the MySQL
server. See Section 5.1.4, “The mysgl.server Server Startup Script”.

e nysqgld_multi

A server startup script that can start or stop multiple servers installed on the system. See Sec-
tion 5.1.5, “The mysgld_multi Program for Managing Multiple MySQL Servers’.
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mysqgl _install _db

This script creates the MySQL grant tables with default privileges. It is usually executed only
once, when first installing MySQL on a system.

nysql _fix_privilege_tables

This script is used after an upgrade install operation, to update the grant tables with any changes
that have been made in newer versions of MySQL.

There are several other programs that also are run on the server host:

nmyi sancthk

A utility to describe, check, optimize, and repair Myl SAM tables. myisamchk is described in
Section 5.7.3, “ Table Maintenance and Crash Recovery”.

make _binary_distribution

This program makes a binary release of a compiled MySQL. This could be sent by FTP to /
pub/ nysql / upl oad/ onft p. mysgl . comfor the convenience of other MySQL users.

mysql bug

The MySQL bug reporting script. It can be used to send a bug report to the MySQL mailing list.
(You can also visit http://bugs.mysqgl.conV to file a bug report online.)

The mysqgld-max Extended MySQL Server

A MySQL-Max server isaversion of the mysqld MySQL server that has been built to include addi-
tional features.

The distribution to use depends on your platform:

For Windows, MySQL binary distributions include both the standard server (nysql d. exe)
and the MySQL-Max server (mysqgld-max.exe), so you need not get a special distribution. Just
use a regular Windows distribution, available at http://dev.mysql.com/downloads. See Sec-
tion 2.3, “Installing MySQL on Windows’.

For Linux, if you install MySQL using RPM distributions, use the regular MySQL- ser ver
RPM first to install a standard server named mysgld. Then use the My SQL- Max RPM to install
a server named mysgld-max. The MySQL- Max RPM presupposes that you have installed the
regular server RPM. See Section 2.4, “Installing MySQL on Linux” for more information on the
Linux RPM packages.

All other MySQL-Max distributions contain a single server that is named mysgld but that has
the additional features included.

You can find the MySQL-Max binaries on the MySQL AB Web site a ht-
tp://dev.mysgl.com/downl oads/mysgl-4.0.html.

MySQL AB builds the MySQL-Max servers by using the following configur e options:

--w t h-server-suffix=-max
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Thisoption adds a - max suffix to the mysgld version string.
e --wth-innodb

This option enables support for the | nnoDB storage engine. MySQL-Max servers always in-
clude I nnoDB support, but this option actually is needed only for MySQL 3.23. From MySQL
4 on, I nnoDB isincluded by default in binary distributions, so you do not need a MySQL-Max
server to obtain | nnoDB support.

e --with-bdb
This option enables support for the Berkeley DB (BDB) storage engine.
+ USE_SYMDI R

This define is enabled to turn on database symbolic link support for Windows. (This applies
only before MySQL 4.0. As of MySQL 4.0, symbolic link support is available for all Windows
servers, so aMax server is not needed to take advantage of this feature.)

MySQL-Max binary distributions are a convenience for those who wish to install precompiled pro-
grams. If you build MySQL using a source distribution, you can build your own Max-like server by
enabling the same features at configuration time that the MySQL-Max binary distributions are built
with.

MySQL-Max servers include the BerkeleyDB (BDB) storage engine whenever possible, but not all
platforms support BDB. The following table shows which platforms allow MySQL-Max binaries to
include BDB:

System BDB Support
AlX 4.3
HP-UX 11.0
Linux-Alpha
Linux-1A-64
Linux-Intel
Mac OS X
NetWare

SCO OSR5
Solaris-Intel
Solaris-SPARC
UnixWare
Windows/NT

</ </ <|Z|<|Z2|Z|<|Z2|Z2|Z2|Z2

To find out which storage engines your server supports, issue the following statement:

nysqgl > SHOW ENG NES;

Before MySQL 4.1.2, SHOWV ENG NES is unavailable. Use the following statement instead and
check the value of the variable for the storage engine in which you are interested:

nysql > SHOW VARI ABLES LI KE ' have_% ;

o e e e oo A +
| Variabl e nane | Val ue |

Fom oo - - S +
| have_bdb | NO

| have_crypt | YES |
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| have_i nnodb | YES |
| have_isam | NO |
| have_raid | NO |
| have_synlink | DI SABLED |
| have_openssl | NO |
| have_query_cache | YES |
. S +

The values in the second column indicate the server'slevel of support for each feature:

Value M eaning

YES The feature is supported and is active.

NO The feature is not supported.

Dl SABLED |Thefeatureis supported but has been disabled.

A value of NO means that the server was compiled without support for the feature, so it cannot be
activated at runtime,

A vaue of DI SABLED occurs either because the server was started with an option that disables the
feature, or because not al options required to enable it were given. In the latter case, the
host _nane. err error log file should contain a reason indicating why the option is disabled.

One situation in which you might see DI SABLED occurs with MySQL 3.23 when the | nnoDB stor-
age engine is compiled in. In MySQL 3.23, you must supply a least the in-
nodb_data_fil e_pat h option at runtime to set up the | nnoDB tablespace. Without this op-
tion, | nnoDB disablesitself. See Section 15.3, “I nnoDB in MySQL 3.23". Y ou can specify config-
uration options for the BDB storage engine, too, but BDB does not disable itself if you do not provide
them. See Section 14.4.3, “BDB Startup Options”.

You might also see DI SABLED for the | nnoDB, BDB, or | SAM storage engines if the server was
compiled to support them, but was started with the - - ski p-i nnodb, - -ski p-bdb, or -
- ski p-i samoptions at runtime.

As of Version 3.23, all MySQL servers support Myl SAM tables, because Myl SAM s the default
storage engine.

The mysqld_safe Server Startup Script

mysgld_safe is the recommended way to start a mysqgld server on Unix and NetWare. mysgld_safe
adds some safety features such as restarting the server when an error occurs and logging runtime in-
formation to an error log file. NetWare-specific behaviors are listed later in this section.

Note: Before MySQL 4.0, mysqgld_safe is named safe_mysqgld. To preserve backward compatibil-
ity, MySQL binary distributions for some time will include safe mysgld as a symbolic link to
mysgld_safe.

By default, mysgld_safe tries to start an executable named mysqld-max if it exists, or mysgld oth-
erwise. Be aware of the implications of this behavior:

e On Linux, the MySQL- Max RPM relies on this mysgld_safe behavior. The RPM installs an ex-
ecutable named mysgld-max, which causes mysgld_safe to automatically use that executable
from that point on.

e If you install a MySQL-Max distribution that includes a server named mysqgld-max, then up-
grade later to a non-Max version of MySQL, mysgld_safe still attempts to run the old mysqgld-
max server. If you perform such an upgrade, you should manually remove the old mysgld-max
server to ensure that mysgld_safe runs the new mysqld server.
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To override the default behavior and specify explicitly which server you want to run, specify a -
-nysql d or - - nysql d- ver si on option to mysgld_safe.

Many of the options to mysqgld_safe are the same as the options to mysgld. See Section 5.2.1,
“mysqgld Command-Line Options’.

All options specified to mysgld_safe on the command line are passed to mysgld. If you want to use
any options that are specific to mysqgld_safe and that mysqgld doesn't support, do not specify them
on the command line. Instead, list them in the [ mysql d_saf e] group of an option file. See Sec-
tion 4.3.2, “Using Option Files’.

mysgld_safe reads al options from the [ mysql d], [ server], and [ nysql d_saf e] sections
in option files. For backward compatibility, it also reads [ saf e_nysql d] sections, although you
should rename such sectionsto [ nysql d_saf e] when you begin using MySQL 4.0 or later.

mysgld_safe supports the following options:

e --help
Display a help message and exit. (New in 5.0.3)
e --basedir=path
The path to the MySQL installation directory.
e --core-file-size=size
The size of the core file mysqgld should be able to create. The option value is passed to ulimit -c.
e --datadir=path
The path to the data directory.
e --defaults-extra-file=path
The name of an option file to be read in addition to the usual option files.
e --defaults-file=path
The name of an option file to be read instead of the usual option files.
e --err-log=path
Theold form of the- - | og- er r or option, to be used before MySQL 4.0.
e --ledir=path

The path to the directory containing the mysgld program. Use this option to explicitly indicate
the location of the server.

e --log-error=path
Write the error log to the given file. See Section 5.9.1, “The Error Log”.

e --nysql d=prog_nane
The name of the server program (in the | edi r directory) that you want to start. This option is
needed if you use the MySQL binary distribution but have the data directory outside of the bin-
ary distribution.

e --nysqgl d-version=suffix

This option is similar to the - - nysql d option, but you specify only the suffix for the server
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program name. The basename is assumed to be mysgld. For example, if you use -
-nysql d- ver si on=max, mysgld_safe starts the mysqgld-max program in thel edi r direct-
ory. If the argument to - - nysql d- ver si on is empty, mysqld_safe uses mysgld in the
| edi r directory.

--nice=priority

Usetheni ce program to set the server's scheduling priority to the given value. This option was
added in MySQL 4.0.14.

--no-defaults
Do not read any option files.
--open-files-limt=count

The number of files mysgld should be able to open. The option value is passed to ulimit -n.
Note that you need to start mysgld_safeasr oot for thisto work properly!

--pid-file=path

The path to the process ID file.

--port=port_num

The port number to use when listening for TCP/IP connections.
--socket =pat h

The Unix socket file to use for local connections.

--ti mezone=zone

Set the TZ time zone environment variable to the given option value. Consult your operating
system documentation for legal time zone specification formats.

--user={user_nanme | user _id}
Run the mysgld server as the user having the name user _nane or the numeric user ID

user _i d. ("User" in this context refers to a system login account, not a MySQL user listed in
the grant tables.)

The mysgld_safe script is written so that it normally can start a server that was installed from either
a source or a binary distribution of MySQL, even though these types of distributions typically install
the server in dlightly different locations. (See Section 2.1.5, “Installation Layouts’.) mysqgld_safe
expects one of the following conditions to be true:

The server and databases can be found relative to the directory from which mysqgld_safe is in-
voked. For binary distributions, mysgld_safe looks under its working directory for bi n and
dat a directories. For source distributions, it looks for | i bexec and var directories. This con-
dition should be met if you execute mysqld_safe from your MySQL installation directory (for
example, / usr/ | ocal / nysql for abinary distribution).

If the server and databases cannot be found relative to the working directory, mysgld_safe at-
tempts to locate them by absolute pathnames. Typical locations are / usr/ | ocal /| i bexec
and / usr/ 1 ocal / var . The actual locations are determined from the values configured into
the distribution at the time it was built. They should be correct if MySQL isinstalled in the loca
tion specified at configuration time.

Because mysqld_safe tries to find the server and databases relative to its own working directory,
you can install a binary distribution of MySQL anywhere, as long as you run mysgld_safe from the
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MySQL installation directory:
shel | > cd nysql installation_directory
shel | > bin/nysql d_safe &

If mysgld_safe fails, even when invoked from the MySQL installation directory, you can specify
the- -1 edir and- - dat adi r optionsto indicate the directories in which the server and databases
are located on your system.

Normally, you should not edit the mysqgld_safe script. Instead, configure mysqgld_safe by using
command-line options or optionsinthe [ mysql d_saf e] section of amy. cnf option file. Inrare
cases, it might be necessary to edit mysqgld_safe to get it to start the server properly. However, if
you do this, your modified version of mysqgld_safe might be overwritten if you upgrade MySQL in
the future, so you should make a copy of your edited version that you can reinstall.

On NetWare, mysqld_safe is a NetWare Loadable Module (NLM) that is ported from the original
Unix shell script. It does the following:

1. Runsanumber of system and option checks.

Runs a check on Myl SAMand | SAMtables.

Provides a screen presence for the MySQL server.

Starts mysqgld, monitorsit, and restartsit if it terminatesin error.

Sends error messages from mysgld tothe host _nan®e. err fileinthe data directory.

©o u &~ w N

Sends mysqld_safe screen output to the host _nane. saf e filein the data directory.

The mysql.server Server Startup Script

MySQL distributions on Unix include a script named mysql.server. It can be used on systems such
as Linux and Solaris that use System V-style run directories to start and stop system services. It is
also used by the Mac OS X Startup Item for MySQL.

mysqgl.server can be found in the support - fi |l es directory under your MySQL installation dir-
ectory or inaMySQL source tree.

If you use the Linux server RPM package (MySQL- ser ver - VERSI ON. r pn), the mysqgl.server
script will beinstalled inthe/ et ¢/ i ni t. d directory with the name nysql . You need not install
it manually. See Section 2.4, “Installing MySQL on Linux” for more information on the Linux RPM
packages.

Some vendors provide RPM packages that install a startup script under a different name such as
mysqgld.

If you install MySQL from a source distribution or using a binary distribution format that does not
install mysql.server automatically, you can install it manually. Instructions are provided in Sec-
tion 2.9.2.2, “ Starting and Stopping MySQL Automatically”.

mysgl.server reads options from the [ mysql . server] and [ nysql d] sections of option files.

(For backward compatibility, it also reads [ mysql _server] sections, athough you should re-
name such sectionsto [ nysql . ser ver] when you begin using MySQL 4.0 or later.)

The mysqld_multi Program for Managing Mul-

tiple MySQL Servers

mysgld_multi is meant for managing several mysqgld processes that listen for connections on differ-
ent Unix socket filesand TCP/IP ports. It can start or stop servers, or report their current status.
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The program searches for groups named [ nysql d#] in ny. cnf (or in the file named by the -
-confi g-fil e option). # can be any positive integer. This number is referred to in the following
discussion as the option group humber, or GNR. Group numbers distinguish option groups from one
another and are used as arguments to mysgld_multi to specify which servers you want to start, stop,
or obtain a status report for. Options listed in these groups are the same that you would use in the
[ mysql d] group used for starting mysqld. (See, for example, Section 2.9.2.2, “ Starting and Stop-
ping MySQL Automatically”.) However, when using multiple servers it is necessary that each one
use its own value for options such as the Unix socket file and TCP/IP port number. For more in-
formation on which options must be unique per server in a multiple-server environment, see Sec-
tion 5.10, “Running Multiple MySQL Servers on the Same Machine”.

To invoke mysgld_multi, use the following syntax:

shel I > mysqgld_nulti [options] {start|stop|report} [GNR,G\R]...]
start, stop, and report indicate which operation you want to perform. You can perform the
designated operation on a single server or multiple servers, depending on the G\R list that follows
the option name. If thereis no list, mysqld_multi performs the operation for all serversin the option

file.

Each G\R value represents an option group number or range of group numbers. The value should be
the number at the end of the group name in the option file. For example, the GNR for a group named
[ mysql d17] is17. To specify arange of numbers, separate the first and last numbers by a dash.
The GN\R value 10- 13 represents groups [ nysql d10] through [ mysql d13] . Multiple groups
or group ranges can be specified on the command line, separated by commas. There must be no
whitespace characters (spaces or tabs) in the GNR list; anything after a whitespace character is ig-
nored.

This command starts a single server using option group [ mysql d17] :

shel I > nmysgld nulti start 17

This command stops several servers, using option groups [ mysql 8] and [ mysql d10] through
[ mysql d13]:

shel I > mysqgld_nulti stop 8, 10-13

For an example of how you might set up an option file, use this command:

shel | > nmysqgl d_nul ti --exanple

mysgld_multi supports the following options:

e --config-file=name
Specify the name of an alternative option file. This affects where mysgld_multi looks for
[ mysql d#] option groups. Without this option, all options are read from the usua ny. cnf
file. The option does not affect where mysgld_multi reads its own options, which are always
taken fromthe[ nysql d_rul ti] groupintheusual ny. cnf file.

e --exanple

Display a sample option file.

e --help
Display ahelp message and exit.
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- -1 og=nane

Specify the name of the log file. If the file exists, log output is appended to it.

--mysgl adm n=prog_nane

The mysgladmin binary to be used to stop servers.

--mysgl d=pr og_nane

The mysqgld binary to be used. Note that you can specify mysqld_safe as the value for this op-
tion also. The options are passed to mysqgld. Just make sure that you have the directory where
mysqld islocated in your PATH environment variable setting or fix mysgld_safe.

--no-1og

Print log information to stdout rather than to the log file. By default, output goes to the log file.

- - passwor d=password

The password of the MySQL account to use when invoking mysgladmin. Note that the pass-
word value is not optional for this option, unlike for other MySQL programs.

--silent

Disable warnings. This option was added in MySQL 4.1.6.

--tcp-ip

Connect to each MySQL server viathe TCP/IP port instead of the Unix socket file. (If a socket
fileis missing, the server might still be running, but accessible only viathe TCP/IP port.) By de-
fault, connections are made using the Unix socket file. This option affects st op and r eport
operations.

--user=user_nane

The username of the MySQL account to use when invoking mysgladmin.

--ver bose

Be more verbose. This option was added in MySQL 4.1.6.

--version

Display version information and exit.

Some notes about mysgld_multi:

Make sure that the MySQL account used for stopping the mysqgld servers (with the mysgladmin
program) has the same username and password for each server. Also, make sure that the account
has the SHUTDOWN privilege. If the servers that you want to manage have many different user-
names or passwords for the administrative accounts, you might want to create an account on
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each server that has the same username and password. For example, you might set up a common
mul ti _adm n account by executing the following commands for each server:

shel I > nmysqgl -u root -S /tnp/nysql.sock -proot_password
nysql > GRANT SHUTDOAN ON *. *
-> TO 'multi _adm n' @Il ocal host' | DENTIFIED BY ' mul tipass';

See Section 5.5.2, “How the Privilege System Works’. You have to do this for each mysqgld
server. Change the connection parameters appropriately when connecting to each one. Note that
the host part of the account name must allow you to connect asmul ti _adm n from the host
where you want to run mysgld_multi.

e The--pid-fil e optionisvery important if you are using mysgld_safe to start mysqgld (for
example, - - nysql d=nysql d_saf e) Every mysqgld should have its own process ID file. The
advantage of using mysqld_safe instead of mysgld is that mysqld_safe “guards' its mysqgld
process and restarts it if the process terminates due to asignal sent using ki | I - 9 or for other
reasons, such as a segmentation fault. Please note that the mysgld_safe script might require that
you start it from a certain place. This means that you might have to change location to a certain
directory before running mysgld multi. If you have problems starting, please see the
mysqld_safe script. Check especially the lines:

MY_PWD=" pwd"

# Check I f we are starting this relative (for the binary rel ease)

if test -d $MY_PWD/ data/nysql -a -f ./share/nysql/english/errmsg.sys -a \
-x ./bin/nysqld

See Section 5.1.3, “The mysgld_safe Server Startup Script”. The test performed by these lines
should be successful, or you might encounter problems.

» The Unix socket file and the TCP/IP port number must be different for every mysgld.

e You might want to use the - - user option for mysgld, but in order to do this you need to run
the mysqld_multi script as the Unix r oot user. Having the option in the option file doesn't
matter; you just get awarning if you are not the superuser and the mysgld processes are started
under your own Unix account.

e Important: Make sure that the data directory is fully accessible to the Unix account that the spe-
cific mysgld process is started as. Do not use the Unix root account for this, unless you know
what you are doing.

* Most important: Before using mysgld_multi be sure that you understand the meanings of the
options that are passed to the mysqld servers and why you would want to have separate mysqgld
processes. Beware of the dangers of using multiple mysqgld servers with the same data directory.
Use separate data directories, unless you know what you are doing. Starting multiple servers
with the same data directory does not give you extra performance in a threaded system. See Sec-
tion 5.10, “Running Multiple MySQL Servers on the Same Machine’.

The following example shows how you might set up an option file for use with mysgld_multi. The
first and fifth [ mysql d#] group were intentionally left out from the example to illustrate that you
can have ““gaps" in the option file. This gives you more flexibility. The order in which the mysqld
programs are started or stopped depends on the order in which they appear in the option file.

# This file should probably be in your home dir (~/.ny.cnf)
# or /etc/ny.cnf
# Version 2.1 by Jani Tol onen

[mysqgld_multi]

nysql d = Jusr/local/bin/nysqld safe
nysqgl adm n = /usr/local /bin/nysql adni n
user = nulti_adnin

passwor d = mul ti pass
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[ nysql d2]

socket = /tnp/ nysql . sock2

port = 3307

pid-file = /usr/local / nmysql / var 2/ host nane. pi d2
dat adi r = /usr/local /mysqgl /var?2

| anguage = Jusr/local /share/nmysql/english

user = john

[ nysql d3]

socket = /tnp/ nysql . sock3

port = 3308

pid-file = Jusr/local /mysql / var 3/ host nane. pi d3
dat adi r = fusr/local /mysqgl /var3

| anguage = /usr/local /share/ nmysql / swedi sh

user = nonty

[ nysql d4]

socket = /tnp/ nysqgl . sock4

port = 3309

pid-file = Jusr/local /mysql / var 4/ host nane. pi d4
dat adi r = Jusr/local /nmysql/var4

| anguage = [/usr/local /share/ nysql/estonia

user = tonu

[ nysql d6]

socket = /tnp/ nysql . sock6

port = 3311

pid-file = /usr/local /nmysql / var 6/ host nane. pi d6
dat adi r = [usr/local/nysqgl/var6

| anguage = /usr/local /sharel/ nysql/japanese
user = jani

See Section 4.3.2, “Using Option Files’.

5.2. Configuring the MySQL Server

5.2.1.

This section discusses MySQL server configuration topics:

o Startup options that the server supports
* How to set the server SQL mode
* Server system variables

e Server status variables

mysqld Command-Line Options

When you start the mysqgld server, you can specify program options using any of the methods de-
scribed in Section 4.3, “ Specifying Program Options’. The most common methods are to provide
options in an option file or on the command line. However, in most cases it is desirable to make sure
that the server uses the same options each time it runs. The best way to ensure thisisto list them in
an option file. See Section 4.3.2, “Using Option Files”.

mysgld reads options from the [ mysql d] and [ server] groups. mysgld_safe reads options
from the [mysqgld], [server], [nysqld_safe], and [safe_nysqgld] groups.
mysqgl.server reads options from the [ mysql d] and [ mysql . server] groups. An embedded
MySQL server usually reads options from the [server], [enbedded], and
[ xxxxx_SERVER] groups, where xxxxx is the name of the application into which the server is
embedded.

mysgld accepts many command-line options. For a list, execute mysgld --help. Before MySQL
4.1.1, - - hel p printsthe full help message. As of 4.1.1, it prints a brief message; to see the full list,
use mysgld --verbose --help.
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The following list shows some of the most common server options. Additional options are described
elsewhere:

. _Options that affect security: See Section 5.4.3, “Startup Options for mysqgld Concerning Secur-
ity”.

» SSL-related options: See Section 5.6.7.5, “ SSL Command-Line Options’.

« Binary log control options: See Section 5.9.4, “The Binary Log".

* Replication-related options. See Section 6.8, “ Replication Startup Options’.

e Options specific to particular storage engines: See Section 14.1.1, “My| SAM Startup Options’,
Section 14.4.3, “BDB Startup Options”, Section 15.5, “I nnoDB Startup Options’.

You can also set the value of a server system variable by using the variable name as an option, as

described later in this section.

e --help, -7
Display a short help message and exit. Before MySQL 4.1.1, - - hel p displays the full help
message. As of 4.1.1, it displays an abbreviated message only. Use both the - - ver bose and -
- hel p optionsto see the full message.

e --ansi

Use standard SQL syntax instead of MySQL syntax. See Section 1.5.3, “Running MySQL in
ANSI Modge’. For more precise control over the server SQL mode, use the - - sqgl - node op-
tion instead.

e --basedir=path, -b path
The path to the MySQL installation directory. All paths are usually resolved relative to this.

e --big-tables
Allow large result sets by saving all temporary sets in files. This option prevents most ““table
full" errors, but also slows down queries for which in-memory tables would suffice. Since
MySQL 3.23.2, the server is able to handle large result sets automatically by using memory for
small temporary tables and switching to disk tables where necessary.

e --bind-address=IP
The IP address to bind to.

e --console

Write the error log messages to stderr/stdout even if - - | og- err or is specified. On Windows,
mysqld does not close the console screen if this option is used.

e --character-sets-dir=path

The directory where character sets are installed. See Section 5.8.1, “ The Character Set Used for
Data and Sorting”.

* --chroot=path

Put the mysgld server in a closed environment during startup by using the chr oot () system
call. This is a recommended security measure as of MySQL 4.0. (MySQL 3.23 is not able to
provide a chr oot () jail that is 100% closed.) Note that use of this option somewhat limits
LOAD DATA I NFI LEand SELECT ... | NTO QUTFI LE.
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--charact er -set -server=char set

Use char set as the default server character set. This option is available as of MySQL 4.1.3.
See Section 5.8.1, “The Character Set Used for Data and Sorting”.

--core-file

Write a core file if mysgld dies. For some systems, you must also specify the -
-core-file-size option to mysgld_safe. See Section 5.1.3, “The mysqgld_safe Server
Startup Script”. Note that on some systems, such as Solaris, you do not get a corefile if you are
alsousing the - - user option.

--collation-server=coll ation

Use col | ati on as the default server collation. This option is available as of MySQL 4.1.3.
See Section 5.8.1, “The Character Set Used for Data and Sorting”.

--datadir=path, -h path

The path to the data directory.

- -debug[ =debug_options], -# [debug_opti ons]

If MySQL is configured with - - wi t h- debug, you can use this option to get a trace file of
what mysgld is doing. The debug_opti ons string often is' d:t: o, fil e_name'. See
Section E.1.2, “Creating Trace Files’.

--defaul t-character-set=charset

Use charset as the default character set. This option is deprecated in favor of -
-charact er-set-server asof MySQL 4.1.3. See Section 5.8.1, “The Character Set Used
for Data and Sorting”.

--default-collation=collation

Use col l ation as the default collation. This option is deprecated in favor of -
-col | ati on-server asof MySQL 4.1.3. See Section 5.8.1, “The Character Set Used for
Data and Sorting”.

--def aul t - st or age- engi ne=t ype

Thisoptionisasynonym for - - def aul t - t abl e-t ype. Itisavailable as of MySQL 4.1.2.
--defaul t-tabl e-type=type

Set the default table type for tables. See Chapter 14, MySQL Sorage Engines and Table Types.
--defaul t-ti me-zone=type

Set the default server time zone. This option setsthe global t i me_zone system variable. If this
option is not given, the default time zone is the same as the system time zone (given by the value
of thesyst em ti ne_zone system variable. This option is available as of MySQL 4.1.3.
--del ay-key-write[= OFF | ON | ALL]

How the DELAYED KEYS option should be used. Delayed key writing causes key buffers not to
be flushed between writes for Myl SAM tables. OFF disables delayed key writes. ON enables
delayed key writes for those tables that were created with the DELAYED KEYS option. ALL
delays key writes for all Myl SAM tables. Available as of MySQL 4.0.3. See Section 7.5.2,
“Tuning Server Parameters’. See Section 14.1.1, “My| SAMStartup Options’.

Note: If you set this variable to ALL, you should not use Myl SAMtables from within another

program (such as from another MySQL server or with myisamchk) when thetableisin use. Do-
ing so leads to index corruption.
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--del ay-key-write-for-all-tables

Old form of - - del ay- key-writ e=ALL for use prior to MySQL 4.0.3. As of 4.0.3, use -
-del ay- key-wr it e instead.

--des-key-file=file_nane

Read the default keys used by DES_ENCRYPT() and DES_DECRYPT() from thisfile.

- - enabl e- naned- pi pe

Enable support for named pipes. This option applies only on Windows NT, 2000, XP, and 2003
systems, and can be used only with the mysgld-nt and mysgld-max-nt servers that support
named pipe connections.

--exit-info[=flags], -T [flags]

This is a bit mask of different flags you can use for debugging the mysgld server. Do not use
this option unless you know exactly what it does!

--external -1 ocki ng

Enable system locking. Note that if you use this option on a system on which | ockd does not
fully work (as on Linux), it is easy for mysgld to deadlock. This option previously was named -
- enabl e- 1 ocki ng.

Note: If you use this option to enable updates to Myl SAMtables from many MySQL processes,
you have to ensure that these conditions are satisfied:

* You should not use the query cache for queries that use tables that are updated by another

process.

e You should not use - -del ay- key-write=ALL or DELAY_KEY WRI TE=1 on any
shared tables.

The easiest way to ensure this is to always use - - ext er nal - | ocki ng together with -
-del ay- key-wite=0OFF --query-cache-size=0.

(Thisis not done by default because in many setups it's useful to have a mixture of the above op-
tions.)

--flush

Flush al changes to disk after each SQL statement. Normally MySQL does a write of all
changes to disk only after each SQL statement and lets the operating system handle the synching
to disk. See Section A.4.2, “What to Do If MySQL Keeps Crashing”.

--init-file=file

Read SQL statements from this file at startup. Each statement must be on a single line and
should not include comments.

--i nnodb- saf e- bi nl og

Adds consistency guarantees between the content of | nnoDB tables and the binary log. See Sec-
tion 5.9.4, “The Binary Log”.

- -l anguage=l ang_nane, -L |ang_nhane
Client error messages in given language. | ang_nane can be given as the language name or as

the full pathname to the directory where the language files are installed. See Section 5.8.2,
“ Setting the Error Message Language’”.
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--1 ar ge- pages

Some hardware/operating system architectures support memory pages greater than the default
(usually 4 KB). The actual implementation of this support depends on the underlying hardware
and OS. Applications that perform a lot of memory access may aobtain performance improve-
ments by using large pages due to reduced Translation Lookaside Buffer (TLB) misses.

Currently, MySQL supports only the Linux implementation of large pages support (which is
called HugeTLB in Linux). We have plans to extend this support to FreeBSD, Solaris and pos-
sibly other platforms.

Before large pages can be used on Linux, it is necessary to configure the HugeTLB memory
pool. For reference, consult the huget | bpage. t xt filein the Linux kernel source.

This option is disabled by default. It was added in MySQL 5.0.3.
--log[=file], -1 [file]

Log connections and queries to this file. See Section 5.9.2, “The General Query Log”. If you
don't specify afilename, MySQL useshost _narne. | og asthefilename.

--log-bin=[file]

The binary log file. Log all queries that change datato thisfile. Used for backup and replication.
See Section 5.9.4, “The Binary Log”. It is recommended to specify a filename (see Sec-
tion 1.5.7.3, “Open Bugs and Design Deficienciesin MySQL” for the reason) otherwise MySQL
useshost _nane- bi n asthelog file basename.

--1 0g-bin-index[=fil e]

The index file for binary log filenames. See Section 5.9.4, “The Binary Log”. If you don't spe-
cify a filename, and if you didn't specify one in - -1 og- bi n, MySQL uses host _narne-
bi n. i ndex asthefilename.

--log-error[=file]

Log errors and startup messages to this file. See Section 5.9.1, “The Error Log”. If you don't
specify afilename, MySQL useshost _nane. err asthefilename.

--log-isanf=file]
Log al | SAMMy| SAMchanges to thisfile (used only when debugging | SAMM/1 SAM.
- -1 o0g-1ong-fornmat

Log some extra information to the log files (update log, binary update log, and slow queries log,
whatever log has been activated). For example, username and timestamp are logged for queries.
Before MySQL 4.1, if you are using - - | 0og- sl ow queri es and - -1 og-1 ong- f or mat
queries that are not using indexes aso are logged to the slow query log. -
-log-long-format is deprecated as of MySQL verson 4.1, when -
-1 og-short - f or mat was introduced. (Long log format is the default setting since version
4.1.) Also note that starting with MySQL 4.1, the - - | og- queri es- not - usi ng- i ndexes
option is available for the purpose of logging queries that do not use indexes to the slow query
log.

--1 0og- queri es- not - usi ng-i ndexes

If you are using this option with - - | 0og- sl ow quer i es, then queries that are not using in-
dexes also are logged to the slow query log. This option is available as of MySQL 4.1. See Sec-
tion 5.9.5, “The Slow Query Log”.

--log-short-format

Log less information to the log files (update log, binary update log, and slow queries log,
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whatever log has been activated). For example, username and timestamp are not logged for quer-
ies. This option was introduced in MySQL 4.1.

--1 og-sl ow queries[=file]

Log all queries that have taken more than | ong_query_ti me seconds to execute to this file.
See Section 5.9.5, “The Slow Query Log”. Note that the default for the amount of information
logged has changed in MySQL 4.1 See the --log-long-format and -
-1 og- short - f or mat optionsfor details.

--1 og-update[=file]

Log updatestof i | e# where# isaunique number if not given. See Section 5.9.3, “The Update
Log”. The update log is deprecated and is removed in MySQL 5.0.0; you should use the binary
log instead (- - | 0g- bi n). See Section 5.9.4, “The Binary Log". Starting from version 5.0.0,
using - - | 0g- updat e turns on the binary log instead (see Section D.1.4, “Changes in release
5.0.0 (22 Dec 2003: Alpha)”).

--1 og-warni ngs, -W

Print out warnings such as Abort ed connecti on. .. to the error log. Enabling this option
is recommended, for example, if you use replication (you get more information about what is
happening, such as messages about network failures and reconnections). This option is enabled
by default as of MySQL 4.0.19 and 4.1.2; to disable it, use - - ski p- | og- war ni ngs. As of
MySQL 4.0.21 and 4.1.3, aborted connections are not logged to the error log unless the value is
greater than 1. See Section A.2.10, “Communication Errors and Aborted Connections”.

This option was named - - war ni ngs before MySQL 4.0.
--lowpriority-updates

Table-modifying operations (I NSERT, REPLACE, DELETE, UPDATE) have lower priority than
selects. This can also be done via {I NSERT | REPLACE | DELETE | UPDATE}
LOWPRIOCRITY ... to lower the priority of only one query, or by SET
LOW PRI ORI TY_UPDATES=1 to change the priority in one thread. See Section 7.3.2, “Table
Locking Issues’.

--nmenl ock

Lock the mysqgld process in memory. This works on systems such as Solaris that support the
m ockal | () system call. This might help if you have a problem where the operating system is
causing mysgld to swap on disk. Note that use of this option requires that you run the server as
r oot , whichis normally not agood idea for security reasons.

--nyi samrecover [=option[,option...]]]

Set the Myl SAMstorage engine recovery mode. The option value is any combination of the val-
ues of DEFAULT, BACKUP, FORCE, or QUI CK. If you specify multiple values, separate them by
commas. You can also use avalue of "" to disable this option. If this option is used, mysqld,
when it opens a Myl SAMtable, checks whether the table is marked as crashed or wasn't closed
properly. (The last option works only if you ae running with
- - ski p- ext ernal -1 ocki ng.) If thisis the case, mysgld runs a check on the table. If the
table was corrupted, mysqgld attempts to repair it.

The following options affect how the repair works:

Option Description

DEFAULT The same as not giving any optionto - - myi sam r ecover.

BACKUP If the data file was changed during recovery, save a backup of the
t bl _nane. MYDfileast bl _nane-dat et i me. BAK.

FORCE Run recovery even if we would lose more than one row from the . MYDfile.
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QUI CK | Don't check the rowsin the table if there aren't any delete blocks.

Before a table is automatically repaired, MySQL adds a note about this in the error log. If you
want to be able to recover from most problems without user intervention, you should use the op-
tions BACKUP, FORCE. This forces a repair of atable even if some rows would be deleted, but
it keeps the old data file as a backup so that you can later examine what happened.

This option is available as of MySQL 3.23.25.
--ndb- connect st ri ng=connect _string

When using the NDB storage engine, it is possible to point out the management server that dis-
tributes the cluster configuration by setting the connect string option. See Section 16.3.4.2, “The
MySQL Cluster connect st ri ng” for syntax.

--ndbcl ust er

If the binary includes support for the NDB Cl ust er storage engine (from version 4.1.3, the
MySQL-Max binaries are built with NDB Cl ust er enabled) the default disabling of support
for the NDB O ust er storage engine can be overruled by using this option. Using the NDB
Cl ust er storage engine is necessary for using MySQL Cluster. See Chapter 16, MySQL
Cluster.

--nhew

The - - new option can be used to make the server behave as 4.1 in certain respects, easing a4.0
to 4.1 upgrade:

» Hexadecimal strings such as OxFF are treated as strings by default rather than as numbers.
(Worksin 4.0.12 and up.)

e Tl MESTAMP isreturned as a string with the format ' YYYY- MM DD HH: MM SS' . (Works
in 4.0.13 and up.) See Chapter 11, Column Types.

This option can be used to help you see how your applications behave in MySQL 4.1, without
actually upgrading to 4.1.

--ol d- passwor ds

Force the server to generate short (pre-4.1) password hashes for new passwords. This is useful
for compatibility when the server must support older client programs. See Section 5.5.9,
“Password Hashing in MySQL 4.1".

--old-protocol, -0

Use the 3.20 protocol for compatibility with some very old clients. See Section 2.10.6,
“Upgrading from Version 3.20 to 3.21".

--one-thread

Only use one thread (for debugging under Linux). This option is available only if the server is
built with debugging enabled. See Section E.1, “Debugging aMySQL Server”.

--open-files-1limt=count

To change the number of file descriptors available to mysqgld. If thisis not set or set to 0, then
mysqld uses this value to reserve file descriptors to use with setrl i mi t () . If thisvalueis O
then mysgld reserves nmx_connections*5 or nmax_connections + ta-
bl e_cache*2 (whichever is larger) number of files. You should try increasing this if mysgld
gives you the error "Too many open files."
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--pid-file=path

The path to the process ID file used by mysgld_safe.

--port=port_num -P port_num

The port number to use when listening for TCP/IP connections.

- -saf e- node

Skip some optimization stages.

- - saf e- show dat abase

With this option, the SHOW DATABASES statement displays only the names of those databases
for which the user has some kind of privilege. As of MySQL 4.0.2, this option is deprecated and
doesn't do anything (it is enabled by default), because there is a SHOW DATABASES privilege
that can be used to control access to database names on a per-account basis. See Section 5.5.3,
“Privileges Provided by MySQL".

--safe-user-create

If this is enabled, a user can't create new users with the GRANT statement, if the user doesn't
have the | NSERT privilege for thermysql . user table or any column in the table.

--secure-auth

Disallow authentication for accounts that have old (pre-4.1) passwords. This option is available
asof MySQL 4.1.1.

- -shar ed- nenory

Enable shared-memory connections by local clients. This option is available only on Windows.
It was added in MySQL 4.1.0.

- - shar ed- nenor y- base- nane=nane

The name to use for shared-memory connections. This option is available only on Windows. It
was added in MySQL 4.1.0.

- - ski p- bdb

Disable the BDB storage engine. This saves memory and might speed up some operations. Do
not use this option if you require BDB tables.

--ski p-concurrent-insert

Turn off the ability to select and insert at the same time on Myl SAMtables. (This is to be used
only if you think you have found a bug in this feature.)

- -ski p-del ay-key-wite

Ignore the DELAY _KEY_WRI TE option for all tables. As of MySQL 4.0.3, you should use -
- del ay- key-w it e=OFF instead. See Section 7.5.2, “Tuning Server Parameters”’.

- - ski p-external -1 ocki ng

Don't use system locking. To use isamchk or myisamchk, you must shut down the server. See
Section 1.2.3, “MySQL Stability”. In MySQL 3.23, you can use CHECK TABLE and REPAI R
TABLE to check and repair Myl SAM tables. This option previousy was named -
- ski p- | ocki ng.

--ski p-grant-tabl es
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This option causes the server not to use the privilege system at all. This gives everyone full ac-
cess to all databases! (You can tell arunning server to start using the grant tables again by ex-
ecuting a mysgladmin flush-privileges or mysgladmin reload command, or by issuing a
FLUSH PRI VI LEGES statement.)

--ski p-host -cache

Do not use the internal hostname cache for faster name-to-1P resolution. Instead, query the DNS
server every time aclient connects. See Section 7.5.6, “How MySQL Uses DNS'.

- - ski p-i nnodb

Disable the | nnoDB storage engine. This saves memory and disk space and might speed up
some operations. Do not use this option if you require | nnoDB tables.

- -skip-i sam

Disable the | SAMstorage engine. As of MySQL 4.1, | SAMis disabled by default, so this option

applies only if the server was configured with support for | SAM This option was added in

MySQL 4.1.1.

- - ski p- nane-resol ve

Do not resolve hosthames when checking client connections. Use only |P numbers. If you use

thisoption, all Host column valuesin the grant tables must be IP numbersor | ocal host . See

Section 7.5.6, “How MySQL Uses DNS’.

- -ski p-ndbcl ust er

Disable the NDB Cl ust er storage engine. This is the default for binaries that were built with

NDB Cl ust er storage engine support, this means that the system only allocates memory and

other resources for this storage engine if it is explicitly enabled.

- - ski p- net wor ki ng

Don't listen for TCP/IP connections at all. All interaction with mysgld must be made via named

pipes or shared memory (on Windows) or Unix socket files (on Unix). This option is highly re-

commended for systems where only local clients are allowed. See Section 7.5.6, “How MySQL

Uses DNS'.

- - ski p- new

Don't use new, possibly wrong routines.

--ski p-synli nk

Thisisthe old form of - - ski p- synbol i c- | i nks, for use before MySQL 4.0.13.

--synbolic-1links, --skip-synbolic-links

Enable or disable symbolic link support. This option has different effects on Windows and Unix:

*  On Windows, enabling symbolic links allows you to establish a symbolic link to a database
directory by creating a di r ect ory. symfile that contains the path to the real directory.
See Section 7.6.1.3, “Using Symbolic Links for Databases on Windows'.

e On Unix, enabling symbolic links means that you can link a Myl SAMindex file or data file
to another directory with the | NDEX DI RECTORY or DATA DI RECTORY options of the
CREATE TABLE statement. If you delete or rename the table, the files that its symbolic
links point to also are deleted or renamed. See Section 13.2.6, “CREATE TABLE Syntax”.

This option was added in MySQL 4.0.13.
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--ski p-safemal | oc

If MySQL isconfigured with - - wi t h- debug=f ul | , all MySQL programs check for memory
overruns during each memory allocation and memory freeing operation. This checking is very
sow, so for the server you can avoid it when you don't need it by using the -
- ski p- saf emal | oc option.

- - ski p- show dat abase

With this option, the SHON DATABASES statement is alowed only to users who have the
SHOW DATABASES privilege, and the statement displays all database names. Without this op-
tion, SHOW DATABASES is alowed to all users, but displays each database name only if the
user has the SHOW DATABASES privilege or some privilege for the database.

--ski p-stack-trace

Don't write stack traces. This option is useful when you are running mysgld under a debugger.
On some systems, you also must use this option to get a core file. See Section E.1, “Debugging a
MySQL Server”.

--skip-thread-priority
Disable using thread priorities for faster response time.

--socket =pat h

On Unix, this option specifies the Unix socket file to use for local connections. The default
valueis/ t mp/ mysql . sock. On Windows, the option specifies the pipe name to use for local
connections that use a named pipe. The default value is My SQL.

--sql - node=val ue[, val ue[, val ue. . .]]

Set the SQL mode for MySQL. See Section 5.2.2, “The Server SQL Mode”. This option was ad-
dedin 3.23.41.

- -t enp- pool

This option causes most temporary files created by the server to use a small set of names, rather
than a unique name for each new file. This works around a problem in the Linux kernel dealing
with creating many new files with different names. With the old behavior, Linux seems to
“leak" memory, because it's being allocated to the directory entry cache rather than to the disk
cache.

--transaction-isol ati on=l evel

Sets the default transaction isolation level, which can be READ- UNCOVM TTED, READ-
COW TTED, REPEATABLE- READ, or SERI ALI ZABLE. See Section 13.4.6, “SET TRANS-
ACTI ON Syntax”.

--tnpdir=path, -t path

The path of the directory to use for creating temporary files. It might be useful if your default /
t np directory resides on a partition that is too small to hold temporary tables. Starting from
MySQL 4.1, this option accepts several paths that are used in round-robin fashion. Paths should
be separated by colon characters (*: ') on Unix and semicolon characters ('; ') on Windows, Net-
Ware, and OS/2. If the MySQL server is acting as a replication slave, you should not set -
-t mpdi r to point to a directory on a memory-based filesystem or to a directory that is cleared
when the server host restarts. A replication slave needs some of its temporary files to survive a
machine restart so that it can replicate temporary tablesor LOAD DATA | NFI LE operations. If
filesin the temporary file directory are lost when the server restarts, replication fails.
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e --user={user_nane | user_id}, -u {user_nane | user_id}

Run the mysgld server as the user having the name user _namne or the numeric user 1D
user _i d. ("User" in this context refers to a system login account, not a MySQL user listed in
the grant tables.)

This option is mandatory when starting mysgld asr oot . The server changes its user ID during
its startup sequence, causing it to run as that particular user rather than as r oot . See Sec-
tion 5.4.1, “General Security Guidelines’.

Starting from MySQL 3.23.56 and 4.0.12: To avoid a possible security hole where a user adds a
- -user =r oot optionto some ny. cnf file (thus causing the server to run asr oot ), mysqgld
uses only the first - - user option specified and produces a warning if there are multiple -
- user options. Options in / et c/ my. cnf and dat adi r/ ny. cnf are processed before
command-line options, so it is recommended that you put a- - user optionin/ et ¢/ imy. cnf
and specify avalue other thanr oot . Theoptionin/ et ¢/ my. cnf isfound before any other -
- user options, which ensures that the server runs as a user other thanr oot , and that awarning
resultsif any other - - user optionisfound.

e --version, -V

Display version information and exit.

As of MySQL 4.0, you can assign a value to a server system variable by using an option of the form
--var _nane=val ue. For example, --key_buffer_size=32M sets the
key buffer_si ze variableto avaue of 32MB.

Note that when setting a variable to a value, MySQL might automatically correct it to stay within a
given range, or adjust the value to the closest allowable value if only certain values are allowed.

It is aso possible to set variables by using - - set-vari abl e=var _name=val ue or -O
var _nane=val ue syntax. However, this syntax is deprecated as of MySQL 4.0.

You can find a full description for al variables in Section 5.2.3, “Server System Variables’. The
section on tuning server parameters includes information on how to optimize them. See Sec-
tion 7.5.2, “Tuning Server Parameters’.

You can change the values of most system variables for a running server with the SET statement.
See Section 13.5.3, “ SET Syntax”.

If you want to restrict the maximum value that a startup option can be set to with SET, you can
define this by using the - - maxi mum var _nane command-line option.

The Server SQL Mode

The MySQL server can operate in different SQL modes, and (as of MySQL 4.1) can apply these
modes differentially for different clients. This allows an application to tailor server operation to its
own requirements.

Modes define what SQL syntax MySQL should support and what kind of data validation checks it
should perform. This makes it easier to use MySQL in different environments and to use MySQL
together with other database servers.

You can set the default SQL mode by starting mysgld with the - - sql - node="nodes" option.
The value also can be empty (- - sgl - rode="") if you want to reset it.

Beginning with MySQL 4.1, you can also change the SQL mode after startup time by setting the
sqgl _node variable with a SET [ SESSI ON| GLOBAL] sql _node=' nbdes' statement. Set-
ting the GLOBAL variable requires the SUPER privilege and affects the operation of al clients that
connect from that time on. Setting the SESSI ON variable affects only the current client. Any client
can changeitssession sql _node value.
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nodes isalist of different modes separated by comma (', ) characters. Y ou can retrieve the current
mode by issuing aSELECT @@ ql _node statement. The default value is empty (no modes set).

The most important sgl _node values are probably these:

* ANS|

Change syntax and behavior to be more conformant to standard SQL. (New in MySQL 4.1.1)

* STRI CT_TRANS_TABLES

If avalue could not be inserted as given into atransactional table, abort the statement. For a non-
transactional table, abort the statement if the value occurs in a single-row statement or the first
row of a multiple-row statement. More detail is given later in this section. (New in MySQL
5.0.2)

* TRADI Tl ONAL

Make MySQL behave like a ““traditional" SQL database system. A simple description of this
mode is “"give an error instead of a warning" when inserting an incorrect value into a column.
Note: The | NSERT/UPDATE aborts as soon as the error is noticed. This may not be what you
want if you are using a non-transactional storage engine, because data changes made prior to the
error are not be rolled back, resulting in a ™" partially-done" update. (New in MySQL 5.0.2)

When this manua refers to “strict mode" it means a mode where a least one of
STRI CT_TRANS TABLES or STRI CT_ALL_TABLES is enabled.

The following list describes all the supported modes:

* ALLOW.I NVALI D_DATES

Don't do full checking of dates in strict mode. Check only that the month is in the range from 1
to 12 and the day is in the range from 1 to 31. This is very convenient for Web applications
where you obtain year, month, and day in three different fields and you want to store exactly
what the user inserted (without date validation). This mode applies to DATE and DATETI ME
columns. It does not apply TI MESTAMP columns, which always require avalid date.

This mode is new in MySQL 5.0.2. Before 5.0.2, this was the default MySQL date-handling
mode. As of 5.0.2, enabling strict mode causes the server to require that month and day values
be legal, not just in the range from 1 to 12 and 1 to 31. For example, ' 2004- 04- 31" islega
with strict mode disabled, but illegal with strict mode enabled. To alow such dates in strict
mode, enable ALLOW | NVALI D_DATES aswell.

« ANSI _QUOTES

Treat ™' as an identifier quote character (like the " ' quote character) and not as a string quote
character. You can till use " ' to quote identifiers in ANSI mode. With ANSI _ QUOTES en-
abled, you cannot use double quotes to quote a literal string, because it is interpreted as an iden-
tifier. (New in MySQL 4.0.0)

« ERROR_FOR DI VI SI ON_BY_ZERO

Produce an error in strict mode (otherwise a warning) when we encounter a division by zero (or
MOD( X, 0) ) during an | NSERT/ UPDATE. If this mode is not given, MySQL instead returns
NULL for divisions by zero. If used with | GNORE, MySQL generates a warning for divisions by
zero, but the result of the operation isNULL. (New in MySQL 5.0.2)
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HI GH_NOT_PRECEDENCE

From MySQL 5.0.2 on, the NOT operator precedence is handled so that expressions such as NOT
a BETWEEN b AND c are parsed as NOT (a BETWEEN b AND c). Before MySQL
5.0.2, the expression is parsed as (NOT a) BETWEEN b AND c. The old higher-precedence
behavior can be aobtained by enabling the H GH_NOT_PRECEDENCE SQL mode. (New in
MySQL 5.0.2)

mysqgl > SET sql _node =

mysql > SELECT NOT 1 BETWEEN -5 AND 5;
-> 0

nysql > SET sql _node = ' broken_not";

mysql > SELECT NOT 1 BETWEEN -5 AND 5;
-> 1

| GNORE_SPACE

Allow spaces between a function name and the '( ' character. This forces all function names to be
treated as reserved words. As aresult, if you want to access any database, table, or column name
that is areserved word, you must quote it. For example, because thereisa USER() function, the
name of the user tableinthe nysql database and the User column in that table become re-
served, so you must quote them:

SELECT "User" FROM nysql."user";
(New in MySQL 4.0.0)

NO_AUTO CREATE_USER

Prevent GRANT from automatically creating new users if it would otherwise do so, unless a
password also is specified. (New in MySQL 5.0.2)

NO_AUTO VALUE_ON_ZERO

NO_AUTO _VALUE_ON_ZERO &ffects handling of AUTO_| NCREMENT columns. Normally,
you generate the next sequence number for the column by inserting either NULL or O into it.
NO_AUTO VALUE_ON_ZERO suppresses this behavior for O so that only NULL generates the
next sequence number. (New in MySQL 4.1.1)

This mode can be useful if 0 has been stored in a table's AUTO_| NCREMENT column. (Thisis
not a recommended practice, by the way.) For example, if you dump the table with mysgldump
and then reload it, MySQL normally generates new sequence numbers when it encounters the O
values, resulting in a table with different contents than the one that was dumped. Enabling
NO_AUTO VALUE ON_ZERO before reloading the dump file solves this problem. As of
MySQL 4.1.1, mysgldump automatically includes a statement in the dump output to enable
NO_AUTO _VALUE_ON_ZERO

NO_BACKSLASH_ESCAPES

Disable the use of the backslash character (\ ) as an escape character within strings. With this
mode enabled, backslash becomes any ordinary character like any other. (New in MySQL 5.0.1)

NO DI R_| N_CREATE
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When creating a table, ignore al | NDEX DI RECTORY and DATA DI RECTORY directives.
Thisoption is useful on slave replication servers. (New in MySQL 4.0.15)

NO_Fl ELD_OPTI ONS

Don't print MySQL-specific column options in the output of SHON CREATE TABLE. This
mode is used by mysgldump in portability mode. (New in MySQL 4.1.1)

NO_KEY_COPTI ONS

Don't print MySQL-specific index options in the output of SHOW CREATE TABLE. This mode
is used by mysgldump in portability mode. (New in MySQL 4.1.1)

NO _TABLE_OPTI ONS

Don't print MySQL-specific table options (such as ENG NE) in the output of SHON CREATE
TABLE. This mode is used by mysgldump in portability mode. (New in MySQL 4.1.1)
NO_UNSI GNED_SUBTRACTI ON

In subtraction operations, don't mark the result as UNSI GNED if one of the operands is unsigned.
Note that this makes UNSI GNED Bl G NT not 100% usable in al contexts. See Section 12.7,
“Cast Functions and Operators’. (New in MySQL 4.0.2)

NO_ZERO DATE

Don't alow ' 0000- 00- 00" as avalid date. You can still insert zero dates with the | GNORE
option. (New in MySQL 5.0.2)

NO_ZERO | N_DATE

Don't accept dates where the month or day part is 0. If used with the | GNORE option, weinsert a
' 0000- 00- 00" datefor any such date. (New in MySQL 5.0.2)

ONLY_FULL_GROUP_BY

Don't allow queries that in the GROUP BY part refer to a not selected column. (New in MySQL
4.0.0)

Pl PES_AS_CONCAT

Treat | | as astring concatenation operator (same as CONCAT( ) ) rather than as a synonym for
OR. (New in MySQL 4.0.0)

REAL_AS FLOAT

Treat REAL as a synonym for FLOAT rather than as a synonym for DOUBLE. (New in MySQL
4.0.0)

STRI CT_ALL_TABLES

Enable strict mode for all storage engines. Invalid data values are rejected. Additional detail fol-
lows. (New in MySQL 5.0.2)
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* STRI CT_TRANS_TABLES

Enable strict mode for transactional storage engines, and when possible for non-transactional
storage engines. Additional detail follows. (New in MySQL 5.0.2)

Strict mode controls how MySQL handles values that are invalid or missing. A value can be invalid
for several reasons. For example, it might have the wrong data type for the column, or it might be
out of range. A value is missing when a new row to be inserted does not contain a value for a
column that has no explicit DEFAULT clausein its definition.

For transactional tables, an error occurs for invalid or missing values in a statement when either of
the STRI CT_ALL_TABLES or STRI CT_TRANS_TABLES modes are enabled. The statement is
aborted and rolled back.

For non-transactional tables, the behavior is the same for either mode, if the bad value occurs in the
first row to be inserted or updated. The statement is aborted and the table remains unchanged. If the
statement inserts or modifies multiple rows and the bad value occurs in the second or later row, the
result depends on which strict option is enabled:

e For STRI CT_ALL_TABLES, MySQL returns an error and ignores the rest of the rows.
However, in this case, the earlier rows still have been inserted or updated. This means that you
might get a partial update, which might not be what you want. To avoid this, it's best to use
single-row statements because these can be aborted without changing the table.

* For STRI CT_TRANS_ TABLES, MySQL converts an invalid value to the closest valid value for
the column and insert the adjusted value. If a value is missing, MySQL inserts the implicit de-
fault value for the column data type. In either case, MySQL generates a warning rather than an
error and continues processing the statement. Implicit defaults are described in Section 13.2.6,
“CREATE TABLE Syntax”.

Strict mode disallows invalid date values such as' 2004- 04- 31" . It does not disallow dates with

zero parts such as 2004- 04- 00" or “zero" dates. To disalow these as well, enable the
NO_ZERO | N_DATE and NO_ZERO DATE SQL modesin addition to strict mode.

If you are not using strict mode (that is, neither STRI CT_TRANS_TABLES nor
STRI CT_ALL_TABLES is enabled), MySQL inserts adjusted values for invalid or missing values
and produces warnings. In strict mode, you can produce this behavior by using | NSERT | GNORE
or UPDATE | GNORE. See Section 13.5.4.20, “ SHOW WARNI NGS Syntax”.

The following special modes are provided as shorthand for combinations of mode values from the
preceding list. All are available as of MySQL 4.1.1, except TRADI TI ONAL (5.0.2).

The descriptions include al mode values that are available in the most recent version of MySQL.
For older versions, a combination mode does not include individual mode values that are not avail-
able except in newer versions.
e ANSI
Equivalent to REAL_AS FLOAT, Pl PES_AS_CONCAT, ANSI _QUCTES, | GNORE_SPACE,
ONLY_FULL_GROUP_BY. See Section 1.5.3, “Running MySQL in ANSI Mode".
 DB2

Equivalent to PI PES_AS_CONCAT, ANS| _QUOTES, | GNORE_SPACE, NO_KEY_OPTI ONS,
NO_TABLE_OPTI ONS, NO_FI ELD_OPTI ONS.
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. MAXDB
Equivalent to PI PES_AS_CONCAT, ANS| _QUOTES, | GNORE_SPACE, NO_KEY_OPTI ONS,
NO_TABLE_OPTI ONS, NO_FI ELD_OPTI ONS, NO_AUTO_CREATE_USER.

. MBSQL
Equivalent to PI PES_AS_CONCAT, ANS|I _QUOTES, | GNORE_SPACE, NO_KEY_CPTI ONS,
NO_TABLE_OPTI ONS, NO_FI ELD_OPTI ONS.

. MYSQL323
Equivalent to NO_FI ELD_OPTI ONS, H GH_NOT_PRECEDENCE.

. MYSQL40

Equivalent to NO_FI ELD_OPTI ONS, Hl GH_NOT_PRECEDENCE.

+ ORACLE

Equivalent to Pl PES_AS_CONCAT, ANSI _QUOTES, | GNORE_SPACE, NO_KEY_OPTI ONS,
NO_TABLE_OPTI ONS, NO_FI ELD_OPTI ONS, NO_AUTO_CREATE_USER.

*+ POSTGRESQL

Equivalent to PI PES_AS_CONCAT, ANSI _QUOTES, | GNORE_SPACE, NO_KEY_OPTI ONS,
NO_TABLE_OPTI ONS, NO_FI ELD_OPTI ONS.

* TRADI Tl ONAL

Equivalent to STRI CT_TRANS TABLES, STRI CT_ALL_TABLES, NO_ZERO | N_DATE,
NO_ZERO DATE, ERROR_FOR DI VI S| ON_BY_ZERO, NO_AUTO CREATE_USER.

Server System Variables

The server maintains many system variables that indicate how it is configured. All of them have de-
fault values. They can be set at server startup using options on the command line or in option files.
Most of them can be set at runtime using the SET statement.

Beginning with MySQL 4.0.3, the mysgld server maintains two kinds of variables. Global variables
affect the overall operation of the server. Session variables affect its operation for individual client
connections.

When the server starts, it initializes all global variables to their default values. These defaults can be
changed by options specified in option files or on the command line. After the server starts, those
global variables that are dynamic can be changed by connecting to the server and issuing a SET
GLOBAL var _nanme statement. To change a global variable, you must have the SUPER privilege.

The server also maintains a set of session variables for each client that connects. The client's session
variables are initialized at connect time using the current values of the corresponding global vari-
ables. For those session variables that are dynamic, the client can change them by issuing a SET
SESSI ON var _nane statement. Setting a session variable requires no special privilege, but a cli-
ent can change only its own session variables, not those of any other client.

A change to a global variable is visible to any client that accesses that global variable. However, it
affects the corresponding session variable that is initialized from the global variable only for clients
that connect after the change. It does not affect the session variable for any client that is currently
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connected (not even that of the client that issuesthe SET GLOBAL statement).

When setting a variable using a startup option, variable values can be given with a suffix of K, M or
Gto indicate kilobytes, megabytes, or gigabytes, respectively. For example, the following command
starts the server with akey buffer size of 16 megabytes:

nysqgl d --key_ buffer_size=16M

Before MySQL 4.0, use this syntax instead:

nysqgl d --set-vari abl e=key_buffer_size=16M

The lettercase of suffix letters does not matter; 16 Mand 16mare equivalent.

At runtime, use the SET statement to set system variables. In this context, suffix letters cannot be
used, but the value can take the form of an expression:

nysql > SET sort_buffer_size = 10 * 1024 * 1024;

To specify explicitly whether to set the global or session variable, use the G_OBAL or SESSI ON op-
tions:

nysql > SET GLOBAL sort_buffer_size = 10 * 1024 * 1024;

nmysqgl > SET SESSI ON sort_buffer_size = 10 * 1024 * 1024,

Without either option, the statement sets the session variable.

The variables that can be set at runtime are listed in Section 5.2.3.1, “Dynamic System Variables’.

If you want to restrict the maximum value to which a system variable can be set with the SET state-
ment, you can specify this maximum by using an option of the form - - maxi num var _nane at
server startup. For example, to prevent the value of query_cache_si ze from being increased to
more than 32MB at runtime, use the option - - maxi num query_cache_si ze=32M This fea-
ture isavailable as of MySQL 4.0.2.

You can view system variables and their values by using the SHOW VARI ABLES statement. See
Section 9.4, “ System Variables’ for more information.

nysql > SHOW VARI ABLES;

o e e e e e e e e e e e e e o e m e e e e e e +
| Variabl e_nane | Val ue
Fom e e e e m e e e aa Fom e e e e e e e
back_I og 50
basedi r [usr/local/nmysq
bdb_cache_si ze 8388572
bdb_hore [usr/local/nysq
bdb_| og_buffer_size 32768
bdb_| ogdi r
bdb_max_| ock 10000
bdb_shared_dat a OFF
bdb_t npdir /tmp/
bdb_versi on Sl eepycat Sof t war e:
bi nl og_cache_si ze 32768
bul k_insert _buffer_size 8388608
character_set latinl
character_sets latinl big5 czech euc_kr
concurrent _insert ON
connect _ti meout 5
convert _character_set
dat adi r /usr/local /nmysql / dat a/
defaul t _week format 0
del ay_key wite ON
del ayed insert limt 100
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del ayed i nsert _tineout
del ayed _queue_si ze

fl ush

flush_ tine

ft_bool ean_synt ax

ft _max_word | en

ft mn word |en
ft_query_expansion_limt
ft _stopword file

have bdb
have_i nnodb
have i sam

have openssl
have query cache

have_raid

have “syniink

nit file

nnodb_addi ti onal _mem pool _si ze
nnodb_buf fer pool _si ze

nnodb_data_file_path
nnodb_dat a_hone_di r

nnodb_f ast _shut down
nnodb_file_io_threads
nnodb_flush_|og_at _trx_conmit
nnodb_fl ush_method
nnodb_force_ _recovery

nnodb_| ock_wai t _ti meout
nnodb_l og_arch _dir

nnodb_| og_ar chi ve

nnodb_| og_buf fer_si ze
nnodb_l og file_size
nnodb_log files_in_group
nnodb_| og_group_hone_dir
nnodb_mirrored_I og_groups
nnodb_t hread_concurrency
nteractive_ti nmeout
join_buffer_size

key buffer_size

key cache_age_threshol d

key cache_ bl ock_si ze

key cache_division_limt

| anguage
large fil
| ocal _infi
| ocked_in_
| og

| og_bin

| og_sl ave updates

| og_sl ow queri es

| og_updat e

| og_war ni ngs

| ong_query tine

| ow _priority_updates

| oner case_t abl e_nanes
max_al | owed_packet
max_bi nl og_cache_si ze
max_bi nl og_si ze

max_connect _errors
max_connect i ons

max_del ayed_t hr eads
max_error_count
max_heap_t abl e_si ze
max_j oi n_si ze
max_relay | og_size
max_sort_length

max_t np_t abl es

max_user _connecti ons
max_write | ock count

nyi sam max_extra_sort _file_size

es_support
ile
nenory

300
1000
OFF

0

+ -><()
84

4

20
(built-in)
YES

YES

YES

YES

YES

NO

DI SABLED

kg

1048576
8388608
i bdat al: 10M aut oext end

ON
4
1

0
50

OFF
1048576
5242880
2

A

1

8

28800
131072
16773120
300
1024
100

/usr/local/nysqgl/share/...

1047552
4294967295
1073741824
10

100

20

64
16777216
4294967295
0

1024

32

0
4294967295
268435456
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nyi sam max_sort _file_size 2147483647
nyi sam recover_options force
nyi sam repair_threads 1
nyi sam sort _buffer_size 8388608
net _buffer_length 16384
net read_ti neout 30
net _retry_count 10
net_wite_ tineout 60
open_files_ limt 1024
pidfile [usr/local /nysqgl/ nane. pid
port 3306
pr ot ocol version 10
qguery_cache limt 1048576
guery_cache_si ze 0
guery_cache_type ON
read_buffer_size 131072
read_rnd_buffer_size 262144
rpl _recovery_rank 0
server _id 0
ski p_ext er nal _I ocki ng ON
ski p_net wor ki ng OFF
ski p_show dat abase OFF
sl ave_net ti nmeout 3600
sl ow |l aunch_tine 2
socket /tmp/ nysql . sock
sort_buffer_size 2097116
sqgl _node
tabl e_cache 64
tabl e_type MYl SAM
t hread_cache_si ze 3
t hread_stack 131072
ti mezone EEST
tnp_tabl e_size 33554432
t npdi r [trp/:/ mt/hd2/tnp/
tx _isolation READ- COW TTED
version 4.0.4-beta
wai t _ti meout 28800
o m m e e e e e e e e e eeeeoan o m e e e e e e e ee e +

Most system variables are described here. Variables with no version indicated have been present
since at least MySQL 3.22. | nnoDB system variables are listed at Section 15.5, “1 nnoDB Startup
Options’.

Valuesfor buffer sizes, lengths, and stack sizes are given in bytes unless otherwise specified.

Information on tuning these variables can be found in Section 7.5.2, “Tuning Server Parameters’.

* ansi _node

Thisis ONif mysgld was started with - - ansi . See Section 1.5.3, “Running MySQL in ANSI
Mode’. This variable was added in MySQL 3.23.6 and removed in 3.23.41. See the description
for sql _node.

e back_| og

The number of outstanding connection regquests MySQL can have. This comes into play when
the main MySQL thread gets very many connection requests in a very short time. It then takes
some time (although very little) for the main thread to check the connection and start a new
thread. The back_| og value indicates how many requests can be stacked during this short time
before MySQL momentarily stops answering new requests. Y ou need to increase this only if you
expect alarge number of connectionsin a short period of time.

In other words, this value is the size of the listen queue for incoming TCP/IP connections. Y our
operating system has its own limit on the size of this queue. The manual page for the Unix
I'isten() system cal should have more details. Check your OS documentation for the max-
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imum value for this variable. Attempting to set back | og higher than your operating system
limit isineffective.

basedir

The MySQL installation base directory. This variable can be set with the - - basedi r option.
bdb_cache_si ze

The size of the buffer that is allocated for caching indexes and rows for BDB tables. If you don't
use BDB tables, you should start mysgld with - - ski p- bdb to not waste memory for this
cache. This variable was added in MySQL 3.23.14.

bdb_hone

The base directory for BDB tables. This should be assigned the same value as the dat adi r
variable. This variable was added in MySQL 3.23.14.

bdb_| og_buffer_size

The size of the buffer that is allocated for caching indexes and rows for BDB tables. If you don't
use BDB tables, you should set this to O or start mysgld with - - ski p- bdb to not waste
memory for this cache. This variable was added in MySQL 3.23.31.

bdb_I ogdi r

The directory where the BDB storage engine writes its log files. This variable can be set with the
- - bdb- | ogdi r option. Thisvariable was added in MySQL 3.23.14.

bdb_max_1 ock
The maximum number of locks you can have active on a BDB table (10,000 by default). You

should increase thisif errors such as the following occur when you perform long transactions or
when mysqgld has to examine many rows to calculate a query:

bdb: Lock table is out of available |ocks
CGot error 12 from...

This variable was added in MySQL 3.23.29.
bdb_shared_dat a

This is ON if you are using - - bdb- shar ed- dat a. This variable was added in MySQL
3.23.29.

bdb_t mpdi r

Thevalue of the - - bdb- t npdi r option. This variable was added in MySQL 3.23.14.
bdb_versi on

See the description for ver si on_bdb.

bi nl og_cache_si ze

The size of the cache to hold the SQL statements for the binary log during a transaction. A bin-
ary log cache is allocated for each client if the server supports any transactional storage engines
and, starting from MySQL 4.1.2, if the server has binary log enabled (- - | og- bi n option). If
you often use big, multiple-statement transactions, you can increase this to get more perform-
ance. The Bi nl og_cache_use and Bi nl og_cache_di sk_use status variables can be

useful for tuning the size of this variable. This variable was added in MySQL 3.23.29. See Sec-
tion5.9.4, “The Binary Log".
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bul k_insert _buffer_size

My | SAMuses a special tree-like cache to make bulk inserts faster for | NSERT ... SELECT,
INSERT ... VALUES (...), (...), ,and LOAD DATA | NFI LE. Thisvariable
limits the size of the cache tree in byt% per thread Setting it to O disables this optimization.
Note: This cacheis used only when adding data to a non-empty table. The default value is 8MB.
This variable was added in MySQL 4.0.3. This variable previously was named nyi s-
am bul k_i nsert_tree_size.

character_set

The default character set. This variable was added in MySQL 3.23.3, then removed in MySQL
4.1.1 and replaced by thevariouschar act er _set xxx variables.

character_set _client

The character set for statements that arrive from the client. This variable was added in MySQL
4.1.1.

character_set connection

The character set used for literals that do not have a character set introducer and for number-
to-string conversion. This variable was added in MySQL 4.1.1.

character_set dat abase

The character set used by the default database. The server sets this variable whenever the default
database changes. If there is no default database, the variable has the same value as char ac-
ter_set _server. Thisvariable was added in MySQL 4.1.1.

character_set _results

The character set used for returning query results to the client. This variable was added in
MySQL 4.1.1.

character_set _server
The server default character set. This variable was added in MySQL 4.1.1.
character_set_system

The character set used by the server for storing identifiers. The value is always ut f 8. This vari-
able was added in MySQL 4.1.1.

character_sets

The supported character sets. This variable was added in MySQL 3.23.15 and removed in
MySQL 4.1.1. (Use SHOW CHARACTER SET for alist of character sets.)

character_sets dir

The directory where character sets areinstalled. This variable was added in MySQL 4.1.2.

col l ati on_connection

The collation of the connection character set. This variable was added in MySQL 4.1.1.

col |l ati on_dat abase

The collation used by the default database. The server sets this variable whenever the default
database changes. If there is no default database, the variable has the same value as col | a-

tion_server. Thisvariablewasadded in MySQL 4.1.1.

col I ati on_server
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The server default collation. This variable was added in MySQL 4.1.1.

concurrent i nsert

If ON (the default), MySQL allows | NSERT and SELECT statements to run concurrently for
Myl SAMtables that have no free blocks in the middle. You can turn this option off by starting
mysgld with - - saf e or - - ski p- new. Thisvariable was added in MySQL 3.23.7.

connect _ti meout

The number of seconds the mysgld server waits for a connect packet before responding with
Bad handshake.

convert _character_set

The current character set mapping that was set by SET CHARACTER SET. This variable was
removed in MySQL 4.1.

datadir

The MySQL data directory. This variable can be set with the - - dat adi r option.

defaul t _week format

The default mode value to use for the WEEK(') function. This variable is available as of MySQL
4.0.14.

del ay_key wite
This option applies only to Myl SAMtables. It can have one of the following values to affect

handling of the DELAY_KEY_WRI TE table option that can be used in CREATE TABLE state-
ments.

Op- Description

tion

OFF DELAYED_KEY_W\RI TE isignored.

ON MySQL honors the DELAY_KEY_ WRI TE option for CREATE TABLE. Thisisthe
default value.

ALL All new opened tables are treated as if they were created with the
DELAY_KEY_WRI TE option enabled.

If DELAY_KEY_ WRI TE is enabled, this means that the key buffer for tables with this option are
not flushed on every index update, but only when a table is closed. This speeds up writes on
keys alot, but if you use this feature, you should add automatic checking of al Myl SAMtables
by starting the server with the --nyisamrecover option (for example, -
- nyi sam r ecover =BACKUP, FORCE). See Section 5.2.1, “mysgld Command-Line Op-
tions’ and Section 14.1.1, “My| SAMStartup Options”.

Note that - - ext er nal - | ocki ng doesn't offer any protection against index corruption for
tables that use delayed key writes.

This variable was added in MySQL 3.23.8.

del ayed_insert _limt
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After inserting del ayed_i nsert _|imt delayed rows, the | NSERT DELAYED handler
thread checks whether there are any SELECT statements pending. If so, it allows them to ex-
ecute before continuing to insert delayed rows.

del ayed_insert _tineout

How long an | NSERT DELAYED handler thread should wait for | NSERT statements before
terminating.

del ayed_queue_si ze

This is a per-table limit on the number of rows to queue when handling | NSERT DELAYED
statements. If the queue becomes full, any client that issues an | NSERT DELAYED statement
waits until there isroom in the queue again.

expire_| ogs_days

The number of days for automatic binary log removal. The default is O, which means ""no auto-
matic removal". Possible removals happen at startup and at binary log rotation. This variable
was added in MySQL 4.1.0.

flush

This is ON if you have started mysgld with the - - f | ush option. This variable was added in
MySQL 3.22.9.

flush_ tine

If thisis set to a non-zero value, al tables are closed every f | ush_t i me seconds to free up re-
sources and sync unflushed data to disk. We recommend this option only on Windows 9x or Me,
or on systems with minimal resources available. This variable was added in MySQL 3.22.18.
ft_bool ean_synt ax

The list of operators supported by boolean full-text searches performed using | N BOOLEAN
MODE. This variable was added in MySQL 4.0.1. See Section 12.6.1, “Boolean Full-Text
Searches”.

The default variable value is' + -><()~*:""&| " . The rules for changing the value are as
follows:

* Operator function is determined by position within the string.

* Thereplacement value must be 14 characters.

» Each character must be an ASCII non-al phanumeric character.

« Either thefirst or second character must be a space.

* No duplicates are allowed except the phrase quoting operators in positions 11 and 12. These
two characters are not required to be the same, but they are the only two that may be.

e Positions 10, 13, and 14 (which by default are set to ": ', '&', and '| ") are reserved for future
extensions.

ft_max_word_|en

The maximum length of the word to be included in a FULLTEXT index. This variable was added
in MySQL 4.0.0.

Note: FULLTEXT indexes must be rebuilt after changing this variable. Use REPAI R TABLE
tbl _name QU CK
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ft_ mn word |en

The minimum length of the word to be included in a FULLTEXT index. This variable was added
in MySQL 4.0.0.

Note: FULLTEXT indexes must be rebuilt after changing this variable. Use REPAI R TABLE
tbl _name QU CK

ft_query_expansion_limt

The number of top matches to use for full-text searches performed using W TH QUERY EX-
PANSI ON. This variable was added in MySQL 4.1.1.

ft stopword file

The file from which to read the list of stopwords for full-text searches. All the words from the
file are used; comments are not honored. By default, a built-in list of stopwords is used (as
defined inthemyi sani ft _stati c. c file). Setting this variable to the empty string (' ' ) dis-
ables stopword filtering. This variable was added in MySQL 4.0.10.

Note: FULLTEXT indexes must be rebuilt after changing this variable. Use REPAI R TABLE
tbl _name QU CK.

group_concat _nmax_| en

The maximum allowed result length for the GROUP_CONCAT( ) function. This variable was ad-
ded in MySQL 4.1.0.

have_ar chi ve
YES if mysqgld supports ARCHI VE tables, NOif not. This variable was added in MySQL 4.1.3.
have_ bdb

YES if mysqld supports BDB tables. DI SABLEDIf - - ski p- bdb isused. This variable was ad-
ded in MySQL 3.23.30.

have_conpress

Whether the zI i b compression library is available to the server. If not, the COMPRESS() and
UNCOVPRESS( ) functions cannot be used. This variable was added in MySQL 4.1.1.

have_crypt

Whether thecr ypt () system cal is available to the server. If not, the CRYPT() function can-
not be used. This variable was added in MySQL 4.0.10.

have_csv
YES if mysqgld supports ARCHI VE tables, NOif not. This variable was added in MySQL 4.1.4.
have_exanpl e_engi ne

YES if mysqgld supports EXAMPLE tables, NOif not. This variable was added in MySQL 4.1.4.

have_geonetry
Whether the server supports spatial data types. This variable was added in MySQL 4.1.3.

have_i nnodb
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YES if mysqgld supports | nnoDB tables. DI SABLED if - - ski p-i nnodb is used. This vari-
able was added in MySQL 3.23.37.

have i sam

YES if mysgld supports | SAMtables. DI SABLED if - - ski p-i samisused. This variable was
added in MySQL 3.23.30.

have_ndbcl ust er

YES if mysgld supports NDB Cl ust er tables. DI SABLED if - - ski p- ndbcl uster is
used. Thisvariable was added in MySQL 4.1.2.

have_openssl

YES if mysqgld supports SSL (encryption) of the client/server protocol. This variable was added
in MySQL 3.23.43.

have_query_cache

YES if mysqgld supports the query cache. This variable was added in MySQL 4.0.2.
have_raid

YES if mysqgld supports the RAI D option. This variable was added in MySQL 3.23.30.
have rtree_keys

Whether RTREE indexes are available. (These are used for spatial indexed in Myl SAMtables.)
This variable was added in MySQL 4.1.3.

have_syn i nk

Whether symboalic link support is enabled. This is required on Unix for support of the DATA
DI RECTORY and | NDEX DI RECTORY table options.

This variable was added in MySQL 4.0.0.

i nit_connect

A string to be executed by the server for each client that connects. The string consists of one or
more SQL statements. To specify multiple statements, separate them by semicolon characters.
For example, each client begins by default with autocommit mode enabled. There is no global
server variable to specify that autocommit should be disabled by default, but i ni t _connect
can be used to achieve the same effect:

SET GLOBAL init_connect="SET AUTOCOW T=0';

This variable can also be set on the command line or in an option file. To set the variable as just
shown using an option file, include these lines:

[ nysql d]
init_connect="SET AUTOCOW T=0'

Note that the content of i ni t _connect isnot executed for users having the SUPER privilege;
this is in case that content has been wrongly set (contains a wrong query, for example with a
syntax error), thus making all connections fail. Not executing it for SUPER users enables those
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to open aconnection and fix i ni t _connect . Thisvariable was added in MySQL 4.1.2.
init_file

The name of the file specified withthe--i ni t - fi | e option when you start the server. Thisis
afile containing SQL statements that you want the server to execute when it starts. Each state-
ment must be on a single line and should not include comments. This variable was added in
MySQL 3.23.2.

init_slave

Thisvariableissimilartoi ni t _connect , but isastring to be executed by a dlave server each
time the SQL thread starts. The format of the string isthe same asfor thei ni t _connect vari-
able. Thisvariable was added in MySQL 4.1.2.

i nnodb_xxx
Thel nnoDB system variables are listed at Section 15.5, “I nnoDB Startup Options’.
i nteractive_tinmeout

The number of seconds the server waits for activity on an interactive connection before closing
it. An interactive client is defined as a client that uses the CLI ENT_| NTERACTI VE option to
mysqgl _real connect().Seeadsowait tineout.

j oi n_buffer_size

The size of the buffer that is used for full joins (joins that do not use indexes). Normally the best
way to get fast joins is to add indexes. Increase the value of j oi n_buf fer _si ze to get a
faster full join when adding indexes is not possible. One join buffer is allocated for each full join
between two tables. For a complex join between several tables for which indexes are not used,
multiple join buffers might be necessary.

key_buffer_size

Index blocks for Myl SAM and | SAM tables are buffered and are shared by al threads.
key buffer_size isthe size of the buffer used for index blocks. The key buffer is also
known as the key cache.

The maximum allowable setting for key_buf f er _si ze is4GB. The effective maximum size
might be less, depending on your available physical RAM and per-process RAM limits imposed
by your operating system or hardware platform.

Increase the value to get better index handling (for al reads and multiple writes) to as much as
you can afford. Using a value that is 25% of total memory on a machine that mainly runs
MySQL is quite common. However, if you make the value too large (for example, more than
50% of your total memory) your system might start to page and become extremely slow.
MySQL relies on the operating system to perform filesystem caching for data reads, so you must
leave some room for the filesystem cache.

For even more speed when writing many rows at the same time, use LOCK TABLES. See Sec-
tion 13.4.5, “LOCK TABLES and UNLOCK TABLES Syntax”.

You can check the performance of the key buffer by issuing a SHONV STATUS statement and
examining the Key read_requests, Key reads, Key wite_requests, and
Key_ wri t es status variables. See Section 13.5.4, “ SHONSyntax”.

The Key_reads/ Key_read _requests ratio should normaly be less than 0.01. The
Key wites/Key wite requests ratio is usualy near 1 if you are using mostly up-
dates and deletes, but might be much smaller if you tend to do updates that affect many rows at
the sametime or if you are using the DELAY_KEY_WRI TE table option.
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The fraction of the key buffer in use can be determined using key buf f er _si ze in conjunc-
tion with the Key bl ocks_unused status variable and the buffer block size. From MySQL
4.1.1 on, the buffer block size is available from the key cache_bl ock_si ze server vari-
able. The fraction of the buffer in useis:

1 - ((Key_bl ocks_unused * key_cache_bl ock_size) / key_buffer_size)
This value is an approximation because some space in the key buffer may be allocated internally
for administrative structures.

Before MySQL 4.1.1, key cache blocks are 1024 bytes, and before MySQL 4.1.2,

Key bl ocks_unused isunavailable. The Key bl ocks_used variable can be used as fol-
lows to determine the fraction of the key buffer in use:

(Key_bl ocks_used * 1024) / key_buffer_size

However, Key bl ocks_used indicates the maximum number of blocks that have ever been
in use at once, so this formula does not necessary represent the current fraction of the buffer that
isinuse.

See Section 7.4.6, “The Myl SAMKey Cache’.

key cache_age_threshol d

This value controls the demotion of buffers from the hot sub-chain of a key cache to the warm
sub-chain. Lower values cause demotion to happen more quickly. The minimum value is 100.
The default value is 300. This variable was added in MySQL 4.1.1. See Section 7.4.6, “The My-
| SAMKey Cache’.

key_cache_bl ock_si ze

The size in bytes of blocks in the key cache. The default value is 1024. This variable was added
in MySQL 4.1.1. See Section 7.4.6, “The Myl SAMKey Cache”.

key cache_division_limt

The division point between the hot and warm sub-chains of the key cache buffer chain. The
value is the percentage of the buffer chain to use for the warm sub-chain. Allowable values
range from 1 to 100. The default value is 100. This variable was added in MySQL 4.1.1. See
Section 7.4.6, “The Myl SAMKey Cache’.

| anguage

The language used for error messages.

| arge_fil e_support

Whether mysgld was compiled with options for large file support. This variable was added in
MySQL 3.23.28.

| ar ge_pages

Indicates whether large page support is enabled. This variable was added in MySQL 5.0.3.
I'icense

The type of license the server has. This variable was added in MySQL 4.0.19.

local _infile
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Whether LOCAL is supported for LOAD DATA | NFI LE statements. This variable was added in
MySQL 4.0.3.

| ocked_i n_nenory

Whether mysgld was locked in memory with - - mem ock. This variable was added in MySQL
3.23.25.

| og

Whether logging of all queries to the general query log is enabled. See Section 5.9.2, “The Gen-
eral Query Log”.

| og_bin

Whether the binary log is enabled. This variable was added in MySQL 3.23.14. See Sec-
tion5.9.4, “The Binary Log".

| og_error
The location of the error log. This variable was added in MySQL 4.0.10.
| og_sl ave_updates

Whether updates received by a slave server from a master server should be logged to the lave's
own binary log. Binary logging must be enabled on the slave for this to have any effect. This
variable was added in MySQL 3.23.17. See Section 6.8, “Replication Startup Options”.

| og_sl ow_queri es

Whether dow queries should be logged. “Slow" is determined by the vaue of the
| ong_query_ti me variable. This variable was added in MySQL 4.0.2. See Section 5.9.5,
“The Slow Query Log".

| og_update

Whether the update log is enabled. This variable was added in MySQL 3.22.18. Note that the
binary log is preferable to the update log, which is unavailable as of MySQL 5.0. See Sec-
tion 5.9.3, “The Update Log".

| og_war ni ngs

Whether to produce additional warning messages. This variable was added in MySQL 4.0.3. It is
enabled by default as of MySQL 4.0.19 and 4.1.2. As of MySQL 4.0.21 and 4.1.3, aborted con-
nections are not logged to the error log unless the value is greater than 1.

| ong_query_time

If a query takes longer than this many seconds, the S| ow_quer i es status variable is incre-
mented. If you are using the - - | 0og- sl ow quer i es option, the query is logged to the slow
query log file. This value is measured in real time, not CPU time, so a query that is under the
threshold on a lightly loaded system might be above the threshold on a heavily loaded one. See
Section 5.9.5, “The Slow Query Log”.

|l ow priority _updates

If setto 1, al | NSERT, UPDATE, DELETE, and LOCK TABLE WRI TE statements wait until
thereis no pending SELECT or LOCK TABLE READ on the affected table. This variable previ-
ousy wasnamedsql | ow priority_ updates.Itwasaddedin MySQL 3.22.5.

| ower _case_file_system

This variable indicates whether the filesystem where the data directory is located has case in-
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sensitive filenames. ON means filenames are case insensitive, OFF means they are case sensitive.
This variable was added in MySQL 4.0.19.

| ower _case_t abl e_nanes

If set to 1, table names are stored in lowercase on disk and table name comparisons are not case
sensitive. This variable was added in MySQL 3.23.6. If set to 2 (new in 4.0.18), table names are
stored as given but compared in lowercase. From MySQL 4.0.2, this option also applies to data-
base names. From 4.1.1, it also applies to table aliases. See Section 9.2.2, “Identifier Case Sens-
itivity”.

Y ou should not set this variable to 0 if you are running MySQL on a system that does not have
case-sensitive filenames (such as Windows or Mac OS X). New in 4.0.18: If this variable is not
set at startup and the filesystem on which the data directory is located does not have case-
sensitive filenames, MySQL automatically sets| ower _case_t abl e_nanes to 2.

max_al | onwed_packet
The maximum size of one packet or any generated/intermediate string.

The packet message buffer isinitialized to net _buf f er _| engt h bytes, but can grow up to
max_al | owed_packet bytes when needed. This value by default is small, to catch big
(possibly wrong) packets.

Y ou must increase this value if you are using big BLOB columns or long strings. It should be as
big as the biggest BLOB you want to use. The protocol limit for max_al | owed_packet is
16MB before MySQL 4.0 and 1GB thereafter.

max_bi nl og_cache_si ze

If a multiple-statement transaction requires more than this amount of memory, you get the error
Mul ti-stat enent transacti on required nor e t han
"max_binl og cache_size' bytes of storage. Thisvariablewasadded in MySQL
3.23.29.

max_bi nl og_si ze

If a write to the binary log exceeds the given value, rotate the binary logs. You cannot set this
variable to more than 1GB or to less than 4096 bytes. (The minimum before MY SQL 4.0.14 is
1024 bytes.) The default value is 1GB. This variable was added in MySQL 3.23.33.

Note if you are using transactions: A transaction is written in one chunk to the binary log, hence
it is never split between severa binary logs. Therefore, if you have big transactions, you might
see binary logs bigger than max_bi nl og_si ze.

If max_relay_| og_size isO, the value of max_bi nl og_si ze applies to relay logs as
well. max_rel ay_| og_si ze wasadded in MySQL 4.0.14.

max_connect _errors

If there are more than this number of interrupted connections from a host, that host is blocked
from further connections. Y ou can unblock blocked hosts with the FLUSH HOSTS statement.

max_connecti ons

The number of simultaneous client connections allowed. Increasing this value increases the
number of file descriptors that mysqld requires. See Section 7.4.8, “How MySQL Opens and
Closes Tables’ for comments on file descriptor limits. Also see Section A.2.6, “Too many
connecti ons”.

max_del ayed_t hr eads

Don't start more than this number of threads to handle | NSERT DELAYED statements. If you
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try to insert data into a new table after all | NSERT DELAYED threads are in use, the row isin-
serted as if the DELAYED attribute wasn't specified. If you set thisto 0, MySQL never creates a
thread to handle DELAYED rows; in effect, this disables DELAYED entirely. This variable was
added in MySQL 3.23.0.

max_error_count

The maximum number of error, warning, and note messages to be stored for display by SHOW
ERRCRS or SHOW WARNI NGS. This variable was added in MySQL 4.1.0.

max_heap_t abl e_si ze

This variable sets the maximum size to which MEMORY (HEAP) tables are allowed to grow. The
value of the variable is used to calculate MEMORY table MAX_ROWS values. Setting this variable
has no effect on any existing MEMORY table, unless the table is re-created with a statement such
as CREATE TABLE or TRUNCATE TABLE, or atered with ALTER TABLE. Thisvariable was
added in MySQL 3.23.0.

max_i nsert _del ayed_t hr eads
Thisvariableisasynonym for max_del ayed_t hr eads. It was added in MySQL 4.0.19.
max_j oi n_si ze

Don't allow SELECT statements that probably need to examine more than nax_j oi n_si ze
row combinations or are likely to do more than nmax_j oi n_si ze disk seeks. By setting this
value, you can catch SELECT statements where keys are not used properly and that would prob-
ably take a long time. Set it if your users tend to perform joins that lack a WHERE clause, that
take along time, or that return millions of rows.

Setting this variable to a value other than DEFAULT resetsthe SQ._BI G_SELECTS valueto 0.
If you set the SQL_BI G_SELECTS value again, the max_j oi n_si ze variable isignored.

If a query result is in the query cache, no result size check is performed, because the result has
previously been computed and it does not burden the server to send it to the client.

This variable previously was named sql _max_j oi n_si ze.
max_| ength for_sort _data

The cutoff on the size of index values that determines which fi | esort agorithm to use. See
Section 7.2.10, “How MySQL Optimizes ORDER BY”. This variable was added in MySQL
411

max_rel ay_ |l og_size

If awrite by areplication slave to its relay log exceeds the given value, rotate the relay log. This
variable enables you to put different size constraints on relay logs and binary logs. However, set-
ting the variable to 0 makes MySQL use max_bi nl og_si ze for both binary logs and relay
logs. You must set max_r el ay_| og_si ze to between 4096 bytes and 1GB (inclusive), or to
0. The default value is 0. This variable was added in MySQL 4.0.14. See Section 6.3,
“Replication Implementation Details”.

max_seeks for_key

Limit the assumed maximum number of seeks when looking up rows based on a key. The
MySQL optimizer assumes that no more than this number of key seeks are required when
searching for matching rows in a table by scanning a key, regardless of the actual cardinality of
the key (see Section 13.5.4.11, “SHOW | NDEX Syntax”). By setting this to alow value (100?),
you can force MySQL to prefer keysinstead of table scans.

This variable was added in MySQL 4.0.14.

max_sort _| ength
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The number of bytes to use when sorting BLOB or TEXT vaues. Only the first
max_sort | engt h bytes of each value are used; the rest are ignored.

max_tnp_tables

The maximum number of temporary tables a client can keep open at the same time. (This option
doesn't yet do anything.)

max_user _connecti ons

The maximum number of simultaneous connections allowed to any given MySQL account. A
value of 0 means “no limit." This variable was added in MySQL 3.23.34.

Before MySQL 5.0.3, this variable has only a global form. Beginning with MySQL 5.0.3, it also
has a read-only session form. The session variable has the same value as the global variable un-
less the current account has a non-zero MAX_USER_CONNECTI ONS resource limit. In that case,
the session value reflects the account limit.

max_wite | ock count

After this many write locks, allow some read locks to run in between. This variable was added in
MySQL 3.23.7.

mul ti _read_range

Specifies the maximum number of ranges to send to a storage engine during range selects. The
default value is 256. Sending multiple ranges to an engine is a feature that can improve the per-
formance of certain selects dramatically, particularly for NDBCLUSTER. This engine needs to
send the range requests to all nodes, and sending many of those requests at once reduces the
communication costs significantly. This variable was added in MySQL 5.0.3.

nmyi sam dat a_poi nter_si ze

The default pointer size in bytes, to be used by CREATE TABLE for Myl SAMtables when no
MAX_ROWS option is specified. This variable cannot be less than 2 or larger than 8. The default
value is 4. This variable was added in MySQL 4.1.2. See Section A.2.11, “The table is
full”.

myi sam nmax_extra_sort _file_size

If the temporary file used for fast Myl SAMindex creation would be larger than using the key
cache by the amount specified here, prefer the key cache method. This is mainly used to force
long character keys in large tables to use the ower key cache method to create the index. This
variable was added in MySQL 3.23.37. Note: The value is given in megabytes before 4.0.3 and
in bytes theresfter.

nyi sam max_sort_file_size

The maximum size of the temporary file MySQL is allowed to use while re-creating a Myl SAM
index (during REPAI R TABLE, ALTER TABLE, or LOAD DATA | NFI LE). If the file size
would be bigger than this value, the index is created using the key cache instead, which is
slower. This variable was added in MySQL 3.23.37. Note: The value is given in megabytes be-
fore 4.0.3 and in bytes thereafter.

nmyi sam recover _options

Thevalue of the- - myi sam r ecover option. Thisvariable was added in MySQL 3.23.36.
nmyi sam repair_t hreads

If this value is greater than 1, Myl SAMtable indexes are created in paralel (each index in its

own thread) during the Repai r by sorti ng process. The default value is 1. Note: Multi-
threaded repair is still alpha quality code. This variable was added in MySQL 4.0.13.
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myi sam sort _buffer_size

The buffer that is alocated when sorting Myl SAMindexes during a REPAI R TABLE or when
creating indexes with CREATE | NDEX or ALTER TABLE. This variable was added in MySQL
3.23.16.

naned_pi pe

On Windows, indicates whether the server supports connections over named pipes. This variable
was added in MySQL 3.23.50.

net _buffer_length

The communication buffer is reset to this size between queries. This should not normally be
changed, but if you have very little memory, you can set it to the expected length of SQL state-
ments sent by clients. If statements exceed this length, the buffer is automatically enlarged, up to
max_al | oned_packet bytes.

net read tineout

The number of seconds to wait for more data from a connection before aborting the read. When
the server is reading from the client, net _read_ti meout is the timeout value controlling
when to abort. When the server is writing to the client, net _wri t e_ti meout is the timeout

value controlling when to abort. See adlso sl ave_net _ti neout . This variable was added in
MySQL 3.23.20.

net _retry_count

If aread on a communication port is interrupted, retry this many times before giving up. This
value should be set quite high on FreeBSD because internal interrupts are sent to all threads.
This variable was added in MySQL 3.23.7.

net_wite tinmeout

The number of seconds to wait for a block to be written to a connection before aborting the
write. Seeasonet _read_t i neout . Thisvariable was added in MySQL 3.23.20.

new

This variable is used in MySQL 4.0 to turn on some 4.1 behaviors. This variable was added in
MySQL 4.0.12.

ol d_passwor ds

Whether the server should use pre-4.1-style passwords for MySQL user accounts. This variable
was added in MySQL 4.1.1.

open_files_limt

The number of files that the operating system allows mysgld to open. This is the real value al-
lowed by the system and might be different from the value you gave mysqgld as a startup option.
The value is 0 on systems where MySQL can't change the number of open files. This variable
was added in MySQL 3.23.20.

optim zer_prune_l evel

Controls the heuristics applied during query optimization to prune less-promising partial plans
from the optimizer search space. A value of O disables heuristics so that the optimizer performs
an exhaustive search. A value of 1 causes the optimizer to prune plans based on the number of
rows retrieved by intermediate plans. This variable was added in MySQL 5.0.1.

optim zer_search_depth

The maximum depth of search performed by the query optimizer. Vaues larger than the number
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of relations in a query result in better query plans, but take longer to generate an execution plan
for a query. Vaues smaller than the number of relations in a query return an execution plan
quicker, but the resulting plan may be far from being optimal. If set to O, the system automatic-
ally picks areasonable value. If set to the maximum number of tables used in a query plus 2, the
optimizer switches to the original algorithm used before MySQL 5.0.1 that performs an exhaust-
ive search. This variable was added in MySQL 5.0.1.

pid_file

The pathname of the process ID (PID) file. This variable can be set with the - - pi d-fi | e op-
tion. This variable was added in MySQL 3.23.23.

port

The port on which the server listens for TCP/IP connections. This variable can be set with the -
- port option.

prel oad_buffer_size

The size of the buffer that is allocated when preloading indexes. This variable was added in
MySQL 4.1.1.

prot ocol version

The version of the client/server protocol used by the MySQL server. This variable was added in
MySQL 3.23.18.

query_al l oc_bl ock_si ze

The allocation size of memory blocks that are allocated for objects created during query parsing
and execution. If you have problems with memory fragmentation, it might help to increase this a
bit. This variable was added in MySQL 4.0.16.

query_cache limt

Don't cache results that are bigger than this. The default value is IMB. This variable was added
in MySQL 4.0.1.

query_cache_nmin_res_unit

The minimum size for blocks allocated by the query cache. The default value is 4KB. Tuning in-
formation for this variable is given in Section 5.11.3, “Query Cache Configuration”. This vari-
ableis present from MySQL 4.1.

query_cache_si ze

The amount of memory allocated for caching query results. The default value is 0, which dis-
ables the query cache. Note that this amount of memory is alocated even if
query_cache_type issetto0. Thisvariable was added in MySQL 4.0.1.
query_cache_type

Set query cache type. Setting the GLOBAL value sets the type for al clients that connect there-
after. Individual clients can set the SESSI ON value to affect their own use of the query cache.

Option Description

0 or OFF Don't cache or retrieve results. Note that this does not deallocate the query
cache buffer. To do that, you should set query_cache_si ze toO.

1 or ON Cache al query results except for those that begin with SELECT
SQL_NO_CACHE.

2 or DE- Cache results only for queriesthat begin with SELECT SQL_ CACHE.

MAND
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This variable was added in MySQL 4.0.3.
query_cache_w ock_i nval i dat e

Normally, when one client acquires a WRI TE lock on a Myl SAM table, other clients are not
blocked from issuing queries for the table if the query results are present in the query cache. Set-
ting this variable to 1 causes acquisition of a\WRI TE lock for atable to invalidate any queriesin
the query cache that refer to the table. This forces other clients that attempt to access the table to
wait while the lock isin effect. This variable was added in MySQL 4.0.19.

query_preall oc_size

The size of the persistent buffer used for query parsing and execution. This buffer is not freed
between queries. If you are running complex queries, alarger query_preal | oc_si ze value
might be helpful in improving performance, because it can reduce the need for the server to per-
form memory allocation during query execution operations.

This variable was added in MySQL 4.0.16.
range_al |l oc_bl ock_si ze

The size of blocks that are alocated when doing range optimization. This variable was added in
MySQL 4.0.16.

read_buffer_size

Each thread that does a sequentia scan allocates a buffer of this size for each table it scans. If
you do many sequential scans, you might want to increase this value. This variable was added in
MySQL 4.0.3. Previoudly, it wasnamedr ecor d_buffer.

read_only

When the variable is set to ON for areplication slave server, it causes the dave to allow no up-
dates except from slave threads or from users with the SUPER privilege. This can be useful to
ensure that a slave server accepts no updates from clients. This variable was added in MySQL
4,0.14.

relay | og_purge

Disables or enables automatic purging of relay logs as soon as they are not needed any more.
The default valueis 1 (enabled). This variable was added in MySQL 4.1.1.

read_rnd_buffer_size

When reading rows in sorted order after a sort, the rows are read through this buffer to avoid
disk seeks. Setting the variable to a large value can improve ORDER BY performance by a lot.
However, thisis a buffer allocated for each client, so you should not set the global variable to a
large value. Instead, change the session variable only from within those clients that need to run
large queries. This variable was added in MySQL 4.0.3. Previously, it was named r e-
cord_rnd_buffer.

saf e_show dat abase

Don't show databases for which the user has no database or table privileges. This can improve
security if you're concerned about people being able to see what databases other users have. See
asoski p_show dat abase.

This variable was removed in MySQL 4.0.5. Instead, use the SHON DATABASES privilege to
control access by MySQL accounts to database names.

secure_auth
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If the MySQL server has been started with the - - secur e- aut h option, it blocks connections
from all accounts that have passwords stored in the old (pre-4.1) format. In that case, the value
of thisvariableis ON, otherwiseit is OFF.

Y ou should enable this option if you want to prevent all usage of passwords in old format (and
hence insecure communication over the network). This variable was added in MySQL 4.1.1.

Server startup fails with an error if this option is enabled and the privilege tables are in pre-4.1
format.

When used as a client-side option, the client refuses to connect to a server if the server requires a
password in old format for the client account.

server_id

Thevalueof the- - server - i d option. It is used for master and slave replication servers. This
variable was added in MySQL 3.23.26.

shar ed_nenory

Whether or not the server allows shared-memory connections. Currently, only Windows servers
support this. This variable was added in MySQL 4.1.1.

shar ed_nenory_base_nane

Indicates whether or not the server allows shared-memory connections, and sets the identifier for
the shared memory. Thisis useful when running multiple MY SQL instances on a single physical
machine. Currently, only Windows servers support this. This variable was added in MySQL
4.1.0.

ski p_ext ernal _| ocki ng

This is OFF if mysqld uses external locking. This variable was added in MySQL 4.0.3. Previ-
oudly, it was named ski p_| ocki ng.

ski p_net wor ki ng

Thisis ONif the server allows only local (non-TCP/IP) connections. On Unix, local connections
use a Unix socket file. On Windows, local connections use a named pipe or shared memory. On
NetWare, only TCP/IP connections are supported, so do not set this variable to ON. This variable
was added in MySQL 3.22.23.

ski p_show dat abase

This prevents people from using the SHOV DATABASES statement if they don't have the SHOW
DATABASES privilege. This can improve security if you're concerned about people being able
to see what databases other users have. See also saf e_show_dat abase. This variable was
added in MySQL 3.23.4. As of MySQL 4.0.2, its effect also depends on the SHOWN DATA-
BASES privilege: If the variable value is QN, the SHOW DATABASES statement is allowed only
to users who have the SHOW DATABASES privilege, and the statement displays all database
names. If the value is OFF, SHOW DATABASES is allowed to al users, but displays each data-
base name only if the user has the SHOW DATABASES privilege or some privilege for the data-
base.

sl ave_conpr essed_pr ot ocol

Whether to use compression of the slave/master protocol if both the slave and the master support
it. This variable was added in MySQL 4.0.3.

sl ave_net _ti meout

The number of seconds to wait for more data from a master/slave connection before aborting the
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read. This variable was added in MySQL 3.23.40.
sl ow | aunch_ti ne

If creating a thread takes longer than this many seconds, the server increments the
Sl ow_| aunch_t hr eads status variable. This variable was added in MySQL 3.23.15.

socket

On Unix, thisis the Unix socket file used for local client connections. On Windows, this is the
name of the named pipe used for local client connections.

sort _buffer_size

Each thread that needs to do a sort allocates a buffer of this size. Increase this value for faster
ORDER BY or GROUP BY operations. See Section A.4.4, “Where MySQL Stores Temporary
Files'.

sql _node

The current server SQL mode. This variable was added in MySQL 3.23.41. It can be set dynam-
icaly asof MySQL 4.1.1. See Section 5.2.2, “The Server SQL Mode".

sql _sl ave_ski p_counter

The number of events from the master that a ave server should skip. It was added in MySQL
3.23.33.

st orage_engi ne
Thisvariableisasynonymfor t abl e_t ype. It was added in MySQL 4.1.2.
sync_bi nl og

If positive, the MySQL server synchronizes its binary log to disk (f dat async() ) after every
sync_bi nl og'th write to this binary log. Note that there is one write to the binary log per
statement if in autocommit mode, and otherwise one write per transaction. The default value is 0
which does no sync'ing to disk. A value of 1 is the safest choice, because in case of crash you
lose at most one statement/transaction from the binary log; but it is also the slowest choice
(unless the disk has a battery-backed cache, which makes sync'ing very fast). This variable was
added in MySQL 4.1.3.

sync_frm

This was added as a command-line option in MySQL 4.0.18, and is also a settable global vari-
able since MySQL 4.1.3. If set to 1, when a non-temporary table is created it synchronizes its
. frmfiletodisk (f dat async() ); thisisslower but safer in case of crash. Default is 1.

systemtine_zone

The server system time zone. When the server begins executing, it inherits a time zone setting
from the machine defaults, possibly modified by the environment of the account used for run-
ning the server or the startup script. The value is used to set system ti ne_zone. Typically
the time zone is specified by the TZ environment variable. It also can be specified using the -
-ti mezone option of the mysqgld_safe script. This variable was added in MySQL 4.1.3.

tabl e_cache

The number of open tables for al threads. Increasing this value increases the number of file
descriptors that mysqgld requires. Y ou can check whether you need to increase the table cache by
checking the Opened_t abl es status variable. See Section 5.2.4, “ Server Status Variables’. If
the value of Opened_t abl es is large and you don't do FLUSH TABLES a lot (which just
forces all tables to be closed and reopened), then you should increase the value of the t a-

256



Database Administration

bl e_cache variable.

For more information about the table cache, see Section 7.4.8, “How MySQL Opens and Closes
Tables'.

tabl e_type

The default table type (storage engine). To set the table type at server startup, use the -
-defaul t-tabl e-type option. This variable was added in MySQL 3.23.0. See Sec-
tion 5.2.1, “mysqgld Command-Line Options’.

t hread_cache_si ze

How many threads the server should cache for reuse. When a client disconnects, the client's
threads are put in the cache if there are fewer than t hr ead_cache_si ze threads there. Re-
quests for threads are satisfied by reusing threads taken from the cache if possible, and only
when the cache is empty is a new thread created. This variable can be increased to improve per-
formance if you have a lot of new connections. (Normally this doesn't give a notable perform-
ance improvement if you have a good thread implementation.) By examining the difference
between the Connecti ons and Thr eads_cr eat ed status variables (see Section 5.2.4,
“Server Status Variables’ for details) you can see how efficient the thread cacheis. Thisvariable
was added in MySQL 3.23.16.

t hread_concurrency

On Solaris, mysqgld callst hr _set concurrency() with thisvalue. This function allows ap-
plications to give the threads system a hint about the desired number of threads that should be
run at the same time. This variable was added in MySQL 3.23.7.

t hread_stack

The stack size for each thread. Many of the limits detected by the cr ash- e test are dependent
on this value. The default is large enough for normal operation. See Section 7.1.4, “The MySQL
Benchmark Suite”.

time_zone

The current time zone. The initial value of this is ' SYSTEM (use the value of sys-
temtine_zone), but can be specified explicitly at server startup time with the -
-defaul t-ti me-zone option. Thisvariable was added in MySQL 4.1.3.

ti mezone

The time zone for the server. Thisis set from the TZ environment variable when mysgld is star-
ted. The time zone also can be set by giving a - -t i mezone argument to mysgld_safe. This
variable was added in MySQL 3.23.15. As of MySQL 4.1.3, it is obsolete and has been replaced
by thesyst em ti me_zone variable. See Section A.4.6, “ Time Zone Problems”.

tnp_t abl e_si ze

If an in-memory temporary table exceeds this size, MySQL automatically converts it to an on-
disk Myl SAMtable. Increasethevalueof t np_t abl e_si ze if you do many advanced GROUP
BY queries and you have lots of memory.

tpdir

The directory used for temporary files and temporary tables. Starting from MySQL 4.1, this
variable can be set to alist of severa paths that are used in round-robin fashion. Paths should be
separated by colon characters (: ") on Unix and semicolon characters ('; ) on Windows, Net-
Ware, and 0OS/2.

257



Database Administration

This feature can be used to spread the load between several physical disks. If the MySQL server
is acting as areplication dave, you should not set t npdi r to point to a directory on a memory-
based filesystem or to adirectory that is cleared when the server host restarts. A replication slave
needs some of its temporary files to survive a machine restart so that it can replicate temporary
tablesor LOAD DATA | NFI LE operations. If filesin the temporary file directory are lost when
the server restarts, replication fails.

This variable was added in MySQL 3.22.4.

transaction_all oc_bl ock_si ze

The alocation size of memory blocks that are allocated for storing queries that are part of a
transaction to be stored in the binary log when doing a commit. This variable was added in
MySQL 4.0.16.

transaction_preal |l oc_si ze

The size of the persistent buffer for transacti on_al | oc_bl ocks that is not freed
between queries. By making this big enough to fit all queriesin a common transaction, you can
avoid alot of mal | oc() calls. Thisvariable was added in MySQL 4.0.16.

tx_isolation

The default transaction isolation level. This variable was added in MySQL 4.0.3.
updatable_views_with_limt

This variable controls whether updates can be made using a view that does not contain a primary
key in the underlying table, if the update containsa Ll M T clause. (Such updates often are gen-
erated by GUI tools.) An update is an UPDATE or DELETE statement. Primary key here means a
PRI MARY KEY, or aUNI QUE index in which no column can contain NULL.

The variable can have two values:

e 1 or YES: Issue awarning only (not an error message). Thisis the default value.
e 0 or NO Prohibit the update.

This variable was added in MySQL 5.0.2.

version

The version number for the server.

ver si on_bdb

The BDB storage engine version. This variable was added in MySQL 3.23.31 with the name
bdb_versi on and renamedtover si on_bdb in MySQL 4.1.1.

ver si on_conment

The configure script has a- - wi t h- corment option that allows a comment to be specified
when building MySQL. This variable contains the value of that comment. This variable was ad-
ded in MySQL 4.0.17.

versi on_conpi | e_machi ne

The type of machine MySQL was built on. This variable was added in MySQL 4.1.1.

versi on_conpil e_os

The type of operating system MySQL was built on. This variable was added in MySQL 4.0.19.
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e wait_tineout

The number of seconds the server waits for activity on a non-interactive connection before clos-
ing it.

On thread startup, the session wait _tinmeout vaue is initiadized from the global
wai t _ti nmeout vaueor fromthegloba i nt eracti ve_ti nmeout value, depending on the
type of client (as defined by the CLIENT_ I NTERACTI VE connect option to
mysqgl _real _connect()).Seedsointeractive_tineout.

5.2.3.1. Dynamic System Variables

Beginning with MySQL 4.0.3, many server system variables are dynamic and can be set at runtime
using SET GLOBAL or SET SESSI ON. You can aso select their values using SELECT. See Sec-
tion 9.4, “ System Variables’.

The following table shows the full list of all dynamic system variables. The last column indicates for
each variable whether GLOBAL or SESSI ON (or both) apply.

Variable Name Value Type Type

aut ocommi t boolean SESSI ON

bi g_t abl es boolean SESSI ON

bi nl og_cache_si ze numeric GLOBAL

bul k_i nsert _buffer_size numeric GLOBAL | SESSI ON
character_set_client string GLOBAL | SESSI ON
character_set connection string GLOBAL | SESSI ON
character_set _results string GLOBAL | SESSI ON
character_set _server string GLOBAL | SESSI ON
col l ati on_connection string GLOBAL | SESSI ON
col l ation_server string GLOBAL | SESSI ON
concurrent _insert boolean GLOBAL
connect _ti nmeout numeric GLOBAL

convert _character_set string GLOBAL | SESSI ON
defaul t _week format numeric GLOBAL | SESSI ON
del ay_key wite OFF |ON| ALL GLOBAL

del ayed_insert _limt numeric GLOBAL

del ayed_insert _tineout numeric GLOBAL

del ayed_queue_si ze numeric GLOBAL
error_count numeric SESSI ON
expire_l ogs_days numeric GLOBAL

flush boolean GLOBAL
flush_tine numeric GLOBAL

forei gn_key_ checks boolean SESSI ON

ft_bool ean_synt ax numeric GLOBAL
group_concat _max_I en numeric GLOBAL | SESSI ON
identity numeric SESSI ON

i nnodb_aut oext end_i ncr enent numeric GLOBAL

i nnodb_concurrency_tickets numeric GLOBAL

i nnodb_nax_dirty_pages_pct numeric GLOBAL

i nnodb_nmax_purge_| ag numeric GLOBAL
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i nnodb_sync_spi n_I oops numeric GLOBAL

i nnodb_t abl e_| ocks boolean GLOBAL | SESSI ON
i nnodb_t hread_concurrency numeric GLOBAL

i nnodb_t hread_sl eep_del ay numeric GLOBAL

insert_id boolean SESSI ON

i nteractive_ti meout numeric GLOBAL | SESSI ON
j oi n_buffer_size numeric GLOBAL | SESSI ON
key_buffer_size numeric GLOBAL

last _insert_id numeric SESSI ON

local _infile boolean GLOBAL

| og_war ni ngs numeric GLOBAL

| ong_query_tine numeric GLOBAL | SESSI ON
|l ow priority updates boolean GLOBAL | SESSI ON
max_al | owed_packet numeric GLOBAL | SESSI ON
max_bi nl og_cache_si ze numeric GLOBAL

max_bi nl og_si ze numeric GLOBAL
max_connect _errors numeric GLOBAL
max_connecti ons numeric GLOBAL

max_del ayed_t hr eads numeric GLOBAL
max_error_count numeric GLOBAL | SESSI ON
max_heap_t abl e_si ze numeric GLOBAL | SESSI ON
max_i nsert _del ayed_t hr eads numeric GLOBAL

max_j oi n_si ze numeric GLOBAL | SESSI ON
max_relay | og_size numeric GLOBAL
max_seeks_for_key numeric GLOBAL | SESSI ON
max_sort _length numeric GLOBAL | SESSI ON
max_t np_t abl es numeric GLOBAL | SESSI ON
mex_user _connections numeric GLOBAL
max_write_| ock_count numeric GLOBAL

mul ti _read_range numeric GLOBAL | SESSI ON
nyi sam dat a_poi nter_si ze numeric GLOBAL

nmyi s- numeric GLOBAL | SESSI ON
am nmax_extra_sort _file_size

nyi sam max_sort_file_size numeric GLOBAL | SESSI ON
nmyi sam repair_threads numeric GLOBAL | SESSI ON
nyi sam sort _buffer_size numeric GLOBAL | SESSI ON
net _buffer_length numeric GLOBAL | SESSI ON
net read_tineout numeric GLOBAL | SESSI ON
net _retry_count numeric GLOBAL | SESSI ON
net_wite_ tinmeout numeric GLOBAL | SESSI ON
ol d_passwor ds numeric GLOBAL | SESSI ON
optim zer_prune_|l evel numeric GLOBAL | SESSI ON
optinizer_search_depth numeric GLOBAL | SESSI ON
prel oad_buffer_size numeric GLOBAL | SESSI ON
query_al l oc_bl ock_si ze numeric GLOBAL | SESSI ON
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query_cache_limt numeric GLOBAL
query_cache_si ze numeric GLOBAL
guery_cache_type enumeration GLOBAL | SESSI ON
query_cache_w ock_i nval i date |boolean GLOBAL | SESSI ON
query_prealloc_size numeric GLOBAL | SESSI ON
range_al | oc_bl ock_si ze numeric GLOBAL | SESSI ON
read_buffer_size numeric GLOBAL | SESSI ON
read_only numeric GLOBAL
read_rnd_buffer_size numeric GLOBAL | SESSI ON
rpl _recovery_rank numeric GLOBAL

saf e_show dat abase boolean GLOBAL
secure_auth boolean GLOBAL

server _id numeric GLOBAL

sl ave_conpressed_pr ot ocol boolean GLOBAL

sl ave_net _ti neout numeric GLOBAL

sl ow_| aunch_tine numeric GLOBAL
sort_buffer_size numeric GLOBAL | SESSI ON
sql _auto_is_null boolean SESSI ON

sql _big_selects boolean SESSI ON

sql _big tables boolean SESSI ON

sql _buffer_result boolean SESSI ON

sql _log_bin boolean SESSI ON

sql _l og_of f boolean SESSI ON

sql _| og_update boolean SESSI ON

sql _low priority_updates boolean GLOBAL | SESSI ON
sql _nmax_j oi n_si ze numeric GLOBAL | SESSI ON
sql _node enumeration GLOBAL | SESSI ON
sql _quot e_show create boolean SESSI ON

sql _safe_updates boolean SESSI ON

sql _select _limt numeric SESSI ON

sql _sl ave_ski p_counter numeric GLOBAL

updatable views_ with_limt enumeration GLOBAL | SESSI ON
sql _war ni ngs boolean SESSI ON

sync_bi nl og numeric GLOBAL
sync_frm boolean GLOBAL

st or age_engi ne enumeration GLOBAL | SESSI ON
tabl e_cache numeric GLOBAL

tabl e_type enumeration GLOBAL | SESSI ON
t hread_cache_si ze numeric GLOBAL
time_zone string GLOBAL | SESSI ON
ti mestanp boolean SESSI ON
tnp_tabl e_size enumeration GLOBAL | SESSI ON
transaction_all oc_bl ock_size |numeric GLOBAL | SESSI ON
transaction_preal |l oc_si ze numeric GLOBAL | SESSI ON
tx_isolation enumeration GLOBAL | SESSI ON
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uni que_checks boolean SESSI ON
wai t _timeout numeric GLOBAL | SESSI ON
war ni ng_count numeric SESSI ON

Variables that are marked as ““string" take a string value. Variables that are marked as ““numeric"
take a numeric value. Variables that are marked as “"boolean” can be set to 0, 1, ON or OFF. Vari-
ables that are marked as ““enumeration" normally should be set to one of the available values for the
variable, but can also be set to the number that corresponds to the desired enumeration value. For
enumeration-valued system variables, the first enumeration value corresponds to 0. This differs from
ENUMcolumns, for which the first enumeration value corresponds to 1.

Server Status Variables

The server maintains many status variables that provide information about its operations. Y ou can

view these variables and their values by using the SHON STATUS statement:

nysqgl > SHOW STATUS;

+

Aborted clients
Aborted connects

Byt es_received

Byt es_sent

Connecti ons
Created_tnp_di sk_tables
Created_tnp files
Created_tnp_tables

Del ayed_errors

Del ayed_i nsert _t hreads
Del ayed writes

Fl ush_conmands
Handl er _del ete
Handl er _read first
Handl er _read_key
Handl er _read_next
Handl er _read_prev
Handl er _read rnd

Handl er _read_rnd_next
Handl er _update
Handl er _write

Key_bl ocks_used

Key read _requests

Key reads

Key write requests

Key writes
Max_used_connecti ons
Not _fl ushed_del ayed_r ows
Not fl ushed_key_ bl ocks
Open_files
Open_streans
Open_t abl es
Opened_t abl es
Qcache_free_bl ocks
Qcache_free_menory
Qcache_hits
Qache_inserts
Qache_| owrem prunes
Qache_not _cached
(cache_queries_in_cache
xache_total bl ocks
Questions

Sel ect _full _join

Sel ect _full _range_join

155372598
1176560426
30023

0

60

8340

0

0

0

1

462604
105881
27820558
390681754
6022500
30546748
246216530
16945404
60356676
14955
96854827
162040
7589728
3813196

RONOOO

44600
36
138488
79570
27087
3114
22989
415
912
2026873
0

0
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Sel ect _range 99646
Sel ect _range_check 0

Sel ect _scan 30802
Sl ave_open_tenp_tabl es 0

Sl ave_runni ng OFF

Sl ow | aunch_t hr eads 0

Sl ow_queri es 0

Sort _nmer ge_passes 30

Sort _range 500
Sort _rows 30296250
Sort_scan 4650
Tabl e_| ocks_i medi at e 1920382
Tabl e_| ocks_wai t ed 0

Thr eads_cached 0

Thr eads_connect ed 1
Threads_creat ed 30022
Thr eads_r unni ng 1

Upti ne 80380

Many status variables are reset to 0 by the FLUSH STATUS statement.

The status variables have the following meanings. The Com xxx statement counter variables were
added beginning with MySQL 3.23.47. The Qcache_xxx query cache variables were added begin-
ning with MySQL 4.0.1. Otherwise, variables with no version indicated have been present since at
least MySQL 3.22.

Aborted clients

The number of connections that were aborted because the client died without closing the connec-
tion properly. See Section A.2.10, “Communication Errors and Aborted Connections”.

Aborted connects

The number of tries to connect to the MySQL server that failed. See Section A.2.10,
“Communication Errors and Aborted Connections”.

Bi nl og_cache_di sk_use

The number of transactions that used the temporary binary log cache but that exceeded the value
of bi nl og_cache_si ze and used a temporary file to store statements from the transaction.
This variable was added in MySQL 4.1.2.

Bi nl og_cache_use

The number of transactions that used the temporary binary log cache. This variable was added in
MySQL 4.1.2.

Byt es_recei ved

The number of bytes received from all clients. This variable was added in MySQL 3.23.7.

Byt es_sent

The number of bytes sent to al clients. This variable was added in MySQL 3.23.7.

Com xxx

The number of times each xxx statement has been executed. There is one status variable for
each type of statement. For example, Com del et e and Com i nsert count DELETE and

| NSERT statements.

Connecti ons
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The number of connection attempts (successful or not) to the MySQL server.
Created_tnp_di sk_tabl es

The number of temporary tables on disk created automatically by the server while executing
statements. This variable was added in MySQL 3.23.24.

Created tnp files

How many temporary files mysgld has created. This variable was added in MySQL 3.23.28.
Created_tnp_tables

The number of in-memory temporary tables created automatically by the server while executing
statements. If Created_t np_di sk_t abl es is big, you may want to increase the
t np_t abl e_si ze value to cause temporary tables to be memory-based instead of disk-based.

Del ayed_errors

The number of rows written with | NSERT DELAYED for which some error occurred (probably
duplicate key).

Del ayed_i nsert _t hreads

The number of | NSERT DELAYED handler threads in use.

Del ayed writes

The number of | NSERT DELAYED rows written.

FI ush_conmands

The number of executed FLUSH statements.

Handl er _conmi t

The number of internal COMM T statements. This variable was added in MySQL 4.0.2.

Handl er _di scover

The MySQL server can ask the NDB Cl ust er storage engine if it knows about a table with a
given name. This is called discovery. Handl er _di scover indicates the number of time
tables have been discovered. This variable was added in MySQL 4.1.2.

Handl er _del ete

The number of times arow was deleted from atable.

Handl er _read first

The number of times the first entry was read from an index. If thisis high, it suggests that the
server is doing alot of full index scans; for example, SELECT col 1 FROM f 00, assuming
that col 1 isindexed.

Handl er _read_key

The number of requests to read arow based on a key. If thisis high, it is a good indication that
your queries and tables are properly indexed.

Handl er _r ead_next

The number of requests to read the next row in key order. Thisisincremented if you are query-
ing an index column with arange constraint or if you are doing an index scan.
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Handl er _read_prev

The number of requests to read the previous row in key order. This read method is mainly used
to optimize ORDER BY ... DESC. Thisvariable was added in MySQL 3.23.6.

Handl er _read_rnd

The number of requests to read a row based on a fixed position. This is high if you are doing a
lot of queries that require sorting of the result. You probably have a lot of queries that require
MySQL to scan whole tables or you have joins that don't use keys properly.

Handl er _read_r nd_next

The number of requests to read the next row in the data file. Thisis high if you are doing a lot of
table scans. Generally this suggests that your tables are not properly indexed or that your queries
are not written to take advantage of the indexes you have.

Handl er _rol | back

The number of internal ROLLBACK statements. This variable was added in MySQL 4.0.2.

Handl er _update

The number of requests to update arow in atable.

Handl er_wite

The number of requeststo insert arow in atable.

I nnodb_buf f er _pool _pages_dat a

The number of pages containing data (dirty or clean). Added in MySQL 5.0.2.

I nnodb_buf fer_pool _pages_dirty

The number of pages currently dirty. Added in MySQL 5.0.2.

I nnodb_buf f er _pool _pages_f Il ushed

The number of buffer pool pages that have been requested to be flushed. Added in MySQL
5.0.2.

I nnodb_buf fer_pool pages free
The number of free pages. Added in MySQL 5.0.2.
I nnodb_buf fer_pool pages_| at ched

The number of latched pages in | nnoDB buffer pool. These are pages currently being read or
written or that can't be flushed or removed for some other reason. Added in MySQL 5.0.2.

I nnodb_buf fer _pool pages_misc

The number of pages busy because they have been allocated for administrative overhead such as
row locks or the adaptive hash index. This value can aso be calculated as I n-
nodb_buffer pool pages total - Innodb_buffer pool pages free - In-
nodb_buf f er _pool pages_dat a. Added in MySQL 5.0.2.

I nnodb_buf f er _pool _pages_t ot al

Total size of buffer pool, in pages. Added in MySQL 5.0.2.

I nnodb_buf fer _pool _read_ahead_rnd
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The number of ““random" read-aheads | nnoDB initiated. This happens when a query isto scan a
large portion of atable but in random order. Added in MySQL 5.0.2.

I nnodb_buffer _pool read_ahead_seq

The number of sequential read-aheads | nnoDB initiated. This happens when | nnoDB does a
sequential full table scan. Added in MySQL 5.0.2.

I nnodb_buf fer_pool read_requests
The number of logical read requests | nnoDB has done. Added in MySQL 5.0.2.
I nnodb_buf fer _pool reads

The number of logical reads that | nnoDB could not satisfy from buffer pool and had to do a
single-page read. Added in MySQL 5.0.2.

I nnodb_buffer_pool _wait_free

Normally, writes to the | nnoDB buffer pool happen in the background. However, if it's neces-
sary to read or create a page and no clean pages are available, it's necessary to wait for pages to
be flushed first. This counter counts instances of these waits. If the buffer pool size was set prop-
erly, this value should be small. Added in MySQL 5.0.2.

I nnodb_buf fer_pool _wite_requests

The number writes done to the | nnoDB buffer pool. Added in MySQL 5.0.2.

I nnodb_dat a_f syncs

The number of f sync() operations so far. Added in MySQL 5.0.2.

I nnodb_dat a_pendi ng_f syncs

The current number of pending f sync() operations. Added in MySQL 5.0.2.

I nnodb_dat a_pendi ng_r eads

The current number of pending reads. Added in MySQL 5.0.2.

I nnodb_dat a_pendi ng_wites

The current number of pending writes. Added in MySQL 5.0.2.

I nnodb_data_read

The amount of dataread so far, in bytes. Added in MySQL 5.0.2.

I nnodb_dat a_r eads

The total number of data reads. Added in MySQL 5.0.2.

I nnodb_data writes

The total number of datawrites. Added in MySQL 5.0.2.

I nnodb_data witten

The amount of datawritten so far, in bytes. Added in MySQL 5.0.2.

I nnodb_dblw_writes,|nnodb_dbl w_pages_witten

The number of doublewrite writes that have been performed and the number of pages that have
been written for this purpose. Added in MySQL 5.0.2.
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I nnodb_| og_waits

The number of waits we had because log buffer was too small and we had to wait for it to be
flushed before continuing. Added in MySQL 5.0.2.

Innodb | og wite requests

The number of log write requests. Added in MySQL 5.0.2.
Innodb | og wites

The number of physical writesto the log file. Added in MySQL 5.0.2.
I nnodb_os | og_fsyncs

The number of fsyncs writes done to the log file. Added in MySQL 5.0.2.
I nnodb_os_| og_pendi ng_fsyncs

The number of pending log file fsyncs. Added in MySQL 5.0.2.

I nnodb_os | og_pending wites

Pending log file writes. Added in MySQL 5.0.2.

I nnodb_os log witten

The number of bytes written to thelog file. Added in MySQL 5.0.2.

I nnodb_page_si ze

The compiled-in | nnoDB page size (default 16KB). Many values are counted in pages; the page
size allows them to be easily converted to bytes. Added in MySQL 5.0.2.

I nnodb_pages_created

The number of pages created. Added in MySQL 5.0.2.

I nnodb_pages_read

The number of pages read. Added in MySQL 5.0.2.

I nnodb_pages_written

The number of pages written. Added in MySQL 5.0.2.

I nnodb_row_| ock_current_waits

The number of row locks currently being waited for. Added in MySQL 5.0.3.

I nnodb_row | ock_tine

Thetotal time spent in acquiring row locks, in milliseconds. Added in MySQL 5.0.3.
I nnodb_row_| ock_ti me_avg

The average time to acquire arow lock, in milliseconds. Added in MySQL 5.0.3.

I nnodb_row_| ock_ti me_nax

The maximum time to acquire arow lock, in milliseconds. Added in MySQL 5.0.3.
I nnodb_row | ock waits

The number of times arow lock had to be waited for. Added in MySQL 5.0.3.
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I nnodb_rows_del et ed

The number of rows deleted from | nnoDB tables. Added in MySQL 5.0.2.

I nnodb_rows_inserted

The number of rowsinserted in | nnoDB tables. Added in MySQL 5.0.2.

I nnodb_rows_read

The number of rows read from | nnoDB tables. Added in MySQL 5.0.2.

I nnodb_r ows _updat ed

The number of rows updated in | nnoDB tables. Added in MySQL 5.0.2.

Key bl ocks_not fl ushed

The number of key blocks in the key cache that have changed but haven't yet been flushed to
disk. This variable was added in MySQL 4.11. It used to be known as
Not fl ushed_key_bl ocks.

Key_bl ocks_unused

The number of unused blocks in the key cache. You can use this value to determine how much
of the key cache isin use; see the discussion of key buf f er _si ze in Section 5.2.3, “ Server
System Variables’. This variable was added in MySQL 4.1.2. Section 5.2.3, “Server System
Variables’.

Key bl ocks_used

The number of used blocks in the key cache. This value is a high-water mark that indicates the
maximum number of blocks that have ever been in use at onetime.

Key read requests

The number of requeststo read a key block from the cache.

Key reads

The number of physical reads of a key block from disk. If Key reads is big, then your
key_ buffer_size vaue is probably too small. The cache miss rate can be calculated as
Key reads/Key_read_requests.

Key_wite_requests

The number of requeststo write a key block to the cache.

Key_wites

The number of physical writes of akey block to disk.

Last _query_cost

The total cost of the last compiled query as computed by the query optimizer. Useful for com-
paring the cost of different query plans for the same query. The default value of #1 means that
no query has been compiled yet. This variable was added in MySQL 5.0.1.

Max_used_connecti ons

The maximum number of connections that have been in use simultaneously since the server star-
ted.

Not _flushed_del ayed_r ows
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The number of rows waiting to be written in | NSERT DELAY queues.
Not _fl ushed_key_ bl ocks

Theold namefor Key bl ocks_not fl ushed before MySQL 4.1.1.
Open_files

The number of files that are open.

Open_streans

The number of streams that are open (used mainly for logging).

Open_t abl es

The number of tables that are open.

Opened_t abl es

The number of tables that have been opened. If Opened_t abl es isbig, your t abl e_cache
valueis probably too small.

Qcache_free_ bl ocks

The number of free memory blocks in query cache.

Qcache_free _nenory

The amount of free memory for query cache.

Qcache_hits

The number of cache hits.

Qcache_inserts

The number of queries added to the cache.

Qcache_| owrem prunes

The number of queries that were deleted from the cache because of low memory.
Qcache_not _cached

The number of non-cached queries (not cachable, or dueto query_cache_t ype).
Qcache_queries_in_cache

The number of queries registered in the cache.

Qcache_total bl ocks

The total number of blocksin the query cache.

Questions

The number of queries that have been sent to the server.

Rpl _status

The status of failsafe replication (not yet implemented).

Select _full _join
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The number of joinsthat do not use indexes. If thisvalue is not 0, you should carefully check the
indexes of your tables. This variable was added in MySQL 3.23.25.

Select _full _range join

The number of joins that used a range search on a reference table. This variable was added in
MySQL 3.23.25.

Sel ect _range

The number of joins that used ranges on the first table. (It's normally not critical even if thisis
big.) This variable was added in MySQL 3.23.25.

Sel ect _range_check

The number of joins without keys that check for key usage after each row. (If thisis not O, you
should carefully check the indexes of your tables.) This variable was added in MySQL 3.23.25.

Sel ect _scan

The number of joins that did a full scan of the first table. This variable was added in MySQL
3.23.25.

Sl ave_open_tenp_t abl es

The number of temporary tables currently open by the slave SQL thread. This variable was ad-
ded in MySQL 3.23.29.

Sl ave_r unni ng

This is ON if this server is a dave that is connected to a master. This variable was added in
MySQL 3.23.16.

Sl ow | aunch_t hreads

The number of threads that have taken more than sl ow_| aunch_t i me seconds to create.
This variable was added in MySQL 3.23.15.

Sl ow_queri es

The number of queries that have taken more than | ong_query_ti me seconds. See Sec-
tion 5.9.5, “The Slow Query Log”.

Sort _nerge_passes

The number of merge passes the sort algorithm has had to do. If this value is large, you should
consider increasing the value of the sort _buf f er _si ze system variable. This variable was
added in MySQL 3.23.28.

Sort _range

The number of sorts that were done with ranges. This variable was added in MySQL 3.23.25.
Sort _rows

The number of sorted rows. This variable was added in MySQL 3.23.25.

Sort _scan

The number of sorts that were done by scanning the table. This variable was added in MySQL
3.23.25.
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Ssl _xxx
Variablesused for SSL connections. These variables were added in MySQL 4.0.0.
Tabl e_| ocks_i medi at e

The number of times that a table lock was acquired immediately. This variable was added as of
MySQL 3.23.33.

Tabl e_| ocks_wai ted

The number of times that atable lock could not be acquired immediately and a wait was needed.
If thisis high, and you have performance problems, you should first optimize your queries, and
then either split your table or tables or use replication. This variable was added as of MySQL
3.23.33.

Thr eads_cached

The number of threadsin the thread cache. This variable was added in MySQL 3.23.17.

Thr eads_connect ed

The number of currently open connections.

Threads_created

The number of threads created to handle connections. If Thr eads_cr eat ed is big, you may
want to increase the t hr ead_cache_si ze value. The cache hit rate can be calculated as
Thr eads_cr eat ed/Connect i ons. Thisvariable was added in MySQL 3.23.31.
Threads_runni ng

The number of threads that are not sleeping.

Upti me

The number of seconds the server has been up.

5.3. The MySQL Server Shutdown Process

The server shutdown process can be summarized like this:

A w0

o

The shutdown processisinitiated

The server creates a shutdown thread if necessary
The server stops accepting new connections

The server terminates current activity

Storage engines are shut down or closed

The server exits

A more detailed description of the process follows:

1

The shutdown processisinitiated.

Server shutdown can be initiated several ways. For example, a user with the SHUTDOWN priv-
ilege can execute a mysgladmin shutdown command. mysgladmin can be used on any plat-
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form supported by MySQL. Other operating system-specific shutdown initiation methods are
possible as well: The server shuts down on Unix when it receives a SI GTERMsignal. A server
running as a service on Windows shuts down when the services manager tellsit to.

2. Theserver creates a shutdown thread if necessary.

Depending on how shutdown was initiated, the server might create a thread to handle the shut-
down process. If shutdown was requested by a client, a shutdown thread is created. If shutdown
is the result of receiving a SI GTERMsignal, the signal thread might handle shutdown itself, or
it might create a separate thread to do so. If the server tries to create a shutdown thread and
cannot (for example, if memory is exhausted), it issues a diagnostic message that appears in the
error log:

Error: Can't create thread to kill server

3. The server stops accepting new connections.

To prevent new activity from being initiated during shutdown, the server stops accepting new
client connections. It does this by closing the network connections to which it normally listens
for connections: the TCP/IP port, the Unix socket file, the Windows named pipe, and shared
memory on Windows.

4. The server terminates current activity.

For each thread that is associated with a client connection, the connection to the client is
broken and the thread is marked as killed. Threads die when they notice that they are so
marked. Threads for idle connections die quickly. Threads that currently are processing queries
check their state periodically and take longer to die. For additional information about thread
termination, see Section 13.5.5.3, “KI LL Syntax”, in particular for the instructions about killed
REPAI R TABLE or OPTI M ZE TABLE operations on Myl SAMtables.

For threads that have an open transaction, the transaction is rolled back. Note that if athread is
updating a non-transactional table, an operation such as a multiple-row UPDATE or | NSERT
may |leave the table partially updated, because the operation can terminate before completion.

If the server is a master replication server, threads associated with currently connected slaves
are treated like other client threads. That is, each one is marked as killed and exits when it next
checksits state.

If the server is a slave replication server, the 1/0 and SQL threads, if active, are stopped before
client threads are marked as killed. The SQL thread is allowed to finish its current statement (to
avoid causing replication problems) then stops. If the SQL thread was in the middle of a trans-
action at this point, the transaction is rolled back.

5. Storage engines are shut down or closed.
At this stage, the table cache is flushed and all open tables are closed.
Each storage engine performs any actions necessary for tables that it manages. For example,
MyISAM flushes any pending index writes for a table. InnoDB flushes its buffer pool to disk,
writes the current LSN to the tablespace, and terminates its own internal threads.

6. Theserver exits.

5.4. General Security Issues

This section describes some general security issues to be aware of and what you can do to make
your MySQL installation more secure against attack or misuse. For information specifically about
the access control system that MySQL uses for setting up user accounts and checking database ac-
cess, see Section 5.5, “The MySQL Access Privilege System”.
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5.4.1. General Security Guidelines

Anyone using MySQL on a computer connected to the Internet should read this section to avoid the
most common security mistakes.

In discussing security, we emphasize the necessity of fully protecting the entire server host (not just
the MySQL server) against all types of applicable attacks: eavesdropping, altering, playback, and
denial of service. We do not cover all aspects of availability and fault tolerance here.

MySQL uses security based on Access Control Lists (ACLSs) for all connections, queries, and other
operations that users can attempt to perform. There is also some support for SSL-encrypted connec-
tions between MySQL clients and servers. Many of the concepts discussed here are not specific to
MySQL at al; the same general ideas apply to aimost all applications.

When running MySQL, follow these guidelines whenever possible:

» Do not ever give anyone (except MySQL r oot accounts) access to the user tablein the
mysql database! Thisis critical. The encrypted password isthe real password in MySQL.
Anyone who knows the password that is listed in the user table and has access to the host lis-
ted for the account can easily login asthat user.

* Learn the MySQL access privilege system. The GRANT and REVOKE statements are used for
controlling access to MySQL. Do not grant any more privileges than necessary. Never grant
privilegesto al hosts.

Checklist:

e Trymysgl -u root. If youare able to connect successfully to the server without being
asked for a password, you have problems. Anyone can connect to your MySQL server as the
MySQL r oot user with full privileges! Review the MySQL installation instructions, paying
particular attention to the information about setting a r oot password. See Section 2.9.3,
“Securing the Initial MySQL Accounts”.

¢ Use the SHOW GRANTS statement and check to see who has access to what. Then use the
REVOKE statement to remove those privileges that are not necessary.

» Do not store any plain-text passwords in your database. If your computer becomes comprom-
ised, the intruder can take the full list of passwords and use them. Instead, use MD5( ) , SHAL() ,
or some other one-way hashing function.

* Do not choose passwords from dictionaries. There are specia programs to break them. Even
passwords like ~"xfish98" are very bad. Much better is " duag98" which contains the same word
“fish" but typed one key to the |eft on a standard QWERTY keyboard. Another method is to use
““Mhall" which is taken from the first characters of each word in the sentence “"Mary had alittle
lamb." Thisis easy to remember and type, but difficult to guess for someone who does not know
it.

* Invest in afirewall. This protects you from at least 50% of all types of exploitsin any software.
Put MySQL behind the firewall or in ademilitarized zone (DM Z).

Checklist:

» Try to scan your ports from the Internet using a tool such as nmap. MySQL uses port 3306
by default. This port should not be accessible from untrusted hosts. Another simple way to
check whether or not your MySQL port is open is to try the following command from some
remote machine, where ser ver _host isthe host on which your MySQL server runs:

shel | > tel net server _host 3306
If you get a connection and some garbage characters, the port is open, and should be closed

on your firewall or router, unless you really have a good reason to keep it open. If t el net
just hangs or the connection is refused, everything is OK; the port is blocked.
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Do not trust any data entered by users of your applications. They can try to trick your code by
entering specia or escaped character sequences in Web forms, URLS, or whatever application
you have built. Be sure that your application remains secure if a user enters something like ™;
DROP DATABASE nysql ; ". Thisis an extreme example, but large security leaks and data
loss might occur as aresult of hackers using similar techniques, if you do not prepare for them.

A common mistake is to protect only string data values. Remember to check numeric data as
well. If an application generates a query such as SELECT * FROM t abl e WHERE | D=234
when a user enters the value 234, the user can enter the value 234 OR 1=1 to cause the ap-
plication to generate the query SELECT * FROM tabl e WHERE | D=234 OR 1=1.Asa
result, the server retrieves every record in the table. This exposes every record and causes ex-
cessive server load. The simplest way to protect from this type of attack is to use apostrophes
around the numeric constants: SELECT * FROM tabl e WHERE | D=' 234" . If the user
enters extra information, it all becomes part of the string. In numeric context, MySQL automat-
ically converts this string to a number and strips any trailing non-numeric characters fromiit.

Sometimes people think that if a database contains only publicly available data, it need not be
protected. This is incorrect. Even if it is alowable to display any record in the database, you
should still protect against denia of service attacks (for example, those that are based on the
technique in the preceding paragraph that causes the server to waste resources). Otherwise, your
server becomes unresponsive to legitimate users.

Checklist:

e Trytoenter” "and ™' in all your Web forms. If you get any kind of MySQL error, investig-
ate the problem right away.

e Try to modify any dynamic URLs by adding %22 ("' "), %23 (‘#'), and %27 (" ) in the URL.

« Try to modify data types in dynamic URLs from numeric ones to character ones containing
characters from previous examples. Your application should be safe against this and similar
attacks.

e Try to enter characters, spaces, and special symbols rather than numbers in numeric fields.
Y our application should remove them before passing them to MySQL or else generate an er-
ror. Passing unchecked valuesto MySQL is very dangerous!

e Check data sizes before passing them to MySQL.

» Consider having your application connect to the database using a different username than the
one you use for administrative purposes. Do not give your applications any access privileges
they do not need.

Many application programming interfaces provide a means of escaping specia charactersin data

values. Properly used, this prevents application users from entering values that cause the applic-

ation to generate statements that have a different effect than you intend:

e MySQL CAPI: Usethemmysqgl _real escape_string() APl call.

 MySQL++: Usetheescape and quot e modifiersfor query streams.

* PHP: Usethenysql _escape_string() function, which is based on the function of the
same namein the MySQL C API. Prior to PHP 4.0.3, use adds| ashes() instead.

e Perl DBI: Usethequot e() method or use placeholders.

* JavaJDBC: UseaPr epar edSt at ement object and placeholders.

Other programming interfaces might have similar capabilities.

Do not transmit plain (unencrypted) data over the Internet. This information is accessible to

everyone who has the time and ability to intercept it and use it for their own purposes. Instead,
use an encrypted protocol such as SSL or SSH. MySQL supports internal SSL connections as of
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Version 4.0.0. SSH port-forwarding can be used to create an encrypted (and compressed) tunnel
for the communication.

* Learn to use the t cpdunp and stri ngs utilities. For most cases, you can check whether
MySQL data streams are unencrypted by issuing a command like the following:

shel I > tcpdunp -1 -i ethO -w - src or dst port 3306 | strings

(Thisworks under Linux and should work with small modifications under other systems.) Warn-
ing: If you do not see plaintext data, this doesn't aways mean that the information actually is en-
crypted. If you need high security, you should consult with a security expert.

5.4.2. Making MySQL Secure Against Attackers

When you connect to a MySQL server, you should use a password. The password is not transmitted
in clear text over the connection. Password handling during the client connection sequence was up-
graded in MySQL 4.1.1 to be very secure. If you are using an older version of MySQL, or are till
using pre-4.1.1-style passwords, the encryption algorithm is less strong and with some effort a clev-
er attacker who can sniff the traffic between the client and the server can crack the password. (See
Section 5.5.9, “Password Hashing in MySQL 4.1" for a discussion of the different password hand-
ling methods.) If the connection between the client and the server goes through an untrusted net-
work, you should use an SSH tunnel to encrypt the communication.

All other information is transferred as text that can be read by anyone who is able to watch the con-
nection. If you are concerned about this, you can use the compressed protocol (in MySQL 3.22 and
above) to make traffic much more difficult to decipher. To make the connection even more secure,
you should use SSH to get an encrypted TCP/IP connection between a MySQL server and a MySQL
client. You can find an Open Source SSH client at http://www.openssh.org/, and a commercial SSH
client at http://www.ssh.com/.

If you are using MySQL 4.0 or newer, you can aso use internal OpenSSL support. See Sec-
tion 5.6.7, “Using Secure Connections’.

To make aMySQL system secure, you should strongly consider the following suggestions:

» Use passwords for all MySQL users. A client program does not necessarily know the identity of
the person running it. It is common for client/server applications that the user can specify any
username to the client program. For example, anyone can use the mysql program to connect as
any other person simply by invoking it as mysql -u ot her_user db_nane if ot h-
er _user has no password. If al users have a password, connecting using another user's ac-
count becomes much more difficult.

To change the password for a user, use the SET PASSWORD statement. It is also possible to up-
datetheuser tableinthemnysql database directly. For example, to change the password of all
MySQL accounts that have a username of r oot , do this:

shel | > mysqgl -u root

mysql > UPDATE nysql . user SET Passwor d=PASSWORD(' newpwd' )
-> WHERE User ='root"';

nysqgl > FLUSH PRI VI LEGES;

» Don't run the MySQL server as the Unix r oot user. This is very dangerous, because any user
with the FI LE privilege is able to create files asr oot (for example, ~r oot / . bashr c¢). To
prevent this, mysgld refuses to run as r oot unless that is specified explicitly using a -
- user =r oot option.

mysgld can be run as an ordinary unprivileged user instead. Y ou can a so create a separate Unix
account named mysql to make everything even more secure. Use the account only for adminis-
tering MySQL. To start mysqgld as another Unix user, add auser option that specifies the user-
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name to the [ nysql d] group of the/ et ¢/ my. cnf option file or the my. cnf option filein
the server's data directory. For example:

[ nysql d]
user =mysql

This causes the server to start as the designated user whether you start it manually or by using
mysqld_safe or mysgl.server. For more details, see Section A.3.2, “How to Run MySQL as a
Normal User”.

Running mysqgld as a Unix user other than r oot does not mean that you need to change the
r oot username in the user table. Usernames for MySQL accounts have nothing to do with
usernames for Unix accounts.

Dont alow the use of symlinks to tables. (This can be disabled with the -
- ski p-synbol i c-1i nks option.) This is especially important if you run mysgld asr oot ,
because anyone that has write access to the server's data directory then could delete any file in
the system! See Section 7.6.1.2, “Using Symbolic Links for Tables on Unix”.

Make sure that the only Unix user with read or write privileges in the database directories is the
user that mysgld runs as.

Don't grant the PROCESS or SUPER privilege to non-administrative users. The output of mysgl-
admin processlist shows the text of the currently executing queries, so any user who is allowed
to execute that command might be able to see if another user issues an UPDATE user SET
passwor d=PASSWORD( ' not _secure') query.

mysqld reserves an extra connection for users who have the SUPER privilege (PROCESS before
MySQL 4.0.2), so that aMySQL r oot user can log in and check server activity even if al nor-
mal connections arein use.

The SUPER privilege can be used to terminate client connections, change server operation by
changing the value of system variables, and control replication servers.

Don't grant the FI LE privilege to non-administrative users. Any user that has this privilege can
write afile anywhere in the filesystem with the privileges of the mysgld daemon! To make this
abit safer, files generated with SELECT ... | NTO OUTFI LE do not overwrite existing files
and are writable by everyone.

The FI LE privilege may also be used to read any file that is world-readable or accessible to the
Unix user that the server runs as. With this privilege, you can read any file into a database table.
This could be abused, for example, by using LOAD DATAto load / et ¢/ passwd into atable,
which then can be displayed with SELECT.

If you don't trust your DNS, you should use IP numbers rather than hostnames in the grant
tables. In any case, you should be very careful about creating grant table entries using hostname
values that contain wildcards!

If you want to restrict the number of connections allowed to a single account, you can do so by
setting the max_user _connect i ons variable in mysgld. The GRANT statement also sup-
ports resource control options for limiting the extent of server use allowed to an account.

Startup Options for mysqgld Concerning Security

The following mysgld options affect security:

--local-infile[={0]1}]

If you start the server with - - 1 ocal -i nfi | e=0, clients cannot use LOCAL in LOAD DATA
statements. See Section 5.4.4, “ Security Issueswith LOAD DATA LOCAL”.
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--ol d- passwor ds

Force the server to generate short (pre-4.1) password hashes for new passwords. This is useful
for compatibility when the server must support older client programs. See Section 5.5.9,
“Password Hashing in MySQL 4.1".

- - saf e- show dat abase

With this option, the SHOW DATABASES statement displays the names of only those databases
for which the user has some kind of privilege. As of MySQL 4.0.2, this option is deprecated and
doesn't do anything (it is enabled by default), because there is a SHOW DATABASES privilege
that can be used to control access to database names on a per-account basis. See Sec-
tion 13.5.1.3, “GRANT and REVOKE Syntax”.

--saf e-user-create

If this is enabled, a user cannot create new users with the GRANT statement unless the user has
the | NSERT privilege for the mysqgl . user table. If you want a user to have the ability to cre-
ate new users with those privileges that the user has right to grant, you should grant the user the
following privilege:

mysqgl > GRANT | NSERT(user) ON nysql.user TO 'user_nane' @ host _nane';
This ensures that the user can't change any privilege columns directly, but has to use the GRANT
statement to give privileges to other users.

--secure-auth

Disallow authentication for accounts that have old (pre-4.1) passwords. This option is available
asof MySQL 4.1.1.

--ski p-grant-tabl es

This option causes the server not to use the privilege system at all. This gives everyone full ac-
cess to all databases! (You can tell arunning server to start using the grant tables again by ex-
ecuting a mysgladmin flush-privileges or mysgladmin reload command, or by issuing a
FLUSH PRI VI LEGES statement.)

- - ski p- nane-resol ve

Hostnames are not resolved. All Host column values in the grant tables must be IP numbers or
| ocal host.

- - ski p- net wor ki ng

Don't alow TCP/IP connections over the network. All connections to mysgld must be made via
Unix socket files. This option is unsuitable when using a MySQL version prior to 3.23.27 with
the MIT-pthreads package, because Unix socket files were not supported by MIT-pthreads at
that time.

- - ski p- show dat abase

With this option, the SHON DATABASES statement is allowed only to users who have the
SHOW DATABASES privilege, and the statement displays all database names. Without this op-
tion, SHOW DATABASES is alowed to all users, but displays each database name only if the
user has the SHOW DATABASES privilege or some privilege for the database.

Security Issues with LOAD DATA LOCAL

The LOAD DATA statement can load afile that is|ocated on the server host, or it can load afile that
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islocated on the client host when the LOCAL keyword is specified.

There are two potential security issues with supporting the LOCAL version of LOAD DATA state-
ments:

» Thetransfer of the file from the client host to the server host is initiated by the MySQL server.
In theory, a patched server could be built that would tell the client program to transfer a file of
the server's choosing rather than the file named by the client in the LOAD DATA statement. Such
aserver could access any file on the client host to which the client user has read access.

e In a Web environment where the clients are connecting from a Web server, a user could use
LOAD DATA LOCAL to read any files that the Web server process has read access to (assuming
that a user could run any command against the SQL server). In this environment, the client with
respect to the MySQL server actualy is the Web server, not the program being run by the user
connecting to the Web server.

To dea with these problems, we changed how LOAD DATA LOCAL is handled as of MySQL
3.23.49 and MySQL 4.0.2 (4.0.13 on Windows):

* By default, all MySQL clients and libraries in binary distributions are compiled with the -
-enabl e-1 ocal -i nfi |l e option, to be compatible with MySQL 3.23.48 and before.

» If you build MySQL from source but don't use the - - enabl e- | ocal -i nfil e option to
configure, LOAD DATA LOCAL cannot be used by any client unless it is written explicitly to
invokenysql _options(... MYSQ._OPT_LOCAL_I NFILE, 0). See Section22.2.3.43,

“mysqgl _options()”.

* You can disable all LOAD DATA LOCAL commands from the server side by starting mysqld
with the- - | ocal -i nfil e=0 option.

e For the mysgl command-line client, LOAD DATA LOCAL can be enabled by specifying the -
-l ocal -infil e[ =1] option, or disabled withthe- - | ocal -i nfi | e=0 option. Similarly,
for mysglimport, the - - | ocal or - L option enables local data file loading. In any case, suc-
cessful use of alocal loading operation requires that the server is enabled to allow it.

e If you use LOAD DATA LOCAL in Perl scripts or other programs that read the [ cl i ent ]
group from option files, you can add the | ocal -i nfi | e=1 option to that group. However, to
keep this from causing problems for programs that do not understand | ocal - i nfi | e, specify
itusingthel oose- prefix:

[client]
| oose-local -infile=1
Thel oose- prefix can be used as of MySQL 4.0.2.

o |If LOAD DATA LCCAL | NFI LE isdisabled, either in the server or the client, a client that at-
tempts to issue such a statement receives the following error message:

ERROR 1148: The used command is not allowed with this MySQL version

5.5. The MySQL Access Privilege System

MySQL has an advanced but non-standard security and privilege system. This section describes how
it works.

5.5.1. What the Privilege System Does
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The primary function of the MySQL privilege system is to authenticate a user connecting from a
given host, and to associate that user with privileges on a database such as SELECT, | NSERT, UP-
DATE, and DELETE.

Additional functionality includes the ability to have anonymous users and to grant privileges for
MySQL-specific functions such as LOAD DATA | NFI LE and administrative operations.

How the Privilege System Works

The MySQL privilege system ensures that all users may perform only the operations allowed to
them. As a user, when you connect to a MySQL server, your identity is determined by the host from
which you connect and the username you specify. When you issue requests after connecting, the sys-
tem grants privileges according to your identity and what you want to do.

MySQL considers both your hostname and username in identifying you because there islittle reason
to assume that a given username belongs to the same person everywhere on the Internet. For ex-
ample, the user j oe who connects from of f i ce. comneed not be the same person as the user
j oe who connects from el sewher e. com MySQL handles this by allowing you to distinguish
users on different hosts that happen to have the same name: Y ou can grant one set of privileges for
connections by j oe from of fi ce. com and a different set of privileges for connections by j oe
fromel sewhere. com

MySQL access control involves two stages:

e Stage 1: The server checks whether it should allow you to connect.

e Stage 2: Assuming that you can connect, the server checks each statement you issue to see
whether you have sufficient privileges to perform it. For example, if you try to select rows from
atable in a database or drop atable from the database, the server verifies that you have the SE-
LECT privilege for the table or the DROP privilege for the database.

If your privileges are changed (either by yourself or someone else) while you are connected, those
changes do not necessarily take effect immediately for the next statement you issue. See Sec-
tion 5.5.7, “When Privilege Changes Take Effect” for details.

The server stores privilege information in the grant tables of the mysql database (that is, in the
database named nysql ). The MySQL server reads the contents of these tables into memory when it
starts and re-reads them under the circumstances indicated in Section 5.5.7, “When Privilege
Changes Take Effect”. Access-control decisions are based on the in-memory copies of the grant
tables.

Normally, you manipulate the contents of the grant tables indirectly by using the GRANT and RE-
VOKE statements to set up accounts and control the privileges available to each one. See Sec-
tion 13.5.1.3, “GRANT and REVOKE Syntax”. The discussion here describes the underlying structure
of the grant tables and how the server usestheir contents when interacting with clients.

The server usestheuser , db, and host tablesinthenysql database at both stages of access con-
trol. The columns in these grant tables are shown here;

Table Name user db host

Scope columns Host Host Host
User Db Db
Passwor d User

Privilege columns

Sel ect_priv

Sel ect _priv

Sel ect _priv

Insert_priv

Insert_priv

Insert_priv

Update priv

Update priv

Update priv

Delete_priv

Delete_priv

Delete_priv
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I ndex_priv I ndex_priv I ndex_priv
Alter priv Alter priv Alter priv
Create priv Create _priv Create _priv
Drop_priv Drop_priv Drop_priv

Gant_priv G ant_priv G ant_priv

Create_view priv

Create_view priv

Create_view priv

Show_vi ew _priv

Show_vi ew _priv

Show_vi ew priv

Cre-
ate_routine_priv

Cre-
ate_routine_priv

Al -
ter_routine_priv

Al -
ter_routine_priv

Ref erences_priv

Ref erences_priv

Ref erences_priv

Rel oad_priv

Shut down_pri v

Process_priv

File priv

Show _db_priv

Super _priv

Cre-
ate tnp_table pr
iv

Cre-
ate tnp_table pr
iv

Cre-
ate tnp_table pr
iv

Lock tables priv

Lock tables priv

Lock tables priv

Execute _priv

Repl _sl ave_priv

Repl _client_priv

Security columns

ssl _type

ssl _ci pher

x509 i ssuer

x509_ subj ect

Resource control

columns

max_questions

max_updat es

max_connecti ons

max_user _connect
i ons

The ssl _type, ssl _ci pher, x509_i ssuer, and x509_subj ect columns were added in

MySQL 4.0.0.

The

Create tnp_table priv,

Repl _client_priv, Repl _slave_priv,

Execute_priv,
Show_db_pri v,

Lock _tables priv,
Super _priv,

max_quest i ons, max_updat es, and max_connect i ons columns were added in MySQL
4.0.2. Execut e_pr i v isnot operational until MySQL 5.0.3, however.

TheCr eat e_vi ew _pri v and Show vi ew _pri v columns were added in MySQL 5.0.1.

The Create routine_priv, Alter _routine_priv, and max_user_connecti ons
columns were added in MySQL 5.0.3.

During the second stage of access control, the server performs request verification to make sure that
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each client has sufficient privileges for each request that it issues. In addition to the user, db, and
host grant tables, the server may also consult thet abl es_pri v and col unms_pri v tablesfor
requests that involve tables. The t abl es_pri v and col unms_pri v tables provide finer priv-

ilege control at the table and column levels. They have the following columns:

Table Name tables priv columns _priv
Scope columns Host Host

Db Db

User User

Tabl e_nane

Tabl e_nane

Col utm_nane

Privilege columns

Tabl e_priv

Col um_priv

Col um_priv

Other columns

Ti mest anp

Ti mest anp

G ant or

TheTi mest anp and Gr ant or

For verification of requests that involve stored routines, the server may consult the pr ocs_pri v

columns currently are unused and are discussed no further here.

table. Thistable exists as of MySQL 5.0.3 and has the following columns:

Table Name procs _priv
Scope columns Host

Db

User

Rout i ne_nane
Privilege columns Proc_priv
Other columns Ti mest anp

G ant or

TheTi mest anp and Gr ant or columns currently are unused and are discussed no further here.

Each grant table contains scope columns and privilege columns:

» Scope columns determine the scope of each entry (row) in the tables; that is, the context in

which the row applies. For example, a user table row with Host and User values of
"thomas. | oc. gov' and' bob' would be used for authenticating connections made to the
server from the host t homas. | oc. gov by aclient that specifies a username of bob. Simil-
arly, a db table row with Host, User, and Db column values of ' t homas. | oc. gov',
"bob' and' reports' would be used when bob connects from the host t honas. | oc. gov
to access the r epor t s database. The t abl es_pri v and col utms_pri v tables contain
scope columns indicating tables or table/column combinations to which each row applies. The
procs_pri v scope columns indicate the store routine to which each row applies.

Privilege columns indicate which privileges are granted by a table row; that is, what operations
can be performed. The server combines the information in the various grant tables to form a
complete description of a user's privileges. The rules used to do this are described in Sec-
tion 5.5.6, “ Access Control, Stage 2: Request Verification”.

Scope columns contain strings. They are declared as shown here; the default value for each is the
empty string:
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Column Name Type

Host CHAR( 60)
User CHAR( 16)
Passwor d CHAR( 16)
Db CHAR( 64)
Tabl e_nane CHAR( 64)
Col unm_nane CHAR( 64)
Rout i ne_nane CHAR( 64)

Before MySQL 3.23, the Db columnis CHAR( 32) in some tables and CHAR( 60) in others.

For access-checking purposes, comparisons of Host

sensitivein MySQL 3.22.12 or later.

Intheuser, db, and host tables, each privilege is listed in a separate column that is declared as
ENUM' N ,"Y') DEFAULT 'N . In other words, each privilege can be disabled or enabled,

with the default being disabled.

Inthet abl es_priv, col ums_pri v, and procs_pri v tables, the privilege columns are de-
clared as SET columns. Values in these columns can contain any combination of the privileges con-

trolled by the table:

values are case-insensitive. User,
Passwor d, Db, and Tabl e_nane values are case sensitive. Col urm_nane values are case in-

Table Name Column Name |Possible Set Elements

tables priv|Table priv |"Select', 'lInsert', 'Update', 'Delete',
"Create', 'Drop', 'Gant', 'References',
"Index', "Ater'

tables_priv|Colum priv| Select', 'Insert', 'Update', 'References'

columms_pri [Colum_priv| Select', 'Insert', 'Update', 'References'

%

procs_priv |Proc_priv |'Execute', '"Alter Routine', 'Gant'

Briefly, the server uses the grant tables as follows:

The user table scope columns determine whether to reject or alow incoming connections. For
allowed connections, any privileges granted in the user table indicate the user's global
(superuser) privileges. These privileges apply to all databases on the server.

The db table scope columns determine which users can access which databases from which
hosts. The privilege columns determine which operations are allowed. A privilege granted at the
database level appliesto the database and to al its tables.

The host tableisused in conjunction with the db table when you want agiven db table row to
apply to several hosts. For example, if you want a user to be able to use a database from several
hosts in your network, leave the Host value empty in the user's db table row, then populate the
host table with arow for each of those hosts. This mechanism is described more detail in Sec-
tion 5.5.6, “Access Control, Stage 2: Request Verification”.

Note: The host tableis not affected by the GRANT and REVCKE statements. Most MySQL in-
stallations need not use thistable at all.

Thet abl es_priv and col ums_pri v tables are similar to the db table, but are more fine-
grained: They apply at the table and column levels rather than at the database level. A privilege
granted at the table level applies to the table and to all its columns. A privilege granted at the
column level applies only to a specific column.
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e Theprocs_priv table applies to stored routines. A privilege granted at the routine level ap-
pliesonly to asingle routine.

Administrative privileges (such as RELOAD or SHUTDOWN) are specified only in the user table.
This is because administrative operations are operations on the server itself and are not database-spe-
cific, so there is no reason to list these privileges in the other grant tables. In fact, to determine
whether you can perform an administrative operation, the server need consult only theuser table.

The FI LE privilege also is specified only in the user table. It is not an administrative privilege as
such, but your ability to read or write files on the server host is independent of the database you are
accessing.

The mysgld server reads the contents of the grant tables into memory when it starts. You can tell it
to re-read the tables by issuing a FLUSH PRI VI LEGES statement or executing a mysgladmin
flush-privileges or mysgladmin reload command. Changes to the grant tables take effect as indic-
ated in Section 5.5.7, “When Privilege Changes Take Effect”.

When you modify the contents of the grant tables, it is a good idea to make sure that your changes
set up privileges the way you want. To check the privileges for a given account, use the SHOW
GRANTS statement. For example, to determine the privileges that are granted to an account with
Host and User valuesof pc84. exanpl e. comand bob, issue this statement:

nysqgl > SHOW GRANTS FOR ' bob' @ pc84. exanpl e. coni ;

A useful diagnostic tool is the mysqglaccess script, which Yves Carlier has provided for the MySQL
distribution. Invoke mysglaccess with the - - hel p option to find out how it works. Note that
mysglaccess checks access using only the user, db, and host tables. It does not check table,
column, or routine privileges specifiedinthet abl es_pri v, col ums_priv,orprocs_priv
tables.

For additional help in diagnosing privilege-related problems, see Section 5.5.8, “Causes of Access
deni ed Errors’. For general advice on security issues, see Section 5.4, “ General Security Issues’.

Privileges Provided by MySQL

Information about account privileges is stored in the user, db, host, tables_priv,
col ums_priv, and procs_pri v tablesin the mysql database. The MySQL server reads the
contents of these tables into memory when it starts and re-reads them under the circumstances indic-
ated in Section 5.5.7, “When Privilege Changes Take Effect”. Access-control decisions are based on
the in-memory copies of the grant tables.

The names used in the GRANT and REVCKE statements to refer to privileges are shown in the fol-
lowing table, along with the column name associated with each privilege in the grant tables and the
context in which the privilege applies. Further information about the meaning of each privilege may
be found at Section 13.5.1.3, “GRANT and REVCOKE Syntax”.

Privilege Column Context

CREATE Create _priv databases, tables, or indexes
DROP Drop _priv databases or tables

GRANT Gant _priv databases, tables, or stored routines
REFERENCES Ref erences_priv databases or tables

ALTER Alter_priv tables

DELETE Del ete priv tables

| NDEX I ndex_priv tables

| NSERT Insert_priv tables

SELECT Sel ect _priv tables

UPDATE Update_priv tables
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CREATE VIEW |[Create_view priv views

SHOW VI EW Show vi ew priv views

ALTER ROUTI NE |Al ter_routine_priv |stored routines
CREATE Cre- stored routines

ROUTI NE ate routine priv

EXECUTE Execute_priv stored routines

CREATE TEM |Cr e- server administration
PORARY TABLES |ate_tnp_table priv

FI LE File_priv file access on server host

LOCK TABLES Lock tables priv server administration
PROCESS Process_priv server administration
RELOAD Rel oad_priv server administration
REPLI CATI ON Repl _client_priv server administration
CLI ENT

REPLI CATI ON Repl _sl ave priv server administration
SLAVE

SHOW DATA- [Show _db_priv server administration
BASES

SHUTDOWN Shut down_priv server administration
SUPER Super _priv server administration

The CREATE TEMPCRARY TABLES, EXECUTE, LOCK TABLES, REPLI CATI ON CLI ENT,
REPLI CATI ON SLAVE, SHOW DATABASES, and SUPER privileges were added in MySQL
4.0.2. (EXECUTE is not operational until MySQL 5.0.3.) CREATE VI EWand SHOW VI EWwere
added in MySQL 5.0.1. CREATE ROUTI NE and ALTER ROUTI NE were added in MySQL 5.0.3.
To use these privileges when upgrading from an earlier version of MySQL that does not have them,
, You must upgrade your grant tables. See Section 2.10.7, “Upgrading the Grant Tables”.

The CREATE and DROP privileges alow you to create new databases and tables, or to drop
(remove) existing databases and tables. If you grant the DROP privilege for the nysql databaseto a
user, that user can drop the database in which the MySQL access privileges are stored!

The SELECT, | NSERT, UPDATE, and DELETE privileges alow you to perform operations on rows
in existing tables in a database.

SELECT statements require the SELECT privilege only if they actually retrieve rows from atable.
Some SELECT statements do not access tables and can be executed without permission for any
database. For example, you can use the mysql client as a simple calculator to evaluate expressions
that make no reference to tables:

nysql > SELECT 1+1;
nysqgl > SELECT PI () *2;

The | NDEX privilege allows you to create or drop (remove) indexes. | NDEX applies to existing
tables. If you have the CREATE privilege for a table, you can include index definitions in the CRE-
ATE TABLE statement.

The ALTER privilege allows you to use ALTER TABLE to change the structure of or rename tables.

The CREATE RQUTI NE privilege is needed for creating stored routines (functions and procedures).
ALTER ROUTI NE privilege is needed for altering or dropping stored routines, and EXECUTE is
needed for executing stored routines.

The GRANT privilege alows you to give to other users those privileges that you yourself possess. It
can be used for databases, tables, and stored routines.
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The FI LE privilege gives you permission to read and write files on the server host using the LOAD
DATA | NFI LEand SELECT ... | NTO OUTFI LE statements. A user who has the FI LE priv-
ilege can read any file on the server host that is either world-readable or readable by the MySQL
server. (Thisimplies the user can read any file in any database directory, because the server can ac-
cess any of those files.) The FI LE privilege also allows the user to create new filesin any directory
where the MySQL server has write access. Existing files cannot be overwritten.

The remaining privileges are used for administrative operations. Many of them can be performed by
using the mysgladmin program or by issuing SQL statements. The following table shows which
mysgladmin commands each administrative privilege allows you to execute:

Privilege Commands Permitted to Privilege Holder s

RELOAD flush-hosts, flush-logs, flush-privileges, flush-status,
flush-tabl es,flush-threads,refresh,rel oad

SHUTDOWN  |shut down
PROCESS processli st
SUPER kill

The rel oad command tells the server to reread the grant tables into memory. fl ush-
privil eges isasynonymforrel oad. Ther ef r esh command closes and reopens the log files
and flushes al tables. The other f | ush- xxx commands perform functions similar to r ef r esh,
but are more specific and may be preferable in some instances. For example, if you want to flush
justthelog files, f | ush- | ogs isabetter choicethanr ef r esh.

The shut down command shuts down the server. This command can be issued only from mysqglad-
min. There is no corresponding SQL statement.

The pr ocessl i st command displays information about the threads executing within the server
(that is, about the statements being executed by clients associated with other accounts). The ki | |

command terminates server threads. You can always display or kill your own threads, but you need
the PROCESS privilege to display threads initiated by other users and the SUPER privilege to kill
them. See Section 13.5.5.3, “KI LL Syntax”. Prior to MySQL 4.0.2 when SUPER was introduced,
the PROCESS privilege controls the ability to both see and terminate threads for other clients.

The CREATE TEMPORARY TABLES privilege alows the use of the keyword TEMPORARY in
CREATE TABLE statements.

The LOCK TABLES privilege alows the use of explicit LOCK TABLES statements to lock tables
for which you have the SELECT privilege. This includes the use of write locks, which prevents any-
one else from reading the locked table.

The REPLI CATI ON CLI ENT privilege allows the use of SHOW MASTER STATUS and SHOW
SLAVE STATUS.

The REPLI CATI ON SLAVE privilege should be granted to accounts that are used by slave servers
to connect to the current server as their master. Without this privilege, the slave cannot request up-
dates that have been made to databases on the master server.

The SHOW DATABASES privilege allows the account to see database names by issuing the SHOW
DATABASE statement. Accounts that do not have this privilege see only databases for which they
have some privileges, and cannot use the statement at all if the server was started with the -
- ski p- show dat abase option.

Itisagood ideain general to grant to an account only those privileges that it heeds. Y ou should ex-
ercise particular caution in granting the FI LE and administrative privileges:

» TheFI LE privilege can be abused to read into a database table any files that the MySQL server
can read on the server host. This includes all world-readable files and files in the server's data
directory. The table can then be accessed using SELECT to transfer its contents to the client
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host.

* The GRANT privilege alows users to give their privileges to other users. Two users with differ-
ent privileges and with the GRANT privilege are able to combine privileges.

e The ALTER privilege may be used to subvert the privilege system by renaming tables.

» The SHUTDOWN privilege can be abused to deny service to other users entirely by terminating
the server.

» The PROCESS privilege can be used to view the plain text of currently executing queries, in-
cluding queriesthat set or change passwords.

e The SUPER privilege can be used to terminate other clients or change how the server operates.

» Privileges granted for the mysql database itself can be used to change passwords and other ac-
cess privilege information. Passwords are stored encrypted, so a malicious user cannot simply
read them to know the plain text password. However, a user with write accessto the user table

Passwor d column can change an account's password, and then connect to the MySQL server
using that account.

There are some things that you cannot do with the MySQL privilege system:
* You cannot explicitly specify that a given user should be denied access. That is, you cannot ex-

plicitly match a user and then refuse the connection.

* You cannot specify that a user has privileges to create or drop tables in a database but not to cre-
ate or drop the database itself.

Connecting to the MySQL Server

MySQL client programs generally expect you to specify connection parameters when you want to
access aMySQL server:

» The name of the host where the MySQL server isrunning

* Your username

* Your password

For example, the mysgl client can be started as follows from a command-line prompt (indicated
hereby shel | >):

shel I > mysqgl -h host_name -u user_name -pyour_pass

Alternate forms of the - h, - u, and - p optionsare - - host =host _nan®, - - user =user _nane,
and - - passwor d=your _pass. Note that there is no space between - p or - - passwor d= and
the password following it.

If youusea-p or --password option but do not specify the password value, the client program
prompts you to enter the password. The password is not displayed as you enter it. This is more se-
cure than giving the password on the command line. Any user on your system may be able to see a
password specified on the command line by executing a command such as ps auxww. See Sec-

tion 5.6.6, “Keeping Y our Password Secure”.

MySQL client programs use default values for any connection parameter option that you do not spe-
cify:
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e Thedefault hostnameis| ocal host .
» The default username is ODBC on Windows and your Unix login name on Unix.

e No password is supplied if - p is missing.

Thus, for aUnix user with alogin name of j oe, al of the following commands are equivalent:

shel I > mysqgl -h local host -u joe
shel | > mysql -h | ocal host

shel | > mysqgl -u joe

shel | > nysql

Other MySQL clients behave similarly.

You can specify different default values to be used when you make a connection so that you need
not enter them on the command line each time you invoke a client program. This can be donein a
couple of ways:

* You can specify connection parametersinthe[ cl i ent] section of an option file. The relevant
section of the file might look like this:

[client]

host =host _nane
user =user _namne
passwor d=your _pass

Option files are discussed further in Section 4.3.2, “Using Option Files’.

* You can specify some connection parameters using environment variables. The host can be spe-
cified for mysgl using MYSQL_ HOST. The MySQL username can be specified using USER (this
is for Windows and NetWare only). The password can be specified using MYySQL_PWD, al-
though this is insecure; see Section 5.6.6, “Keeping Y our Password Secure’. For alist of vari-
ables, see Appendix F, Environment Variables.

Access Control, Stage 1. Connection Verification

When you attempt to connect to a MySQL server, the server accepts or rejects the connection based
on your identity and whether you can verify your identity by supplying the correct password. If not,
the server denies access to you completely. Otherwise, the server accepts the connection, then enters
Stage 2 and waits for requests.

Y our identity is based on two pieces of information:

» Theclient host from which you connect

*  Your MySQL username

Identity checking is performed using the three user table scope columns (Host, User, and
Passwor d). The server accepts the connection only if the Host and User columnsin some user
table record match the client hostname and username, and the client supplies the password specified
in that record.

Host valuesintheuser table may be specified as follows:

* A Host value may be a hostname or an IP number, or ' | ocal host' to indicate the local
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host.

* You can use the wildcard characters '% and '_' in Host column values. These have the same
meaning as for pattern-matching operations performed with the LI KE operator. For example, a
Host valueof ' % matches any hostname, whereas avalue of ' % nysql . coml matches any
host inthenmysqgl . comdomain.

* Asof MySQL 3.23, for Host values specified as IP numbers, you can specify a netmask indic-
ating how many address bits to use for the network number. For example:

nysql > GRANT ALL PRI VI LEGES ON db. *
-> TO davi d@ 192. 58. 197. 0/ 255. 255. 255. 0' ;

This allows davi d to connect from any client host having an IP number cl i ent _i p for
which the following condition is true:

client_ip & netmask = host_ip

That is, for the GRANT statement just shown:

client_ip & 255.255.255.0 = 192.58.197.0

IP numbers that satisfy this condition and can connect to the MySQL server are those that lie in
therangefrom 192. 58. 197. 0t0 192. 58. 197. 255.

* A blank Host value in a db table record means that its privileges should be combined with
those in the row in the host table that matches the client hostname. The privileges are com-
bined using an AND (intersection) operation, not OR (union). You can find more information
about the host tablein Section 5.5.6, “ Access Control, Stage 2: Request Verification”.

A blank Host value in the other grant tablesisthe sameas' % .

Because you can use IP wildcard valuesin the Host column (for example, ' 144. 155. 166. % to
match every host on a subnet), someone could try to exploit this capability by naming a host
144. 155. 166. somewher e. com To foil such attempts, MySQL disallows matching on host-
names that start with digits and a dot. Thus, if you have a host named something like
1. 2. f 00. com its name never matches the Host column of the grant tables. An IP wildcard value
can match only IP numbers, not hostnames.

In the User column, wildcard characters are not allowed, but you can specify a blank value, which
matches any name. If the user table row that matches an incoming connection has a blank user-
name, the user is considered to be an anonymous user with no name, not a user with the name that
the client actually specified. This means that a blank username is used for all further access check-
ing for the duration of the connection (that is, during Stage 2).

The Passwor d column can be blank. This is not a wildcard and does not mean that any password
matches. It means that the user must connect without specifying a password.

Non-blank Passwor d values in the user table represent encrypted passwords. MySQL does not
store passwords in plaintext form for anyone to see. Rather, the password supplied by a user who is
attempting to connect is encrypted (using the PASSWORD( ) function). The encrypted password
then is used during the connection process when checking whether the password is correct. (Thisis
done without the encrypted password ever traveling over the connection.) From MySQL's point of
view, the encrypted password is the REAL password, so you should not give anyone access to it! In
particular, don't give non-administrative users read access to the tablesin themysql database!

From version 4.1 on, MySQL employs a stronger authentication method that has better password
protection during the connection process than in earlier versions. It is secure even if TCP/IP packets
are sniffed or the nysql database is captured. Password encryption is discussed further in Sec-
tion 5.5.9, “Password Hashing in MySQL 4.1".
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The following examples show how various combinations of Host and User valuesintheuser ta
ble apply to incoming connections:;

Host Value User Value [Connections Matched by Entry

"thonas. | oc. gov' "fred f r ed, connecting fromt homas. | oc. gov

'thomas. | oc. gov' v Any user, connecting fromt honas. | oc. gov

"% "fred f r ed, connecting from any host

"% n Any user, connecting from any host

"% 1 oc. gov' "fred fred, connecting from any host in the
| oc. gov domain

"X.y. % "fred fred, connecting from x. y. net, x.y.com
X. Y. edu, and so on. (this is probably not use-
ful)

' 144, 155. 166. 177’ "fred f r ed, connecting from the host with IP address
144. 155. 166. 177

'144. 155. 166. % "fred fred, connecting from any host in the
144. 155. 166 class C subnet

' 144. 155. 166. 0/ 255. 255 |' fred' Same as previous example

. 255.0'

It is possible for the client hostname and username of an incoming connection to match more than
one row in the user table. The preceding set of examples demonstrates this: Several of the entries
shown match a connection fromt honas. | oc. gov by f r ed.

When multiple matches are possible, the server must determine which of them to use. It resolves
thisissue asfollows:

*  Whenever the server readsthe user table into memory, it sorts the entries.

* When aclient attempts to connect, the server looks through the entries in sorted order.

* Theserver usesthe first row that matches the client hostname and username.

To see how this works, suppose that the user table lookslike this:

N RS +-
| Host | User |
R — B +-
| % | root |
| % | jeffrey |
| local host | root |
| 1 ocal host | |
- I +-

When the server reads in the table, it orders the entries with the most-specific Host valuesfirst. Lit-
era hostnames and |P numbers are the most specific. The pattern' % means ~“any host" and is |east
specific. Entries with the same Host value are ordered with the most-specific User vauesfirst (a
blank User value means "“any user" and is least specific). For the user table just shown, the result
after sorting looks like this:

R ST +-
| Host | User |
e Fom e e +-
| 1 ocal host | root |
| 1| ocal host | |
| % | jeffrey |
| % | root |
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When a client attempts to connect, the server looks through the sorted entries and uses the first
match found. For a connection from | ocal host by j ef fr ey, two of the entries in the table
match: the one with Host and User valuesof ' | ocal host' and' ', and the one with values of
"0% and'jeffrey'.The'l ocal host' row appearsfirst in sorted order, so that is the one the
Server uses.

Here is another example. Suppose that the user table lookslike this:

T T +-

| Host | User |

o e +-
% | jeffrey |

| thomas. | oc. gov | |

o e e e e B SR +-

S R SRR +-
| Host | User |
oo o - e +-
| thomas. | oc. gov | |
| % | jeffrey |
S B +-

A connection by j ef frey fromt honas. | oc. gov is matched by the first row, whereas a con-
nection by j ef f r ey fromwhi t ehouse. gov ismatched by the second.

It is a common misconception to think that, for a given username, all entries that explicitly name
that user are used first when the server attempts to find a match for the connection. This is simply
not true. The previous example illustrates this, where a connection from t homas. | oc. gov by
j ef frey isfirst matched not by the row containing ' j ef f rey' asthe User column value, but
by the row with no username. As aresult, j ef f r ey is authenticated as an anonymous user, even
though he specified a username when connecting.

If you are able to connect to the server, but your privileges are not what you expect, you probably
are being authenticated as some other account. To find out what account the server used to authen-
ticate you, use the CURRENT _USER() function. It returns avalue in user _nane@ost _nane
format that indicates the User and Host values from the matching user table record. Suppose
that j ef f r ey connects and issues the following query:

nysql > SELECT CURRENT_USER() ;

o +
| CURRENT_USER() |
o +
| @ ocal host |
Fom e e e e - +

The result shown here indicates that the matching user table row had a blank User column value.
In other words, the server istreating j ef f r ey as an anonymous user.

The CURRENT _USER( ) function is available as of MySQL 4.0.6. See Section 12.8.3, “Information
Functions’. Another thing you can do to diagnose authentication problems is to print out the user
table and sort it by hand to see where the first match is being made.

Access Control, Stage 2: Request Verification

Once you establish a connection, the server enters Stage 2 of access control. For each request that
comes in on the connection, the server determines what operation you want to perform, then checks
whether you have sufficient privileges to do so. This is where the privilege columns in the grant
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tables come into play. These privileges can come from any of the user, db, host,
tabl es_priv, or col ums_pri v tables. (You may find it helpful to refer to Section 5.5.2,
“How the Privilege System Works’, which lists the columns present in each of the grant tables.)

Theuser table grants privileges that are assigned to you on a global basis and that apply no matter
what the current database is. For example, if the user table grants you the DELETE privilege, you
can delete rows from any table in any database on the server host! In other words, user table priv-
ileges are superuser privileges. It is wise to grant privileges in the user table only to superusers
such as database administrators. For other users, you should leave the privileges in the user table
setto' N and grant privileges at more specific levels only. Y ou can grant privileges for particular
databases, tables, or columns.

The db and host tables grant database-specific privileges. Vaues in the scope columns of these
tables can take the following forms:

» The wildcard characters '% and '_' can be used in the Host and Db columns of either table.
These have the same meaning as for pattern-matching operations performed with the L1 KE op-
erator. If you want to use either character literally when granting privileges, you must escape it
with a backslash. For example, to include ' ' character as part of a database name, specify it as
"\ _"inthe GRANT statement.

* A'% Host vaue in the db table means “any host." A blank Host value in the db table
means "“consult the host table for further information" (a process that is described later in this
section).

e A'9% orblank Host valueinthehost table means “any host."

« A' 9% orblank Db valuein either table means ““any database."

A blank User valuein either table matches the anonymous user.

The server reads in and sorts the db and host tables at the same time that it reads the user table.
The server sorts the db table based on the Host , Db, and User scope columns, and sorts the host
table based on the Host and Db scope columns. As with the user table, sorting puts the most-
specific values first and least-specific values last, and when the server looks for matching entries, it
uses the first match that it finds.

The tabl es_priv and col ums_pri v tables grant table-specific and column-specific priv-
ileges. Vauesin the scope columns of these tables can take the following form:

» The wildcard characters '% and '_' can be used in the Host column of either table. These have
the same meaning as for pattern-matching operations performed with the LI KE operator.

e A' % orblank Host valuein either table means “any host."

» The Db, Tabl e_name, and Col unm_namne columns cannot contain wildcards or be blank in
either table.

The server sorts the t abl es_priv and col ums_pri v tables based on the Host , Db, and
User columns. Thisis similar to db table sorting, but simpler because only the Host column can
contain wildcards.

The request verification process is described here. (If you are familiar with the access-checking
source code, you may notice that the description here differs slightly from the algorithm used in the
code. The description is equivalent to what the code actually does; it differs only to make the ex-
planation simpler.)

For requests that require administrative privileges such as SHUTDOWN or RELQAD, the server
checks only the user table row because that is the only table that specifies administrative priv-
ileges. Access is granted if the row allows the requested operation and denied otherwise. For ex-
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ample, if you want to execute mysgladmin shutdown but your user table row doesn't grant the
SHUTDOWN privilege to you, the server denies access without even checking the db or host tables.
(They contain no Shut down_pr i v column, so thereis no need to do so.)

For database-related requests (I NSERT, UPDATE, and so on), the server first checks the user's glob-
al (superuser) privileges by looking in the user table row. If the row alows the requested opera-
tion, access is granted. If the global privilegesin the user table are insufficient, the server determ-
ines the user's database-specific privileges by checking the db and host tables:

1. The server looksin the db table for a match on the Host , Db, and User columns. The Host
and User columns are matched to the connecting user's hostname and MySQL username. The
Db column is matched to the database that the user wants to access. If there is no row for the
Host and User , accessis denied.

2. If there is a matching db table row and its Host column is not blank, that row defines the
user's database-specific privileges.

3. If the matching db table row's Host column is blank, it signifies that the host table enumer-
ates which hosts should be allowed access to the database. In this case, a further lookup is done
in the host table to find a match on the Host and Db columns. If no host table row
matches, access is denied. If there is a match, the user's database-specific privileges are com-
puted as the intersection (not the union!) of the privileges in the db and host table entries;
that is, the privilegesthat are' Y' in both entries. (Thisway you can grant general privilegesin
the db table row and then selectively restrict them on a host-by-host basis using the host table
entries.)

After determining the database-specific privileges granted by the db and host table entries, the
server adds them to the global privileges granted by the user table. If the result allows the reques-
ted operation, access is granted. Otherwise, the server successively checks the user's table and
column privilegesinthet abl es_pri v and col utms_pri v tables, adds those to the user's priv-
ileges, and allows or denies access based on the result.

Expressed in boolean terms, the preceding description of how a user's privileges are calculated may
be summarized like this:

gl obal privileges

OR (dat abase privil eges AND host privil eges)
OR table privileges

OR col unm privil eges

It may not be apparent why, if the global user row privileges are initially found to be insufficient
for the requested operation, the server adds those privileges to the database, table, and column priv-
ileges later. The reason is that a request might require more than one type of privilege. For example,
if you execute an | NSERT | NTO ... SELECT statement, you need both the | NSERT and the
SELECT privileges. Your privileges might be such that the user table row grants one privilege and
the db table row grants the other. In this case, you have the necessary privileges to perform the re-
quest, but the server cannot tell that from either table by itself; the privileges granted by the entries
in both tables must be combined.

The host table is not affected by the GRANT or REVCKE statements, so it is unused in most
MySQL installations. If you modify it directly, you can use it for some specialized purposes, such as
to maintain a list of secure servers. For example, at TcX, the host table contains a list of all ma-
chines on the local network. These are granted all privileges.

You can aso use the host table to indicate hosts that are not secure. Suppose that you have a ma-
chine publ i c. your . domai n that is located in a public area that you do not consider secure.
You can allow access to al hosts on your network except that machine by using host table entries
likethis:
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| public.your.domain | % | ... (all privileges set to 'N)
| % your. donain | % | ... (all privileges set to 'Y')

Naturally, you should always test your entries in the grant tables (for example, by using SHOW
GRANTS or mysglaccess) to make sure that your access privileges are actually set up the way you
think they are.

When Privilege Changes Take Effect

When mysgld starts, al grant table contents are read into memory and become effective for access
control at that point.

When the server reloads the grant tables, privileges for existing client connections are affected as
follows:

» Table and column privilege changes take effect with the client's next request.

» Database privilege changes take effect at the next USE db_nane statement.

» Changesto global privileges and passwords take effect the next time the client connects.

If you modify the grant tables using GRANT, REVCKE, or SET PASSWORD, the server notices these
changes and rel oads the grant tables into memory again immediately.

If you modify the grant tables directly using statements such as | NSERT, UPDATE, or DELETE,
your changes have no effect on privilege checking until you either restart the server or tell it to re-
load the tables. To reload the grant tables manually, issueaFLUSH PRI VI LECGES statement or ex-
ecute amysgladmin flush-privileges or mysgladmin reload command.

If you change the grant tables directly but forget to reload them, your changes have no effect until
you restart the server. This may leave you wondering why your changes don't seem to make any dif-
ferencel

Causes of Access deni ed Errors

If you encounter problems when you try to connect to the MySQL server, the following items de-
scribe some courses of action you can take to correct the problem.

* Make sure that the server is running. If it is not running, you cannot connect to it. For example,
if you attempt to connect to the server and see a message such as one of those following, one
cause might be that the server is not running:

shel | > nmysql
ERROR 2003: Can't connect to MySQ. server on 'host_name' (111)
shel I > mysql

ERROR 2002: Can't connect to local MySQ server through socket
"/tmp/ nysql . sock' (111)

It might also be that the server is running, but you are trying to connect using a TCP/IP port,
named pipe, or Unix socket file different from those on which the server is listening. To correct
this when you invoke a client program, specify a- - por t option to indicate the proper port, or a
--socket option to indicate the proper named pipe or Unix socket file. To find out what port
is used, and where the socket is, you can do:

shel | > netstat -1 | grep nysql
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The grant tables must be properly set up so that the server can use them for access control. For
some distribution types (such as binary distributions on Windows on RPM distributions on
Linux), the installation process initializes the mysql database containing the grant tables. For
distributions that do not do this, you should initiaize the grant tables manually by running the
mysql_install_db script. For details, see Section 2.9.2, “Unix Post-Installation Procedures’.

One way to determine whether you need to initialize the grant tablesisto look for amysql dir-
ectory under the data directory. (The data directory normally is named dat a or var andisloc-
ated under your MySQL instalation directory.) Make sure that you have a file named
user. MYD in the nysql database directory. If you do not, execute the mysgl_install_db
script. After running this script and starting the server, test the initial privileges by executing this
command:

shel | > nmysqgl -u root test

The server should let you connect without error.

After afresh installation, you should connect to the server and set up your users and their access
permissions:

shel I > nmysql -u root nysql

The server should let you connect because the MySQL r oot user has no password initially.
That is also a security risk, so setting the password for the r oot accounts is something you
should do while you're setting up your other MySQL users. For instructions on setting the initial
passwords, see Section 2.9.3, “ Securing the Initial MySQL Accounts’.

If you have updated an existing MySQL installation to a newer version, did you run the
mysql_fix_privilege tables script? If not, do so. The structure of the grant tables changes occa-
sionally when new capabilities are added, so after an upgrade you should always make sure that
your tables have the current structure. For instructions, see Section 2.10.7, “Upgrading the Grant
Tables’.

If a client program receives the following error message when it tries to connect, it means that
the server expects passwords in a newer format than the client is capable of generating:

shel I > mysql
Client does not support authentication protocol requested
by server; consider upgrading MySQ. client

For information on how to deal with this, see Section 5.5.9, “Password Hashing in MySQL 4.1"
and Section A.2.3,“Cl i ent does not support authentication protocol”.

If you try to connect asr oot and get the following error, it means that you don't have an row in
theuser tablewithaUser columnvaueof ' root"' and that mysgld cannot resolve the host-
name for your client:

Access deni ed for user @ unknown' to dat abase nysql

In this case, you must restart the server with the - - ski p- gr ant - t abl es option and edit
your / et ¢/ host s or\ wi ndows\ host s fileto add an entry for your host.

Remember that client programs use connection parameters specified in option files or environ-
ment variables. If aclient program seems to be sending incorrect default connection parameters
when you don't specify them on the command line, check your environment and any applicable
option files. For example, if you get Access deni ed when you run a client without any op-
tions, make sure that you haven't specified an old password in any of your option files!

You can suppress the use of option files by a client program by invoking it with the -
- no- def aul t s option. For example:
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shel | > mysgl adm n --no-defaults -u root version

The option files that clients use are listed in Section 4.3.2, “Using Option Files’. Environment
variables are listed in Appendix F, Environment Variables.

If you get the following error, it means that you are using an incorrect r oot password:

shel I > mysgladm n -u root -pxxxx ver
Access denied for user 'root' @Il ocal host' (using password: YES)

If the preceding error occurs even when you haven't specified a password, it means that you
have an incorrect password listed in some option file. Try the - - no- def aul t s option as de-
scribed in the previous item.

For information on changing passwords, see Section 5.6.5, “ Assigning Account Passwords’.

If you have lost or forgotten the root password, you can restat mysgld with -
- ski p- grant -t abl es to change the password. See Section A.4.1, “How to Reset the Root
Password”.

If you change a password by using SET PASSWORD, | NSERT, or UPDATE, you must encrypt
the password using the PASSWORD( ) function. If you do not use PASSWORD( ) for these state-
ments, the password does not work. For example, the following statement sets a password, but
failsto encrypt it, so the user is not able to connect afterward:

mysqgl > SET PASSWORD FOR ' abe' @ host _nane'

"eagl e';

Instead, set the password like this:
mysqgl > SET PASSWORD FOR ' abe' @ host _nane' = PASSWORD(' eagl e');

The PASSWORD() function is unnecessary when you specify a password using the GRANT
statement or the mysgladmin password command, both of which automatically use PASS-
WORD( ) to encrypt the password. See Section 5.6.5, “ Assigning Account Passwords’.

| ocal host isasynonym for your local hostname, and is also the default host to which clients
try to connect if you specify no host explicitly. However, connectionsto | ocal host on Unix
systems do not work if you are using a MySQL version older than 3.23.27 that uses MIT-
pthreads: | ocal host connections are made using Unix socket files, which were not supported
by MIT-pthreads at that time.

To avoid this problem on such systems, you can use a - - host =127. 0. 0. 1 option to name
the server host explicitly. This will make a TCP/IP connection to the local mysgld server. You
can aso use TCP/IP by specifying a - - host option that uses the actual hostname of the local
host. In this case, the hosthame must be specified in auser table row on the server host, even
though you are running the client program on the same host as the server.

If you get an Access deni ed error when trying to connect to the database with mysqgl -u
user _nane, you may have a problem with the user table. Check this by executing mysql -
u root nysql andissuing this SQL statement:

mysqgl > SELECT * FROM user;

The result should include an row with the Host and User columns matching your computer's
hostname and your MySQL username.

The Access deni ed error message tells you who you are trying to log in as, the client host
from which you are trying to connect, and whether or not you were using a password. Normally,
you should have one row in the user table that exactly matches the hostname and username
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that were given in the error message. For example, if you get an error message that contains us-
i ng password: NQO, it meansthat you tried to log in without an password.

If the following error occurs when you try to connect from a host other than the one on which
the MySQL server isrunning, it means that thereisno row intheuser table with aHost value
that matches the client host:

Host ... is not allowed to connect to this MySQL server

You can fix this by setting up an account for the combination of client hosthame and username
that you are using when trying to connect.

If you don't know the IP number or hostname of the machine from which you are connecting,
you should put an row with * % as the Host column value in the user table and restart
mysgld with the - - | og option on the server machine. After trying to connect from the client
machine, the information in the MySQL log indicates how you really did connect. (Then change
the' % intheuser tablerow to the actual hostname that shows up in the log. Otherwise, you'll
have a system that is insecure because it allows connections from any host for the given user-
name.)

On Linux, another reason that this error might occur is that you are using a binary MySQL ver-
sion that is compiled with a different version of the gl i bc library than the one you are using. In
this case, you should either upgrade your operating system or gl i bc, or download a source dis-
tribution of MySQL version and compile it yourself. A source RPM is normally trivial to com-
pile and install, so thisisn't abig problem.

If you specify a hostname when trying to connect, but get an error message where the hostname
is not shown or is an IP number, it means that the MySQL server got an error when trying to re-
solve the IP number of the client host to a name:

shel | > nmysqgl admi n -u root -pxxxx -h sone-hostnanme ver

Access denied for user 'root' @' (using password: YES)

This indicates a DNS problem. To fix it, execute mysgladmin flush-hosts to reset the internal
DNS hostname cache. See Section 7.5.6, “How MySQL Uses DNS’.

Some permanent solutions are:

e Try tofind out what iswrong with your DNS server and fix it.

e Specify IP numbers rather than hostnames in the MySQL grant tables.

* Put an entry for the client machinenamein/ et ¢/ host s.

e Start mysgld with the - - ski p- nanme- r esol ve option.

o Start mysgld with the - - ski p- host - cache option.

e On Unix, if you are running the server and the client on the same machine, connect to | oc-
al host . Unix connectionsto| ocal host useaUnix socket file rather than TCP/IP.

e On Windows, if you are running the server and the client on the same machine and the server
supports named pipe connections, connect to the hostname . (period). Connectionsto . use
anamed pipe rather than TCP/IP.

If mysgl -u root test worksbut mysgl -h your_hostnane -u root test
results in Access deni ed (where your _host nane is the actua hostname of the local
host), you may not have the correct name for your host in the user table. A common problem
here is that the Host value in the user table row specifies an unqualified hostname, but your
system's name resolution routines return a fully qualified domain name (or vice versa). For ex-
ample, if you have an entry with host ' t cx' intheuser table, but your DNStells MySQL that
your hostname is' t cx. subnet . se', the entry does not work. Try adding an entry to the
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user table that contains the IP number of your host as the Host column value. (Alternatively,
you could add an entry to the user table with a Host value that contains a wildcard; for ex-
ample, ' t cx. % . However, use of hosthames ending with '% is insecure and is not recommen-
ded!)

If mysgl -u user_name test worksbut mysql -u user_nane other_db_name
does not, you have not granted database access for ot her _db_nane to the given user.

If nysql -u user_nane works when executed on the server host, but mysql -h
host _nane -u user_nane doesn't work when executed on a remote client host, you have
not enabled access to the server for the given username from the remote host.

If you can't figure out why you get Access deni ed, remove from the user table all entries
that have Host values containing wildcards (entries that contain '% or '_"). A very common er-
ror is to insert a new entry with Host =" % and User =" some_user ', thinking that this al-
lows you to specify | ocal host to connect from the same machine. The reason that this
doesn't work is that the default privileges include an entry with Host =' | ocal host' and
User ='"'. Because that entry has a Host value ' | ocal host' that is more specific than
' % , it is used in preference to the new entry when connecting from | ocal host ! The correct
procedure is to insert a second entry with Host =' | ocal host' and User =' some_user"' ,
or to delete the entry with Host =' | ocal host' and User ="' . After deleting the entry, re-
member toissue aFLUSH PRI VI LEGES statement to reload the grant tables.

If you get the following error, you may have aproblem with the db or host table:

Access to dat abase deni ed

If the entry selected from the db table has an empty value in the Host column, make sure that
there are one or more corresponding entriesin the host table specifying which hosts the db ta-
ble entry appliesto.

If you are able to connect to the MySQL server, but get an Access deni ed message whenev-
er you issue a SELECT ... |INTO QUTFI LE or LOAD DATA | NFI LE statement, your
entry inthe user table doesn't have the FI LE privilege enabled.

If you change the grant tables directly (for example, by using | NSERT, UPDATE, or DELETE
statements) and your changes seem to be ignored, remember that you must execute a FLUSH
PRI VI LECES statement or a mysgladmin flush-privileges command to cause the server to re-
read the privilege tables. Otherwise, your changes have no effect until the next time the server is
restarted. Remember that after you change ther oot password with an UPDATE command, you
won't need to specify the new password until after you flush the privileges, because the server
won't know you've changed the password yet!

If your privileges seem to have changed in the middle of a session, it may be that a MySQL ad-
ministrator has changed them. Reloading the grant tables affects new client connections, but it
also affects existing connections as indicated in Section 5.5.7, “When Privilege Changes Take
Effect”.

If you have access problems with a Perl, PHP, Python, or ODBC program, try to connect to the
server with nysql -u wuser_nane db_name or nysql -u user_nane
- pyour _pass db_nane. If you are able to connect using the mysqgl client, the problem lies
with your program, not with the access privileges. (There is no space between - p and the pass-
word; you can aso use the - - passwor d=your _pass syntax to specify the password. If you
usethe - p option aone, MySQL prompts you for the password.)

For testing, start the mysgld server with the - - ski p- gr ant - t abl es option. Then you can
change the MySQL grant tables and use the mysglaccess script to check whether your modifica-
tions have the desired effect. When you are satisfied with your changes, execute mysgladmin
flush-privileges to tell the mysqgld server to start using the new grant tables. (Reloading the
grant tables overrides the - - ski p- gr ant - t abl es option. This allows you to tell the server
to begin using the grant tables again without stopping and restarting it.)
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e If everything else fails, start the mysgld server with a debugging option (for example, -
- debug=d, gener al , query). This prints host and user information about attempted con-
nections, as well as information about each command issued. See Section E.1.2, “ Creating Trace
Files'.

« If you have any other problems with the MySQL grant tables and fedl you must post the problem
to the mailing list, always provide a dump of the MySQL grant tables. Y ou can dump the tables
with the mysgldump mysgl command. As always, post your problem using the mysqlbug
script. See Section 1.4.1.3, “How to Report Bugs or Problems”. In some cases, you may need to
restart mysqgld with - - ski p- gr ant - t abl es to run mysgldump.

5.5.9. Password Hashing in MySQL 4.1

MySQL user accounts are listed in the user table of the mysql database. Each MySQL account is
assigned a password, although what is stored in the Passwor d column of theuser tableis not the
plaintext version of the password, but a hash value computed from it. Password hash values are
computed by the PASSWORD( ) function.

MySQL uses passwords in two phases of client/server communication:

*  When a client attempts to connect to the server, there is an initial authentication step in which
the client must present a password that has a hash value matching the hash value stored in the
user tablefor the account that the client wants to use.

» After the client connects, it can (if it has sufficient privileges) set or change the password hashes
for accounts listed in theuser table. The client can do this by using the PASSWORD( ) function
to generate a password hash, or by using the GRANT or SET PASSWORD statements.

In other words, the server uses hash values during authentication when a client first attempts to con-
nect. The server generates hash values if a connected client invokes the PASSWORD( ) function or
uses a GRANT or SET PASSWORD statement to set or change a password.

The password hashing mechanism was updated in MySQL 4.1 to provide better security and to re-
duce the risk of passwords being intercepted. However, this new mechanism is understood only by
the 4.1 server and 4.1 clients, which can result in some compatibility problems. A 4.1 client can
connect to a pre-4.1 server, because the client understands both the old and new password hashing
mechanisms. However, a pre-4.1 client that attempts to connect to a 4.1 server may run into diffi-
culties. For example, a4.0 mysgl client that attempts to connect to a4.1 server may fail with the fol-
lowing error message:

shel | > nmysqgl -h |ocal host -u root
Client does not support authentication protocol requested
by server; consider upgrading MySQL client

The following discussion describes the differences between the old and new password mechanisms,
and what you should do if you upgrade your server to 4.1 but need to maintain backward compatib-
ility with pre-4.1 clients. Additional information can be found in Section A.2.3, “Cl i ent does
not support authentication protocol”.

Note: This discussion contrasts 4.1 behavior with pre-4.1 behavior, but the 4.1 behavior described
here actually begins with 4.1.1. MySQL 4.1.0 isan ~"odd" release because it has a slightly different
mechanism than that implemented in 4.1.1 and up. Differences between 4.1.0 and more recent ver-
sions are described further in Section 5.5.9.2, “ Password Hashing in MySQL 4.1.0".

Prior to MySQL 4.1, password hashes computed by the PASSWORD( ) function are 16 bytes long.
Such hashes ook like this:

nysql > SELECT PASSWORD(' nmypass');
Fom e e e e +
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| PASSWORD(' mypass') |
+

The Passwor d column of the user table (in which these hashes are stored) also is 16 bytes long
before MySQL 4.1.

As of MySQL 4.1, the PASSWORD( ) function has been modified to produce a longer 41-byte hash
value:

nysqgl > SELECT PASSWORD( ' mypass');

o m o m e e e e e e e e e e e e e m e e e e e e e +
| PASSWORD( ' mypass') |
o m e e e e e e e e e e e e e e e e e e e e e +
| *43cB8aa34cdc98eddd3delf e9a9c2c2a9f 92bb2098d75 |
o o e eeeaa--- +

Accordingly, the Passwor d column in the user table also must be 41 bytes long to store these
values:

» If you perform a new installation of MySQL 4.1, the Passwor d column is made 41 bytes long
automatically.
» If you upgrade an older installation to 4.1, you should run the mysql_fix_privilege tables script

to increase the length of the Passwor d column from 16 to 41 bytes. (The script does not
change existing password values, which remain 16 bytes long.)

A widened Passwor d column can store password hashes in both the old and new formats. The

format of any given password hash value can be determined two ways:

» Theobvious differenceis the length (16 bytes versus 41 bytes).

» A second difference isthat password hashes in the new format always begin with a'* ' character,
whereas passwords in the old format never do.

The longer password hash format has better cryptographic properties, and client authentication

based on long hashes is more secure than that based on the older short hashes.

The differences between short and long password hashes are relevant both for how the server uses
passwords during authentication and for how it generates password hashes for connected clients that
perform password-changing operations.

The way in which the server uses password hashes during authentication is affected by the width of
the Passwor d column:
» If the column is short, only short-hash authentication is used.

e If the column is long, it can hold either short or long hashes, and the server can use either
format:

e Pre-4.1 clients can connect, although because they know only about the old hashing mechan-
ism, they can authenticate only for accounts that have short hashes.

e 4.1 clients can authenticate for accounts that have short or long hashes.

For short-hash accounts, the authentication process is actually a bit more secure for 4.1 clients than
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for older clients. In terms of security, the gradient from least to most secure is:

* Pre-4.1 client authenticating for account with short password hash
* 4.1 client authenticating for account with short password hash

* 4.1 client authenticating for account with long password hash

The way in which the server generates password hashes for connected clients is affected by the
width of the Passwor d column and by the - - ol d- passwor ds option. A 4.1 server generates
long hashes only if certain conditions are met: The Passwor d column must be wide enough to
hold long values and the - - ol d- passwor ds option must not be given. These conditions apply as
follows:

e The Passwor d column must be wide enough to hold long hashes (41 bytes). If the column has
not been updated and still has the pre-4.1 width of 16 bytes, the server notices that long hashes
cannot fit into it and generates only short hashes when a client performs password-changing op-
erations using PASSWORD( ) , GRANT, or SET PASSWORD. This is the behavior that occurs if
you have upgraded to 4.1 but have not yet run the mysgl_fix_privilege tables script to widen
the Passwor d column.

» If the Passwor d column iswide, it can store either short or long password hashes. In this case,
PASSWORD( ) , GRANT, and SET PASSWORD generate long hashes unless the server was star-
ted with the - - ol d- passwor ds option. That option forces the server to generate short pass-
word hashes instead.

The purpose of the - - ol d- passwor ds option isto allow you to maintain backward compatibility
with pre-4.1 clients under circumstances where the server would otherwise generate long password
hashes. The option doesn't affect authentication (4.1 clients can still use accounts that have long
password hashes), but it does prevent creation of along password hash in the user table asthe res-
ult of a password-changing operation. Were that to occur, the account no longer could be used by
pre-4.1 clients. Without the - - ol d- passwor ds option, the following undesirable scenario is pos-
sible:

* Anold client connects to an account that has a short password hash.

e Theclient changes its own password. Without - - ol d- passwor ds, this results in the account
having along password hash.

» The next time the old client attempts to connect to the account, it cannot, because the account
has along password hash that requires the new hashing mechanism during authentication. (Once
an account has along password hash in the user table, only 4.1 clients can authenticate for it, be-
cause pre-4.1 clients do not understand long hashes.)

This scenario illustrates that, if you must support older pre-4.1 clients, it is dangerous to run a 4.1
server without using the --ol d- passwords option. By running the server with -
- ol d- passwor ds, password-changing operations do not generate long password hashes and thus
do not cause accounts to become inaccessible to older clients. (Those clients cannot inadvertently
lock themselves out by changing their password and ending up with along password hash.)

The downside of the - - ol d- passwor ds option is that any passwords you create or change use
short hashes, even for 4.1 clients. Thus, you lose the additional security provided by long password
hashes. If you want to create an account that has a long hash (for example, for use by 4.1 clients),
you must do so while running the server without - - ol d- passwor ds.

The following scenarios are possible for running a 4.1 server:

Scenario 1: Short Passwor d column in user table:
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e Only short hashes can be stored in the Passwor d column.

* The server uses only short hashes during client authentication.

e For connected clients, password hash-generating operations involving PASSWORD( ) , GRANT,
or SET PASSWORD use short hashes exclusively. Any change to an account's password results
in that account having a short password hash.

* The--ol d- passwor ds option can be used but is superfluous because with a short Pass-
wor d column, the server generates only short password hashes anyway.

Scenario 2: Long Passwor d column; server not started with - - ol d- passwor ds option:

» Short or long hashes can be stored in the Passwor d column.
e 4.1 clients can authenticate for accounts that have short or long hashes.
» Pre-4.1 clients can authenticate only for accounts that have short hashes.

e For connected clients, password hash-generating operations involving PASSWORD( ) , GRANT,
or SET PASSWORD use long hashes exclusively. A change to an account's password results in
that account having along password hash.

Asindicated earlier, adanger in this scenario is that it is possible for accounts that have a short pass-
word hash to become inaccessible to pre-4.1 clients. A change to such an account's password made
via GRANT, PASSWORD( ) , or SET PASSWORD results in the account being given a long password
hash. From that point on, no pre-4.1 client can authenticate to that account until the client upgrades
to4.1.

To deal with this problem, you can change a password in a special way. For example, normally you
use SET PASSWORD as follows to change an account password:

nysqgl > SET PASSWORD FOR 'sone_user' @sone_host' = PASSWORD(' nypass');

To change the password but create a short hash, usethe OLD_PASSWORD( ) function instead:
nysqgl > SET PASSWORD FOR 'sone_user' @sone_host' = OLD PASSWORD(' nypass');

OLD_PASSWORD( ) isuseful for situations in which you explicitly want to generate a short hash.

Scenario 3: Long Passwor d column; server started with - - ol d- passwor ds option:

e Short or long hashes can be stored in the Passwor d column.

» 4.1 clients can authenticate for accounts that have short or long hashes (but note that it is pos-
sible to create long hashes only when the server is started without - - ol d- passwor ds).

» Pre-4.1 clients can authenticate only for accounts that have short hashes.

» For connected clients, password hash-generating operations involving PASSWORD( ) , GRANT,
or SET PASSWORD use short hashes exclusively. Any change to an account's password results
in that account having a short password hash.

In this scenario, you cannot create accounts that have long password hashes, because the -
- ol d- passwor ds option prevents generation of long hashes. Also, if you create an account with
along hash before using the - - ol d- passwor ds option, changing the account's password while -
- ol d- passwor ds isin effect results in the account being given a short password, causing it to
lose the security benefits of alonger hash.
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The disadvantages for these scenarios may be summarized as follows:;
In scenario 1, you cannot take advantage of longer hashes that provide more secure authentication.

In scenario 2, accounts with short hashes become inaccessible to pre-4.1 clients if you change their
passwords without explicitly using OLD PASSWORDY ) .

In scenario 3, - - ol d- passwor ds prevents accounts with short hashes from becoming inaccess-
ible, but password-changing operations cause accounts with long hashes to revert to short hashes,
and you cannot change them back to long hashes while - - ol d- passwor ds isin effect.

5.5.9.1. Implications of Password Hashing Changes for Applica-
tion Programs

An upgrade to MySQL 4.1 can cause a compatibility issue for applications that use PASSWORD( )
to generate passwords for their own purposes. Applications really should not do this, because
PASSWORD( ) should be used only to manage passwords for MySQL accounts. But some applica-
tions use PASSWORD( ) for their own purposes anyway.

If you upgrade to 4.1 and run the server under conditions where it generates long password hashes,
an application that uses PASSWORD( ) for its own passwords breaks. The recommended course of
action is to modify the application to use another function, such as SHA1() or MD5() , to produce
hashed values. If that is not possible, you can use the LD PASSWORD() function, which is
provided to generate short hashes in the old format. But note that O_LD PASSWORD( ) may one day
no longer be supported.

If the server is running under circumstances where it generates short hashes, OLD _PASSWORD( ) is
available but is equivalent to PASSWORD( ) .

5.5.9.2. Password Hashing in MySQL 4.1.0

Password hashing in MySQL 4.1.0 differs from hashing in 4.1.1 and up. The 4.1.0 differences are:

» Password hashes are 45 bytes long rather than 41 bytes.
e The PASSWORD() function is non-repeatable. That is, with a given argument X, successive
callsto PASSWORD( X) generate different results.

These differences make authentication in 4.1.0 incompatible with that of releases that follow it. If
you have upgraded to MySQL 4.1.0, it is recommended that you upgrade to a newer version as soon
as possible. After you do, reassign any long passwords in the user table so that they are compatible
with the 41-byte format.

5.6. MySQL User Account Management

This section describes how to set up accounts for clients of your MySQL server. It discusses the fol-
lowing topics:

» The meaning of account names and passwords as used in MySQL and how that compares to
names and passwords used by your operating system

» How to set up new accounts and remove existing accounts

» How to change passwords

» Guidelinesfor using passwords securely

» How to use secure connections with SSL
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5.6.1. MySQL Usernames and Passwords

A MySQL account is defined in terms of a username and the client host or hosts from which the
user can connect to the server. The account also has a password. There are severa distinctions
between the way usernames and passwords are used by MySQL and the way they are used by your
operating system:

e Usernames, as used by MySQL for authentication purposes, have nothing to do with usernames
(login names) as used by Windows or Unix. On Unix, most MySQL clients by default try to log
in using the current Unix username as the MySQL username, but that is for convenience only.
The default can be overridden easily, because client programs allow any username to be spe-
cified with a- u or - - user option. Because this means that anyone can attempt to connect to
the server using any username, you can't make a database secure in any way unless all MySQL
accounts have passwords. Anyone who specifies a username for an account that has no password
is able to connect successfully to the server.

e MySQL usernames can be up to 16 characters long. Operating system usernames might have a
different maximum length. For example, Unix usernames typically are limited to eight charac-
ters.

*  MySQL passwords have nothing to do with passwords for logging in to your operating system.
There is no necessary connection between the password you use to log in to a Windows or Unix
machine and the password you use to access the MySQL server on that machine.

*  MySQL encrypts passwords using its own algorithm. This encryption is different from that used
during the Unix login process. MySQL password encryption is the same as that implemented by
the PASSWORD( ) SQL function. Unix password encryption is the same as that implemented by
the ENCRYPT() SQL function. See the descriptions of the PASSWORD() and ENCRYPT()
functions in Section 12.8.2, “Encryption Functions’. From version 4.1 on, MySQL employs a
stronger authentication method that has better password protection during the connection pro-
cess than in earlier versions. It is secure even if TCP/IP packets are sniffed or the nysql data
base is captured. (In earlier versions, even though passwords are stored in encrypted form in the
user table, knowledge of the encrypted password value could be used to connect to the
MySQL server.)

When you install MySQL, the grant tables are populated with an initial set of accounts. These ac-
counts have names and access privileges that are described in Section 2.9.3, “Securing the Initial
MySQL Accounts’, which aso discusses how to assign passwords to them. Thereafter, you nor-
mally set up, modify, and remove MySQL accounts using the GRANT and REVOKE statements. See
Section 13.5.1.3, “GRANT and REVOKE Syntax”.

When you connect to a MySQL server with acommand-line client, you should specify the username
and password for the account that you want to use:

shel | > nmysqgl --user=nonty --password=guess db_nane

If you prefer short options, the command looks like this:

shel | > nmysqgl -u nonty -pguess db_nane

There must be no space between the - p option and the following password value. See Section 5.5.4,
“Connecting to the MySQL Server”.

The preceding commands include the password value on the command line, which can be a security
risk. See Section 5.6.6, “Keeping Y our Password Secure”. To avoid this, specify the - - passwor d
or - p option without any following password value:

shel | > nmysqgl --user=nobnty --password db_nane
shel | > nysqgl -u nonty -p db_nane
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Then the client program prints a prompt and waits for you to enter the password. (In these examples,
db_nane is not interpreted as a password, because it is separated from the preceding password op-
tion by a space.)

On some systems, the library call that MySQL uses to prompt for a password automatically limits
the password to eight characters. That is a problem with the system library, not with MySQL. In-
ternally, MySQL doesn't have any limit for the length of the password. To work around the problem,
change your MySQL password to a value that is eight or fewer characters long, or put your pass-
word in an option file.

Adding New User Accounts to MySQL

Y ou can create MySQL accounts in two ways:

e By using GRANT statements

* By manipulating the MySQL grant tables directly

The preferred method is to use GRANT statements, because they are more concise and less error-
prone. GRANT is available as of MySQL 3.22.11; its syntax is described in Section 13.5.1.3,
“GRANT and REVCOKE Syntax”.

Another option for creating accounts is to use one of several available third-party programs that of-
fer capabilities for MySQL account administration. phpMyAdmni n is one such program.

The following examples show how to use the mysql client program to set up new users. These ex-
amples assume that privileges are set up according to the defaults described in Section 2.9.3,
“Securing the Initial MySQL Accounts’. This means that to make changes, you must connect to the
MySQL server as the MySQL r oot user, and the r oot account must have the | NSERT privilege
for themysql database and the RELOAD administrative privilege.

First, use the mysqgl program to connect to the server asthe MySQL r oot user:

shel I > mysqgl --user=root nysql

If you have assigned a password to ther oot account, you'll also need to supply a- - passwor d or
- p option for this mysgl command and also for those later in this section.

After connecting to the server asr oot , you can add new accounts. The following statements use
GRANT to set up four new accounts:

nysql > GRANT ALL PRIVILEGES ON *.* TO 'nmonty' @I ocal host"

-> | DENTI FI ED BY ' sone_pass' W TH GRANT OPTI ON,
nysql > GRANT ALL PRI VILEGES ON *.* TO 'nonty' @ %
-> | DENTI FI ED BY ' sonme_pass' W TH GRANT OPTI ON,

nysql > GRANT RELOAD, PROCESS ON *.* TO 'admi n' @I ocal host';
nysql > GRANT USAGE ON *.* TO 'dunmy' @I ocal host "' ;

The accounts created by these GRANT statements have the following properties:

» Two of the accounts have a username of nont y and a password of sonme_pass. Both accounts
are superuser accounts with  full privileges to do anything. One account
(' monty' @1 ocal host ') can be used only when connecting from the local host. The other
(' ronty' @ % ) can be used to connect from any other host. Note that it is necessary to have
both accounts for nont y to be able to connect from anywhere as nont y. Without the | ocal -
host account, the anonymous-user account for | ocal host that is created by
mysql_install_db would take precedence when nont y connects from the local host. As ares-
ult, mont y would be treated as an anonymous user. The reason for this is that the anonymous-
user account has a more specific Host column value than the' nont y' @ % account and thus
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comes earlier in the user table sort order. (user table sorting is discussed in Section 5.5.5,
“Access Control, Stage 1: Connection Verification™.)

*  One account has a username of adm n and no password. This account can be used only by con-
necting from the local host. It is granted the RELOAD and PROCESS administrative privileges.
These privileges allow the adm n user to execute the mysgladmin reload, mysgladmin re-
fresh, and mysgladmin flush-xxx commands, as well as mysgladmin processlist . No priv-
ileges are granted for accessing any databases. You could add such privileges later by issuing
additional GRANT statements.

e One account has a username of dunmy and no password. This account can be used only by con-
necting from the local host. No privileges are granted. The USAGE privilege in the GRANT state-
ment allows you to create an account without giving it any privileges. It has the effect of setting
al the global privilegesto ' N . It is assumed that you will grant specific privileges to the ac-
count later.

As an alternative to GRANT, you can create the same accounts directly by issuing | NSERT state-
ments and then telling the server to reload the grant tables:

shel | > nmysql --user=root nysql
nysql > | NSERT | NTO user

-> VALUES(' | ocal host', ' nonty' , PASSWORD( ' sone_pass'),

-> Y LYY Y Y Y Y Y Y Y LY Y Y YY)
nysgl > | NSERT | NTO user

-> VALUES(' %, ' nonty' , PASSWORD(' sone_pass'),

-> Y LYY YT Y Y Y Y LY Y Y YY)
nmysqgl > I NSERT | NTO user SET Host='local host', User="admin',

-> Rel oad_priv="Y', Process_priv=Y;
nmysqgl > | NSERT | NTO user (Host, User, Passwor d)

-> VALUES(' | ocal host', ' dunmy',"'");

nysql > FLUSH PRI VI LEGES:

The reason for using FLUSH PRI VI LEGES when you create accounts with | NSERT is to tell the
server to re-read the grant tables. Otherwise, the changes go unnoticed until you restart the server.
With GRANT, FLUSH PRI VI LEGES is unnecessary.

The reason for using the PASSWORD( ) function with | NSERT is to encrypt the password. The
GRANT statement encrypts the password for you, so PASSWORD( ) is unnecessary.

The' Y' vaues enable privileges for the accounts. Depending on your MySQL version, you may
have to use a different number of ' Y' valuesin thefirst two | NSERT statements. (Versions prior to
3.22.11 have fewer privilege columns, and versions from 4.0.2 on have more.) For the admni n ac-
count, the more readable extended | NSERT syntax using SET that is available starting with MySQL
3.22.11 isused.

In the | NSERT statement for the dunmy account, only the Host , User , and Passwor d columns
in the user table record are assigned values. None of the privilege columns are set explicitly, so
MySQL assignsthem al the default value of ' N' . Thisis equivalent to what GRANT USAGE does.

Note that to set up a superuser account, it is necessary only to create a user table entry with the
privilege columns set to ' Y' . user table privileges are global, so no entries in any of the other
grant tables are needed.

The next examples create three accounts and give them access to specific databases. Each of them
has a username of cust omand password of obscur e.

To create the accounts with GRANT, use the following statements:

shel | > nmysqgl --user=root nysql
nysql > GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP

-> ON bankaccount . *
-> TO 'custom @1 ocal host'
-> | DENTI FI ED BY ' obscure';
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nysqgl > GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP

-> ON expenses. *
-> TO ' cust oml @ whi t ehouse. gov'
-> | DENTI FI ED BY ' obscure';
nysql > GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP
-> ON custoner. *
-> TO ' custom @ server. donmai n'
-> | DENTI FI ED BY ' obscure';

The three accounts can be used as follows:

» Thefirst account can accessthe bankaccount database, but only from the local host.

e The second account can access the expenses database, but only from the host whi t e-
house. gov.

e The third account can access the cust oner database, but only from the host serv-
er. domai n.

To set up the cust omaccounts without GRANT, use | NSERT statements as follows to modify the

grant tables directly:

shel I > mysqgl --user=root nysql
nmysqgl > | NSERT | NTO user (Host, User, Passwor d)

-> VALUES(' | ocal host', ' cust om , PASSWORD( ' obscure'));
nmysqgl > | NSERT | NTO user (Host, User, Passwor d)

-> VALUES(' whi t ehouse. gov' , ' cust onml , PASSWORD( ' obscure'));
nmysqgl > | NSERT | NTO user (Host, User, Passwor d)

-> VALUES(' server. domai n', ' custon , PASSWORD( ' obscure'));
nysql > | NSERT | NTO db

-> (Host, Db, User, Sel ect_priv,Insert _priv,

-> Update priv,Delete priv,Create priv,Drop _priv)

-> VALUES(' | ocal host', ' bankaccount',' custom ,

-> YL LY LYY LY,
nysqgl > | NSERT | NTO db

-> (Host, Db, User, Sel ect _priv,Insert_priv,

-> Update _priv,Delete_priv,Create_priv,Drop_priv)

-> VALUES(' whi t ehouse. gov' , ' expenses', ' custom ,

-> YUY LYY LY,
nysql > | NSERT | NTO db

-> (Host, Db, User, Sel ect _priv, Insert_priv,

-> Update priv,Delete_priv,Create_priv,Drop_priv)

-> VALUES(' server.donai n','custoner','custon,

-> YLV LOYLYLY LY,

nysqgl > FLUSH PRI VI LEGES;

The first three | NSERT statements add user table entries that allow the user cust omto connect
from the various hosts with the given password, but grant no global privileges (all privileges are set
to the default value of * N' ). The next three | NSERT statements add db table entries that grant priv-
ileges to cust omfor the bankaccount , expenses, and cust onmer databases, but only when
accessed from the proper hosts. As usual when you modify the grant tables directly, you tell the
server to reload them with FLUSH PRI VI LEGES so that the privilege changes take effect.

If you want to give a specific user access from al machinesin a given domain (for example, nydo-
mai n. con), you can issue a GRANT statement that uses the '% wildcard character in the host part
of the account name:

nysql > GRANT ...
-> ON * . *
-> TO ' nmynanme' @ % mydonai n. com
-> | DENTI FI ED BY ' nypass';
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To do the same thing by modifying the grant tables directly, do this:

nmysqgl > | NSERT | NTO user (Host, User, Password, ...)
-> VALUES(' % mydonmai n. com , ' mynane' , PASSWORD( ' nypass'),...);
nysql > FLUSH PRI VI LEGES;

Removing User Accounts from MySQL

To remove an account, use the DROP USER statement, which was added in MySQL 4.1.1. For
older versions of MySQL, use DELETE instead. The account removal procedure is described in Sec-
tion 13.5.1.2, “DROP USER Syntax”.

Limiting Account Resources

Before MySQL 4.0.2, the only available method for limiting use of MySQL server resources is to
set the max_user _connect i ons system variable to a non-zero value. But that method is strictly
global. It does not allow for management of individual accounts. Also, it limits only the number of
simultaneous connections made using a single account, not what a client can do once connected.
Both types of control are interest to many MySQL administrators, particularly those for Internet Ser-
vice Providers.

Starting from MySQL 4.0.2, you can limit the following server resources for individual accounts:

» The number of queries that an account can issue per hour
e The number of updates that an account can issue per hour

» The number of times an account can connect to the server per hour

Any statement that a client can issue counts against the query limit. Only statements that modify
databases or tables count against the update limit.

From MySQL 5.0.3 on, it is also possible to limit the number of simultaneous connection to the
server on a per-account basis.

An account in this context is a single record in the user table. Each account is uniquely identified
by itsUser and Host column values.

As a prerequisite for using this feature, the user tablein the mysql database must contain the re-
source-related columns. Resource limits are stored in the max_quest i ons, nmax_updat es,
max_connect i ons, and max_user _connect i ons columns. If your user table doesn't have
these columns, it must be upgraded; see Section 2.10.7, “Upgrading the Grant Tables’.

To set resource limits with a GRANT statement, use a W TH clause that names each resource to be
limited and a per-hour count indicating the limit value. For example, to create a new account that
can accessthe cust oner database, but only in alimited fashion, issue this statement:

nmysqgl > GRANT ALL ON customrer.* TO 'francis' @I ocal host'

> | DENTI FI ED BY ' frank'

> W TH MAX_QUERI ES_PER_HOUR 20

o> MAX_UPDATES_PER_HOUR 10

o> MAX_CONNECTT ONS_PER_HOUR 5
o> MAX_USER_CONNECTI ONS 2;

The limit types need not all be named in the W TH clause, but those named can be present in any or-
der. The value for each per-hour limit should be an integer representing a count per hour. If the
GRANT statement has no W TH clause, the limits are each set to the default value of zero (that is, no
limit). For MAX_USER_CONNECTI ONS, the limit is an integer indicating the maximum number of
simultaneous connections the account can make at any one time. If the limit is set to the default
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value of zero, the max_user _connect i ons system variable determines the number of simultan-
eous connections for the account.

To set or change limits for an existing account, use a GRANT USAGE statement at the global level
(ON *. *). The following statement changes the query limit for f r anci s to 100:

nysqgl > GRANT USAGE ON *.* TO 'francis' @I ocal host'
-> W TH MAX_QUERI ES_PER HOUR 100;

This statement leaves the account's existing privileges unchanged and modifies only the limit values
specified.

To remove an existing limit, set its value to zero. For example, to remove the limit on how many
times per hour f r anci s can connect, use this statement:

nysqgl > GRANT USAGE ON *.* TO 'francis' @Il ocal host"
-> W TH MAX_CONNECTI ONS_PER_HOUR 0;

Resource-use counting takes place when any account has a non-zero limit placed on its use of any of
the resources.

As the server runs, it counts the number of times each account uses resources. If an account reaches
its limit on number of connections within the last hour, further connections for the account are rejec-
ted until that hour is up. Similarly, if the account reaches its limit on the number of queries or up-
dates, further queries or updates are rejected until the hour is up. In al such cases, an appropriate er-
ror message is issued.

Resource counting is done per account, not per client. For example, if your account has a query limit
of 50, you cannot increase your limit to 100 by making two simultaneous client connections to the
server. Queriesissued on both connections are counted together.

The current per-hour resource-use counts can be reset globally for al accounts, or individually for a
given account:

e To reset the current counts to zero for all accounts, issue a FLUSH USER RESOURCES state-
ment. The counts also can be reset by reloading the grant tables (for example, with a FLUSH
PRI VI LECES statement or amysgladmin reload command).

» The counts for an individual account can be set to zero by re-granting it any of its limits. To do
this, use GRANT USAGE as described earlier and specify alimit value equal to the value that the
account currently has.

Counter resets do not affect the MAX_USER _CONNECT! ONS limit.

All counts begin at zero when the server starts; counts are not carried over through arestart.

Assigning Account Passwords

Passwords may be assigned from the command line by using the mysgladmin command:

shel I > nmysqgl admi n -u user_nanme -h host _nanme password "newpwd"

The account for which this command resets the password is the one with a user table record that
matches user _nane in the User column and the client host from which you connect in the Host
column.

Another way to assign a password to an account isto issuea SET PASSWORD statement:

nysql > SET PASSWORD FOR 'jeffrey' @% = PASSWORD(' bi scuit');
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Only users such asr oot with update access to the nysql database can change the password for
other users. If you are not connected as an anonymous user, you can change your own password by
omitting the FOR clause:

nysql > SET PASSWORD = PASSWORD(' bi scuit');

You can aso use a GRANT USAGE statement at the global level (ON *. *) to assign a password to
an account without affecting the account's current privileges:

nysql > GRANT USAGE ON *.* TO 'jeffrey' @% |DENTIFIED BY 'biscuit';

Although it is generally preferable to assign passwords using one of the preceding methods, you can
also do so by modifying the user table directly:

» To establish a password when creating a new account, provide a value for the Passwor d
column:

shel | > nmysql -u root nysql
mysqgl > | NSERT | NTO user (Host, User, Password)

-> VALUES(' % ,"'jeffrey', PASSWORD(' bi scuit'));
mysql > FLUSH PRI VI LEGES;

» To change the password for an existing account, use UPDATE to set the Passwor d column
value:

shel I > mysqgl -u root nysql

mysqgl > UPDATE user SET Password = PASSWORD(' bagel ')
-> WHERE Host = "% AND User = 'francis';

nmysql > FLUSH PRI VI LEGES;

When you assign an account a password using SET PASSWORD, | NSERT, or UPDATE, you must
use the PASSWORD( ) function to encrypt it. (The only exception is that you need not use PASS-

WORD( ) if the password is empty.) PASSWORD( ) is necessary because the user table stores pass-
words in encrypted form, not as plaintext. If you forget that fact, you are likely to set passwords like
this:

shel I > mysqgl -u root mysql

nysqgl > | NSERT | NTO user (Host, User, Password)
-> VALUES(' % ,'jeffrey', ' biscuit');

nysql > FLUSH PRI VI LEGES;

The result is that the literal value' bi scui t' isstored as the password in the user table, not the
encrypted value. When j ef f r ey attempts to connect to the server using this password, the value is
encrypted and compared to the value stored in the user table. However, the stored value is the lit-
eral string' bi scui t', sothe comparison fails and the server rejects the connection:;

shel I > mysqgl -u jeffrey -pbiscuit test
Access denied

If you set passwords using the GRANT ... | DENTI FI ED BY statement or the mysgladmin
password command, they both take care of encrypting the password for you. The PASSWORDX )
function is unnecessary.

Note: PASSWORD( ) encryption is different from Unix password encryption. See Section 5.6.1,
“MySQL Usernames and Passwords’.

5.6.6. Keeping Your Password Secure
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On an administrative level, you should never grant access to the nysql . user table to any non-
administrative accounts. Passwords in the user table are stored in encrypted form, but in versions
of MySQL earlier than 4.1, knowing the encrypted password for an account makes it possible to
connect to the server using that account.

When you run a client program to connect to the MySQL server, it is inadvisable to specify your
password in a way that exposes it to discovery by other users. The methods you can use to specify
your password when you run client programs are listed here, along with an assessment of the risks
of each method:

Use a - pyour _pass or - - passwor d=your _pass option on the command line. For ex-
ample:

shel | > nmysql -u francis -pfrank db_nane

This is convenient but insecure, because your password becomes visible to system status pro-
grams such as ps that may be invoked by other users to display command lines. MySQL clients
typically overwrite the command-line password argument with zeros during their initialization
sequence, but thereis till abrief interval during which the valueisvisible.

Usea- p or - - passwor d option with no password value specified. In this case, the client pro-
gram solicits the password from the terminal:

shel I > nysql -u francis -p db_nane
Enter password: *x**x**x

The ™*' charactersindicate where you enter your password. The password is not displayed as you
enter it.

It is more secure to enter your password this way than to specify it on the command line because
it is not visible to other users. However, this method of entering a password is suitable only for
programs that you run interactively. If you want to invoke a client from a script that runs non-
interactively, there is no opportunity to enter the password from the terminal. On some systems,
you may even find that the first line of your script is read and interpreted (incorrectly) as your
password!

Store your password in an option file. For example, on Unix you can list your password in the
[client] sectionof the. my. cnf fileinyour home directory:

[client]
passwor d=your _pass

If you store your password in . ny. cnf , the file should not be accessible to anyone but your-
self. To ensure this, set the file access mode to 400 or 600. For example:

shel | > chnod 600 . mny. cnf

Section 4.3.2, “Using Option Files” discusses option filesin more detail.

Store your password in the MYSQL_ PWD environment variable. This method of specifying your
MySQL password must be considered extremely insecure and should not be used. Some ver-
sions of ps include an option to display the environment of running processes. If you set
MYSQL_ PWD, your password is exposed to any other user who runs ps. Even on systems without
such aversion of ps, it is unwise to assume that there are no other methods by which users can
examine process environments. See Appendix F, Environment Variables.

All in al, the safest methods are to have the client program prompt for the password or to specify
the password in a properly protected option file.
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5.6.7. Using Secure Connections

Beginning with version 4.0.0, MySQL has support for secure (encrypted) connections between
MySQL clients and the server using the Secure Sockets Layer (SSL) protocol. This section dis-
cusses how to use SSL connections. It also describes away to set up SSH on Windows.

The standard configuration of MySQL is intended to be as fast as possible, so encrypted connections
are not used by default. Doing so would make the client/server protocol much slower. Encrypting
data is a CPU-intensive operation that requires the computer to do additional work and can delay
other MySQL tasks. For applications that require the security provided by encrypted connections,
the extra computation is warranted.

MySQL alows encryption to be enabled on a per-connection basis. Y ou can choose a normal unen-
crypted connection or a secure encrypted SSL connection according the requirements of individual
applications.

5.6.7.1. Basic SSL Concepts

To understand how MySQL uses SSL, it's hecessary to explain some basic SSL and X509 concepts.
People who are familiar with them can skip this part.

By default, MySQL uses unencrypted connections between the client and the server. This means
that someone with access to the network could watch al your traffic and look at the data being sent
or received. They could even change the data while it isin transit between client and server. To im-
prove security a little, you can compress client/server traffic by using the - - conpr ess option
when invoking client programs. However, this does not foil a determined attacker.

When you need to move information over a network in a secure fashion, an unencrypted connection
is unacceptable. Encryption is the way to make any kind of data unreadable. In fact, today's practice
requires many additional security elements from encryption algorithms. They should resist many
kind of known attacks such as changing the order of encrypted messages or replaying data twice.

SSL isaprotocol that uses different encryption algorithms to ensure that data received over a public
network can be trusted. It has mechanisms to detect any data change, loss, or replay. SSL also incor-
porates algorithms that provide identity verification using the X509 standard.

X509 makes it possible to identify someone on the Internet. It is most commonly used in e
commerce applications. In basic terms, there should be some company called a *"Certificate Author-
ity" (or CA) that assigns electronic certificates to anyone who needs them. Certificates rely on asym-
metric encryption algorithms that have two encryption keys (a public key and a secret key). A certi-
ficate owner can show the certificate to another party as proof of identity. A certificate consists of its
owner's public key. Any data encrypted with this public key can be decrypted only using the corres-
ponding secret key, which is held by the owner of the certificate.

If you need more information about SSL, X509, or encryption, use your favorite Internet search en-
gine to search for keywords in which you are interested.

5.6.7.2. Requirements

To use SSL connections between the MySQL server and client programs, your system must be ab